CHAPTER 3

Managing Your Switches

You can use the 10S Release 11.2(8)SA6 software to manage a single switch, a group of
switches that are managed individually, or a cluster of switches that is managed through a
single IP address. You can use any of the management interfaces to manage a switch or
cluster. This chapter describes the switching features provided by Release 11.2(8)SA6 and
how you can change them. For descriptions of the network-management features and
clustering, see Chapter 4, “Managing Clusters of Switches.”

The graphical user interface of Cisco Visual Switch Manager (CVSM) is the primary focus
of this chapter. You can use this interface to monitor a live image of the switch, reconfigure
ports and other features, and upgrade the switch software.

Cisco I0S command-line interface (CLI) procedures are included for many tasks in this
chapter. However, this guide describes only the use of IOS commands that have been
created or changed for use with Catalyst 2900 XL and Catalyst 3500 XL switches. These
commands are further described in @isco I0S Desktop Switching Command Reference

For information on other IOS Release 11.2(8) commands, see the I0S documentation set
available from the CCO home page by selecBragrvice and Support>Technical
Documents>Documentation Home Page>Cisco I0S Software Configuration>Cisco

IOS Release 11.2

Note How-to information for CVSM is in the online help available from all CVSM pages.

This chapter also describes the Cisco Switch Network View, hereafter called Network
View, an HTML tool that displays a map of the devices that are connected to your switch.
From this map you can display the CVSM interface for the other supported switches.
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Default Settings and Where to Change Them

You can configure the features of this IOS release by using any of the available interfaces.
Table 3-1 lists the most important features, their defaults, and where they are described in

this guide.
Table 3-1 Default Settings and Where to Find Them
Default
Feature Setting HTML Interface or Menu Option IOS CLI Procedure
Network
Management
Creating clusters None Cluster Builder “CLI Commands for Creating
“Creating Clusters” section on page 4-2 a Cluster” section on page 4-6
Removing cluster None Cluster Manager “CLI Commands for
members “Managing Clusters” section on page 4-11  Removing a Cluster Member”
section on page 4-9
Upgrading cluster Enabled Cluster Manager “CLI Commands for
software “Upgrading Software for a Group of Switches” Upg_radlng Member Switches”
section on page 4-16 section on page 4-18

Displaying reports  Enabled Cluster Manager, Cluster Builder, Cluster View
“Displaying Reports” section on page 4-26

Device
Management
Switch IP address, 0.0.0.0 System>IP Management “CLI Commands for
subnet mask, and “Setting the System Date and Time” section Orﬁsygnl.ng IP Infgrmatlon to
default gateway i the Switch” section on page
page 3-36
3-42
Cisco Discovery  Enabled Device>Cisco Discovery Protocol Documentation set for Cisco

Protocol (CDP) “Configuring the Cisco Discovery Protocol”  |©OS Release 11.2(8) on CCO

section on page 3-59

Address Resolution Enabled  System>ARP Table Documentation set for Cisco
Protocol (ARP) “Managing the ARP Table” section on page 3-4/°S Release 11.2(8) on CCO
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Table 3-1 Default Settings and Where to Find Them
Default
Feature Setting HTML Interface or Menu Option IOS CLI Procedure
System Time None System>System Time Management Documentation set for
Management “Setting the System Date and Time” section orf-1SC0 10S Release 11.2(8) on
page 3-36 cco
Static address None Security>Address Management “CLI Commands for Adding
assignment assigned “Adding and Removing Static Addresses” Static Addresses” section on
section on page 3-52 page 3-54
Cisco Switch Enabled “Managing Switches via Switch Network View™—
Network View section on page 3-6
VLAN Static VLAN>VLAN Membership “CLI Commands for
membership access “Assigning Ports to VLANS" section on page Assigning Statlc_ Access Ports
portsin 5. 74 to a VLAN” section on page
VLAN 1 3-74
Performance
Autonegotiation of Enabled  Port>Port Configuration “CLI Procedure for Setting
duplex mode “Configuring Port Parameters” section on page>P€ed and Duplex Parameters”
3.19 section on page 3-20
Autonegotiation of Enabled Port>Port Configuration “CLI Procedure for Setting
port speeds “Configuring Port Parameters” section on page>P€ed and Duplex Parameters”
3.19 section on page 3-20
Flooding Control
Broadcast storm  Disabled Port>Flooding Controls “CLI Commands for Enabling
control “Enabling Broadcast Storm Control” section orproadcast Storm Control”
page 3-29 section on page 3-29
Flooding unknown Enabled Port>Flooding Controls “CLI Commands for Blocking
unicast and “Blocking Flooded Traffic on a Port” section ont '00ded Traffic on a Port”
multicast packets page 3-30 section on page 3-30
Network port Disabled Port>Flooding Controls “CLI Commands for Enabling

Network Port” section on

“Enabling a Network Port” section on page 3-28
page 3-28
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Table 3-1 Default Settings and Where to Find Them
Default
Feature Setting HTML Interface or Menu Option IOS CLI Procedure
Cisco Group Enabled Device>Cisco Group Management Protocol “CLI Commands for Enabling
Management “Controlling IP Management Packets via the CGMP Fast Leave Option”
Protocol (CGMP) CGMP” section on page 3-62 section on page 3-63
Network
Redundancy
Spanning-Tree Enabled Device>Spanning-Tree Protocol “CLI Commands for Enabling
Protocol “Configuring Spanning-Tree Protocol” section S PortFast’ section on page
on page 3-65 ;
Port grouping None Port>Port Grouping (EC) “CLI Commands to Create
assigned «creating EtherChannel Port Groups” section ofrterchannel Port Groups”
page 3-21 section on page 3-24
Diagnostics
SPAN port Disabled Port>Switch Port Analyzer (SPAN) See the documentation set for
monitoring “Enabling Switch Port Analyzer” section on Cisco 10S Release 11.2(8) on
page 3-24 cco
Console, buffer, Disabled Fault>Logging Config Documentation set for Cisco
and file logging “Configuring the Switch to Log Information” I0S Release 11.2(8) on CCO
section on page 3-78
Security
Password None Visual Switch Manager Home “Recovering from a Lost or
“Changing the Password” section on page 3-15orgotten Password” section
on page 5-4
Addressing Disabled Security>Address Management “CLI Commands for Adding
security “Adding Secure Addresses” section on page Secure Addresses” section on
3.51 page 3-52
Trap manager 0.0.0.0 System>SNMP Configuration Documentation set for Cisco

“Adding Trap Managers” section on page 3-45IOS Release 11.2(8) on CCO
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Table 3-1 Default Settings and Where to Find Them
Default
Feature Setting HTML Interface or Menu Option IOS CLI Procedure
Community strings  public System>SNMP Configuration Documentation set for Cisco
“Entering Community Strings” section on pageIOS Release 11.2(8) on CCO
3-45
Port security Disabled Security>Port Security Documentation set for Cisco

“Enabling Port Security” section on page 3-56 I0S Release 11.2(8) on CCO

Managing Configuration Conflicts

Certain combinations of port features conflict with one another. For example, if you define
a port as the network port for a VLAN, all unknown unicast and multicast traffic is flooded
to the port. You could not enable port security on the network port because a secure port
limits the traffic allowed on it. In Table 3-210 means that the two referenced features are
incompatible.

If you try to enable incompatible features by using CVSM, CVSM issues a warning
message and prevents you from making the change. Reload the web page to refresh CVSM.

Table 3-2 Incompatible Features

ATM Port SPAN Multi-VLAN  Network

Port’  Port Group Security  Port Port Port?
ATM Port - No No No No No
Port Group No - No No Yes Yes
Port Security No No - No No No
SPAN Port No No No - No No
Multi-VLAN Port No Yes No No - Yes
Network Port No Yes (source-based only) No No Yes -

1 Catalyst 2900 XL only.
2 Cannot be used in a cluster.
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Saving Changes to the Startup Configuration

The configuration file that loads when the switch is restarted is in Flash memory. This
configuration in this file is not necessarily the same as the running configuration. If you
want the running (current) configuration to be used when the switch restarts, use CVSM or
the CLI to save the configuration file. This procedure is described for CVSM in the
“Reloading and Upgrading the Switch Software” section on page 3-31. It is described for
the CLI in the “Working with Files in Flash Memory” section on page 2-31.

Managing Switches via Switch Network View

This section describes the switch Network View, an application that extends web-based
network management to the other devices in your network. By exchanging Cisco Discovery
Protocol (CDP) messages with attached CDP-enabled devices, a Network View switch is
able to graphically display a surrounding star topology that can consist of Catalyst 2900 and
Catalyst 3500 series XL switches and Cisco edge devices.

Network View is an alternative to the cluster that you can create by using Cluster
Management. Each Network View member needs to be assigned its own IP address. A
Network View stack differs from a cluster in that each member has its own IP address
assigned to it. In addition, a Network View stack must be in a star topology and does not
support daisy-chained switches.

Understanding a Network View Stack

3-6

The center node in a star topology acts psraary switch in Network View. Up to four
directly connected supported switches can be stack members. These switches can be
displayed in a consolidated physical view calleditseial stackYou can access device and
link information from the Network View page and the Visual Stack page.

If more than four switches are connected, Network View displays only the four connected
to the lowest port numbers of the primary switch. All other devices are considered edge
devices. A star topology with the primary switch in the center ensures the most complete
view of the network.

To run Network View, all stack members must be running Cisco I0S Release SA6 or later
and the corresponding CVSM release. In addition, you need to enable SNMP and set the
community string tgublic on all stack members.
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For a complete description of the Network View interface, see “Using Switch Network
View” section on page 2-11.

Displaying the Network View Page

If you have not enabled a command switch, the Network View page (Figure 3-1) displays
a map of the devices and links that are directly connected to your switch. From this page,
you can display switch-connection information, device reports, and link reports. This page
also displays Cisco routers, switches, hubs, and Cisco Micro Web Servers, but these devices
must be directly attached to one of the supported switches. Other devices using CDP
display as generic edge devices.

Note Before starting Network View, make sure you are using a supported browser. For
more information, see the “Hardware and Software Requirements” section on page 2-2.

Follow these steps to display the Network View page:
Stepl  On the Switch Manager home page, cl&kitch Network View.

Step2  When prompted, enter the enable password for each switch in the stack. You do
not need to enter a user name.

Displaying Switch Connection Information

Figure 3-2 shows the information that you can display about the switches being managed
by Network View. Click on the Switch Manager button on the Network View page to
display this table.
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Figure 3-1 Switch Network View Page
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Displaying the Cisco Visual Stack

Figure 3-2 Visual Switch Manager Connection Information
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Displaying the Cisco Visual Stack

The visual stack is an image of up to four Catalyst 2900 series XL or Catalyst 3500 series
XL switches (Figure 3-3) with the primary switch at the top. This stack contains the same
switches as those on the Network View page, which displays the primary switch in the
middle and stack members connected to it. The stack images display real-time information
about the switches and their ports. You can use the stack to monitor port status, check port
speed and duplex settings, configure switch ports, and start the CVSM software.

Follow these steps to display the Visual Stack page:

Step1l  Display the Network View page as described in the “Displaying the Network
View Page” section on page 3-7.

Step2  Click Visual Stackin the upper-left corner of the page.

The visual stack displays in a separate browser window (see Figure 3-3).
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Figure 3-3 Visual Stack
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Monitoring Port Status
The visual stack shows LED colors to depict the port status:

® Green—port is active.
® Blue—port is inactive.

® Amber—port is disabled administratively or by STP.

Checking Port Speed and Duplex Settings

To check the transmission speed settings for all switch ports M@IRE , and highlight
SPD (speed). Blue means 10 Mbps; green means 100 Mbps.

To check the duplex setting, clidhODE, and highlight~-DUP (full-duplex). Blue means
half-duplex mode; green means full-duplex mode.

3-10 Cisco 10S Desktop Switching Software Configuration Guide
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Configuring Switch Ports

On the visual stack, click on a port and right-click to display the pop-up menu. $elect
Configuration. The Port Configuration pop-up window shows the port settings and status.
SelectEnable to enable or disable the port and STP Port Fast setting, and select a speed
and duplex setting from the drop-down lists. This window is the same as the one described
in the “Configuring Ports on the Switch Home Page” section on page 3-14.

In addition, you can configure multiple ports as a group. To do so, fiekand left-click
the ports, and then right-click the selected ports and select Port Configuration from the
pop-up menu.

Accessing CVSM

The visual stack displays the IP address of each switch next to the switch image. Click the
IP address to open a separate browser window displaying the CVSM home page for that
switch. End the browser session when you want to return to the visual stack.

Note If you access the CVSM to configure a stack member and then redisplay Network
View, that stack member becomes the primary switch. The Network View displays devices
in a different arrangement, and a stack member could become an edge device.

Managing Your Switch via CVSM

You access CVSM through one of the supported browsers described in the “Hardware and
Software Requirements” section on page 2-2. Ensure that you have the browser configured
correctly before starting CVSM.
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Using the Switch Home Page

The Cisco Visual Switch Manager Home page (Figure 3-4) is always displayed when you
click Visual Switch Manageron the Cisco Systems Access page. All the CVSM pages
have a Home button you can click to return to this page.

Use this page to perform the following tasks:

® Changing the password

® Enabling the switch as a command switch

® Displaying Cluster Management and Network View
® Monitoring switch LEDs

® Configuring ports

Changing the Password

Changing the password from this page breaks your connection with the switch, and the
browser prompts you for the new password. Clitddp for the complete procedure. If you
have forgotten your password, see the “Recovering from a Lost or Forgotten Password”
section on page 5-4.

Enabling the Switch as a Command Switch

If the switch is command-capable, use this page to enable it as the command switch and to
name the cluster. The Cluster Management button displays on the home page after the
command switch is enabled, and the cluster name appears in Cluster View with the cluster
icon. Table 1-1 in Chapter 1, “Introduction,” lists the switches that are able to be command
switches and those that can be enabled by a software upgrade.
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Using the Switch Image to Monitor and Configure the Switch

The CVSM home page refreshes the image of the switch every 30 seconds. Besides using
it to configure the features listed in this section, you can use the switch images in Cluster
Manager to display VLAN membership information and detailed information about the
links between switches. For more information on monitoring the switch via a web interface,
see the Chapter 4, “Managing Clusters of Switches.”

Monitoring the Ports

The LEDs on the switch image present the same information as the actual LEDs, but they
use colors instead of the on/off methods used on the switch front panel. Click the Mode
button to highlight STAT (status), SPD (speed), or FDUP (duplex), thus changing the

information conveyed by the port LEDs. The legend under the image describes the meaning
of the colors in each mode.

Monitoring Other Switch LEDs

The other LEDs function as follows:
® The System LED displays the status of the switch.
® The RPS LED lights when a Cisco RPS is attached.

® The 1 or 2 LED is on when a module is installed in a modular switch model.
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Figure 3-4 CVSM Home Page
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Configuring Ports on the Switch Home Page

To configure a port, left-click on it and then right-click to display the pop-up menu. Select
Port Configuration. Press+Ctrl and left-click the ports to select more than one at a time.
The dialog box shown in Figure 3-5 displays the same information and supports the same
changes as the Port Configuration page. The live LEDs on the image of the switch reflect
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Configuring Ports on the Switch Home Page

any changes you make.

This I0S release supports 10/100, Gigabit Ethernet, ATM, and Catalyst GigaStack Gigabit
Interface Converters (GBICs). See the “Configuring Port Parameters” section on page 3-19
for defaults and guidelines for configuring the different types of ports.

Figure 3-5 Port Configuration Dialog Box
Port 1D: FastBthernet 0514
Port Setting:
Status: Cuple:x: Speed: Port Fast:
|.-'3~ut|:| j |a'3-.ut|:| j |Disable j Enable Port Fast on the
port.
A Configure the status,

duplex, and speed settings

Actual Port Settings: of the port.

Status: DOV Duplex: & Speed: M& Ecu”e”t port status.

YLAH Information:

Mode: Static Access VLAN membership and

Assigned VLANs: | mode.

Cancel Help o
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Configuring Ports

Use this page to enable and disable ports and to set the duplex, speed and Port Fast
parameters. SelePort>Port Configuration from the menu bar.

Figure 3-6 shows the Port Configuration page, and Table 3-3 describes the meaning of
column headings and fields. The “Configuring Port Parameters” section on page 3-19
contains guidelines for you to use when using this page.
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Figure 3-6 Port Configuration Page
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Shows the setting and the
actual port activity.
Autonegotiation allows the port
to match the duplex setting of
the attached device.

«— Displays statistics for the port.

«—— Resets statistics for the port.

Shows when the port is
operating at 10 or 100 Mbps.
Autonegotiation allows the port
to match the speed of the
device to which it is connected.

Shows when the port is able or
unable to transmit data.

Shows the module (0O=fixed)
and port number.
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Table 3-3 Port Configuration Parameters

Port Displays Fa (Fast Ethernet), Gi (Gigabit Ethernet), or AT (ATM); the module number: 0 (fixed), 1
(right slot), or 2 (left slot); and the port number. In Figure 3-5, the port is a fixed port (0) and port
number 14: Fa0/14.

Note The port numbers for the double-row connectors on the Catalyst 3500 series XL switches
increment from top to bottom.

Status: Enables or disable the port. The field also displays the current port status.

Admin/Actual

Duplex: Displays the current duplex setting. You can set a port to full-dugtel ), half-duplex Half), or

Requested/Actual autonegotiateAuto). The default iuto. For ATM ports, this field is read-only and displays
Full.

Speed: Displays the current speed setting. You can set a port to 10 ¥@p4Q0 Mbps 100), or

Requested/Actual autonegotiateAuto). The default iAuto.

For Gigabit Ethernet ports, the field displays 1000 and is read-only. For ATM ports, the field
displays 155 (155 Mbps) and is read-only.

Port Name Names the port or describes how it is connected.

Statistics Displays transmit and receive statistics for the port. Risletto clear the statistics and close
the statistics window.

Flow Control Enables or disables flow control on Gigabit Ethernet ports. Flow control enables the connected
Gigabit Ethernet ports to control traffic rates during congestion. If one port experiences
congestion and cannot receive any more traffic, it notifies the other port to stop transmitting until
the condition clears.

SelectSymmetric when you want the local port to perform flow control of the remote port only if
the remote port can also perform flow control on the local port. S&gatmetric when you

want the local port to perform flow control on the remote port. For example, if the local port is
congested, it notifies the remote port to stop transmitting. This is the default setting

SelectAny when the local port can support any level of flow control required by the remote port.
This setting is the default. Selé¢dbneto disable flow control on the port.

This field is displayed only when a Gigabit Ethernet port is present; it does not apply to Fast
Ethernet or ATM ports.
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Configuring Port Parameters

A

The Port Configuration page displays the Requested and Actual settings for each port. A
port connected to a device that does not support the requested setting or that is not
connected to a device can cause the Requested and Actual settings to differ.

Caution It is possible to reconfigure the port through which you are managing
the switch. STP reconfiguration could cause a temporary loss of connectivity.

Follow these guidelines when configuring the duplex and speed settings:

® Gigabit Ethernet ports are always set to a speed of 1000 but can negotiate full- or
half-duplex with the attached device.

® ATM ports are always set to full and do not autonegotiate duplex or speed settings.

® Gigabit Ethernet ports that fail to match the settings of an attached device lose
connectivity and do not generate statistics.

® GigaStack-to-GigaStack stack connections operate in half-duplex mode, and
GigaStack-to-GigaStack point-to-point connections operate in full-duplex mode.

® If STP is enabled, the switch can take up to 30 seconds to check for loops when a port
is reconfigured. The port LED is amber while STP reconfigures.

® After you make a change, you can verify the change by clicking the port on the Home
page or by using the Mode button.

Connecting To Devices That Do Not Autonegotiate

To connect to a remote 100BaseT device that does not autonegotiate, do not configure
AUTO for the duplex setting on the local device. Autonegotiation of the speed setting
works correctly even if the attached device does not autonegotiate.

To connect to a remote Gigabit Ethernet device that does not autonegotiate, disable
Autonegotiation on the local device, and set the duplex and flow control parameters to be
compatible with the other device. For more information, see the “ldentifying an
Autonegotiation Mismatch” section on page 5-2.
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CLI Procedure for Setting Speed and Duplex Parameters

Beginning in privileged EXEC mode, follow these steps to set the speed and
duplex parameters on a port:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and ententerface interface
the port to be configured.

Step 3 Enter the speed parameter for the port. speed{10|100| auto}

You cannot enter the speed on Gigabit
Ethernet or ATM ports.

Step 4 Enter the duplex parameter for the port. duplex {full | half | auto}

Step 5 Return to privileged EXEC mode. end

Step 6 \Verify your entries. show running-config

Step 7 (Optional) Save your entry in the copy running-config
configuration file. This retains the startup-config

configuration when the switch restarts.

For more information on 10S Release 11.2(8)SA6, se€theo |OS Desktop
Switching Command Referenddée complete 10S Release 11.2(8)
documentation is available through CCO by seleciawice and
Support>Technical Documents>Documentation Home Page>Cisco I0S
Software Configuration>Cisco 10S Release 11.2
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Creating EtherChannel Port Groups

Use the Port Group (EtherChannel) page (see Figure 3-8) to create Fast EtherChannel and
Gigabit EtherChannel port groups. These port groups act as single logical ports for
high-bandwidth connections between switches or between switches and servers.

Note You can create port groups of Gigabit Ethernet ports or 100BaseTX ports, but you
cannot create a port group that contains both port speeds at the same time.

To display this page, selg@ort>Port Grouping (EC) from the menu bar.

Understanding EtherChannel Port Grouping

This IOS release supports two different types of port groups: source-based forwarding port
groups and destination-based forwarding port groups. Source-based forwarding ports
groups distribute packets forwarded to the group based on the source address of incoming
packets from ports that are not in the port group. Port groups that forward based on the
source address can have as many as eight ports. Source-based forwarding is enabled by
default.

Destination-based port groups distribute packets forwarded to the group based on the
destination address of incoming packets from ports not in the group. Port groups that
forward based on the destination address can have any number of ports.

Port groups that link switches each switch, but both ends of a port group must be configured
consistently. In Figure 3-7, a port group of two workstations communicates with a router.
Because the router is a single-MAC address device, source-based forwarding ensures that
the switch uses all available bandwidth to the router. The router is configured to forward
based on destination address because the larger number of stations ensures that the traffic
is evenly distributed out the port-group ports on the router.
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Figure 3-7 Source-Based Forwarding
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The switch treats the port group as a single logical port; therefore, when you create a port
group, the switch uses the configuration of the first port for all ports added to the group. If
you add a port and change the forwarding method, it changes the forwarding for all ports
in the group. After the group is created, changing STP or VLAN membership parameters
for one portin the group automatically changes the parameters for all ports. Each port group
has one port that carries all unknown multicast, broadcast, and STP packets.
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Figure 3-8 Port Group (EtherChannel)
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Port Group Restrictions on Static-Address Forwarding

The following restrictions apply to entering static addresses that are forwarded to port
groups:

® Ifthe port group forwards based on the source MAC address (the default), configure the
switch to forward packets from the static address to all ports in the group. This method
eliminates the chance of lost packets.

® |f the port group forwards based on the destination address, configure the switch to
forward packets destined for the static address to only one port in the port group. This
method avoids the possible transmission of duplicate packets.

Note Check boxes for ports on the Static Address Forwarding Map appear only if they are
in the same VLAN as the receiving port. For more information, see “Adding and Removing
Static Addresses” section on page 3-52.
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CLI Commands to Create EtherChannel Port Groups
Beginning in privileged EXEC mode, complete these tasks to create a two-port group:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and enter the port bfterface interface
the first port to be added to the group.

Step 3 Assign the port to group 1 with destination-based  port group 1 distribution

forwarding. destination

Step 4 Enter the second port to be added to the group. interface interface

Step 5 Assign the port to group 1 with destination-based  port group 1 distribution
forwarding. destination

Step 6 Return to privileged EXEC mode. end

Step 7 Verify your entries. show running-config

For more information on 10S Release 11.2(8)SAG6, se€idm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco IOS Release 11.2

Enabling Switch Port Analyzer

Use the Switch Port Analyzer (SPAN) page (Figure 3-9) to enable port monitoring. You can
monitor traffic on a given port by forwarding incoming and outgoing traffic on the port to
another port in the same VLAN. A SPAN port cannot monitor ports in a different VLAN,
and a SPAN port must be a static-access port. Any number of ports can be defined as SPAN
ports, and any combination of ports can be monitored.

To display this page, seldebrt>Switch Port Analyzer (SPAN)from the menu bar.

For the restrictions that apply to SPAN ports, see the “Managing Configuration Conflicts”
section on page 3-5.
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Figure 3-9 Switch Port Analyzer (SPAN)
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Configuring Flooding Controls

Use the Flooding Controls page (Figure 3-10) to block the forwarding of unnecessary
flooded traffic. You can enable three flooding techniques from this page:

® Forward all traffic to a network port.
® Enable broadcast storm control.
® Block the forwarding of unicast and broadcast packets on a per-port basis.

To display this page, seldebrt>Flooding Controls from the menu bar.
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Figure 3-10 Flooding Controls
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Enabling a Network Port

Network ports are assigned per VLAN and can reduce flooded traffic on your network. The
switch forwards all traffic with unknown destination addresses to the network port instead
of flooding the traffic to all ports in the VLAN.

When you configure a port as the network port, the switch deletes all associated addresses
from the address table and disables learning on the port. If you configure other ports in the
VLAN as secure ports, the addresses on those ports are not aged. If you move a network
port to a VLAN without a network port, it becomes the network port for the new VLAN.

You cannot change the settings for unicast and multicast flooding on a network port.

Caution A network port cannot link cluster members. Do not attempt to connect
A cluster members through a network port.

For limitations on configuring a network port, see the “Managing Configuration Conflicts”
section on page 3-5.

CLI Commands for Enabling a Network Port
Beginning in privileged EXEC mode, complete these tasks to define a port as the network

port:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and enter the port to baerface interface
configured.

Step 3 Define the port as the network port. port network

Step 4 Return to privileged EXEC mode. end

Step 5 \erify your entry. show running-config
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For more information on 10S Release 11.2(8)SAG6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco IOS Release 11.2

Enabling Broadcast Storm Control

A broadcast storm occurs when a large number of broadcast packets are received.
Forwarding these packets can cause the network to slow down or to time out. Broadcast
storm control is configured for the switch as a whole, but operates on a per-port basis. By
default, broadcast storm control is disabled.

Broadcast storm control uses specific high and low numbers of broadcast packets to block
and then to restore forwarding of broadcast packets. In general, the higher the threshold, the
less effective the protection against broadcast storms. The maximum half-duplex
transmission on a 100BaseT link is 148,000 packets per second, but you can enter a
threshold up to 4294967295 broadcast packets per second.

CLI Commands for Enabling Broadcast Storm Control
Beginning in privileged EXEC mode, follow these steps to enable broadcast-storm control.

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and  interface interface
enter the port to configure.

Step 3 Enter the rising and falling thresholds. port storm-control [threshold {rising
rising-numbeifalling falling-numbejf]

Step 4 Disable the port during a broadcast storm, gport storm-control filter
generate an SNMP trap when the traffic on
the port crosses the rising or falling

or

threshold. port storm-control trap
Step 5 Return to privileged EXEC mode. end
Step 6 \Verify your entries. show port storm-control [interfacq
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Blocking Flooded Traffic on a Port

By default, the switch floods packets with unknown destination MAC addresses to all ports.
Some configurations do not require flooding. For example, a port that has only manually
assigned addresses has no unknown destinations, and flooding serves no purpose.
Therefore, you can disable the flooding of unicast and multicast packets on a per-port basis.
Ordinarily, flooded traffic does not cross VLAN boundaries, but multi-VLAN ports flood
traffic to all VLANSs they belong to.

To display the page for blocking flooded traffic, selmtt>Flooding Controls from the
menu bar.

CLI Commands for Blocking Flooded Traffic on a Port

Beginning in privileged EXEC mode, follow these steps to disable the flooding of multicast
and unicast packets to a port:

Task Command

Step 1  Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and entdnterface interface
the port to configure.

Step 3 Block multicast forwarding to the port. port block multicast
Step 4 Block unicast flooding to the port. port block unicast
Step5 Return to privileged EXEC mode. end

Step 6 Verify your entries, entering the appropriateshow port block{multicast | unicast
command once for thmulticast option and interface
once for theunicast option.

For more information on I0S Release 11.2(8)SA6, se€iden |IOS Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco 10S Release 11.2
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Reloading and Upgrading the Switch Software

Use the System Configuration page (see Figure 3-11 and Figure 3-12) to specify the Flash
memory filenames that the switch uses when it starts or resets. You can also use this page
to upgrade your switch firmware.

To display this page, sele8ystem>System Configuratiorfrom the menu bar.
You can use this page for the following tasks:

® Changing the baud rate for the console port.

® Saving the Configuration file and restart the switch.

® Changing the reload options the switch uses when it restarts.

® Upgrading the software running the switch.

Saving the Configuration File

The startup configuration file contains the IP addresses, passwords, and any other
information you entered. The switch reloads this file when it restarts. However, the startup
configuration file might not be the running (current) configuration. Changes made through
the CVSM or the CLI take effect immediately but must be explicitly saved to be included
in the startup configuration.

Use this page to save the running configuration to the startup configuration file. The
following buttons control the switch startup:

Save Configuration Click to write the running configuration to Flash memory. This
configuration is then loaded when the switch is restarted.

Reboot System Click to restart the switch and to load the new startup
configuration.
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Figure 3-11 System Configuration (Part 1)
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Entering the System Reload Options

By default, the System Reload Options fields contain the correct information to reboot the
system. Some of the fields contain files in Flash memory. To determine the filenames to use,
enter the following EXEC mode command at the CLI:

switch#  dir flash:
Directory of flash:

2 -rwx 843947 Mar 01 1993 00:02:18 C2900XL-hs-mz-112.8-SA6.bin
4 drwx 3776 Mar 01 1993 01:23:24 html

66 -rwx 130 Jan 01 1970 00:01:19 env_vars

68 -rwx 1296 Mar 01 1993 06:55:51 config.text

1728000 bytes total (456704 bytes free)
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The image file that runs the switch has a .bin extension, the html directory contains the
CVSM HTML files, and config.text contains the current configuration. If you need more
information about accessing the switch via the CLI, refer to the “Configuring the Switch
for Telnet” section on page 2-30.

Click Help for procedures on how to configure the fields on this page.

Upgrading Switch Software

When you upgrade a switch or cluster, the switch or switches continue to operate normally
while the new software is copied to Flash memory. When the copy is complete, the old files
are deleted, and the new software is loaded the next time you reboot. If the browser halts or
the copy fails in some way, you can reboot the switch with the old version of the software
and re-execute the upgrade procedure.

If you group switches into a cluster, you can upgrade the entire cluster from Cluster
Manager. For more information, see the “Upgrading Software for a Group of Switches”
section on page 4-16.

New releases of switch software are available on Cisco Connection Online (CCO). The
process of upgrading your switch consists of the following steps:

Step1l  Downloading the software from CCO.
Step2  Downloading a TFTP server if necessary.

Step3  Entering the name of the new image on this page and clithiggade Cisco
IOS and Visual Switch Manager

Click Help for the complete procedures for this process.
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Figure 3-12 System Configuration (Part 2)
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CLI Commands for Upgrading the Switch Software

This procedure is for switches already running IOS Release 11.2(8)SA6. Switches running
earlier 10S releases might have less memory and require slightly different procedures. If
you need to upgrade an older switch to this 10S release, refer Retlease Notes for Cisco

IOS Release 11.2(8)SA6the release notes that came with your switch.

These steps are included in the upgrade procedure:

® You need to change the name of thierentimage file to the name of tmewfile you
are copying. Théar command then replaces the old image file with the new one.

® To avoid a conflict with users accessing the CVSM pages during the software upgrade,
you need to disable access to the HTML pages and delete the existing HTML files
before you upgrade the software.
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Follow these steps to upgrade the switch software, starting in privileged EXEC mode:

Task Command

1 Display the name of the switch# show boot
current (default) image
file.

2 Rename the current switch#  rename flash: current_image  flash:  new_image.bin
image file to the name of
the file that you
downloaded, and replace
thetar extension with
bin. This step does not
affect the operation of the
switch.

3 Display the contents of switch#  dir flash:
Flash memory to verify
the renaming of the file.

4 Enter global switch#  configure terminal
configuration mode.
5 Disable access to the  switch(config)# no IP http server
switch HTML pages.
6 Return to privileged switch(config)# end
EXEC mode.
7 Remove the CYSM switch#  delete flash:html/*
HTML files.
8 Use thear command to switch# tar /x tftp:// server_ip_address I/ path | filename .tar flash:

copy the files into the
switch Flash memory.

9 Depending on the TFTP
server, you might need to
enter only one slash (/)
after the
server_ip_addresi the
tar command.

10 Enter global switch# configure terminal
configuration mode.
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Task Command

11 Reenable access to the switch(config)# IP http server
switch HTTP pages.

12 Return to privileged switch(config)# end
EXEC mode.

13 Reload the new software.switch# reload

For more information on I0S Release 11.2(8)SA6, se€ided |IOS Desktop Switching
Command Referencéhe complete 10S Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco 10S Release 11.2

Setting the System Date and Time

Use the System Time Management page (Figure 3-13) to set the system time for a switch
or enable an external source such as Network Time Protocol (NTP) to supply time to the
switch.

You can use this page to set the switch time by using one of the following techniques:
® Manually set the system time (including daylight saving time) and date

® Configure the switch to run in NTP client mode and receive time information from an
NTP server

® Configure the switch to run in NTP broadcast-client mode and receive information from
an NTP broadcast server

To display this page, seleBystem>System Time Managemeritom the menu bar.
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Figure 3-13 System Time Management
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Setting the System Date and Time

Enter the date and a 24-hour clock time setting on the System Time Management page. If
you are entering the time for an American time zone, enter the three-letter abbreviation for
the time zone in thllame of Time Zonefield. If you are identifying the time zone by
referring to Greenwich Mean Time, enter UTC (Universal Time Coordinated) iNdmee

of Time Zonefield. You then must enter a negative or positive number as an offset to
indicate the number of time zones the switch is from Greenwich, England. Enter a negative
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number if the switch is west of Greenwich, England, and east of the International Date Line.
California is eight time zones west of Greenwich, and you would enter -8 liotirs
Offset From UTC field. Negative and positive numbers can also be entered for minutes.

To configure daylight saving time, select an option from the drop-down menu, and Click
Configure Summer/Daylight Saving Time You can configure the switch to change to
daylight saving time on a particular day every year, on a day that you enter, or not at all.

Configuring the Network Time Protocol

In complex networks it can make sense to distribute time information from a central server.
The NTP can distribute time information by responding to requests from clients or by
broadcasting time information. You can use the Network Time Protocol page (Figure 3-14)
to enable these options and to enter authentication information to accompany NTP client
requests.

To display this page, clickonfigure NTP on the System Time Management page.

Configuring the Switch as an NTP Client

You configure the switch as an NTP client by entering the IP addresses of up to ten NTP
servers in théP Addr field. Click Preferred to specify which server should be used first.

You can also enter an authentication key to be used as a password when requests for time
information are sent to the server.

Enabling NTP Authentication
To ensure the validity of information received from NTP servers, you can authenticate NTP
messages with public-key encryption. This procedure must be coordinated with the
administrator of the NTP servers: the information you enter on this page will be matched
by the servers to authenticate it.

Click Help for more information about entering information in &y Number, Key
Value, andEncryption Type fields.
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Configuring the Switch for NTP Broadcast-Client Mode

You can configure the switch to receive NTP broadcast messages if there is an NTP
broadcast server, such as a router, broadcasting time information on the network. You can
also enter a delay in thestimated Round-Trip Delay field to account for round-trip delay
between the client and the NTP broadcast server.

Figure 3-14 Network Time Protocol
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Configuring IP Information

Use the IP Management page (see Figure 3-15) to change or enter IP information for the
switch. Some of this information, such as the IP address, you had previously entered.

To change IP information for the switch, sel§gstem>IP Managemenfrom the menu
bar.

Configuring the Switch for IP

3-40

The switch IP address belongs to VLAN 1 and is used to access interfaces such as the
CVSM and SNMP. For a port to access one of these management interfaces, it must also
belong to VLAN 1.

If your switch is configured as a member switch in a cluster, it might not have an IP address
assigned to it. If your switch is configured as a command switch in a cluster, its IP
information supports the IP connectivity of all its member switches.

Caution Changing the switch IP address on this page ends your CVSM session.
Restart the CVSM by entering the new IP address in the brawsation field
(Netscape Communicator) Addressfield (Internet Explorer), as described in

the “Using Cisco Visual Switch Manager” section on page 2-6.
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Figure 3-15 IP Management
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CLI Commands for Assigning IP Information to the Switch
Beginning in privileged EXEC mode, follow these steps to enter the IP information:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and enter thaterface vian 1
port to which the IP information is assigned.
VLAN 1 is the switch interface.

Step 3 Enter the IP address and subnet mask. ip addressip_address subnet_mask
Step 4 Enter the IP address of the default router. ip default-gatewayip_address
Step 5 Return to privileged EXEC mode. end

Step 6 Verify that the information was entered correctlyshow running-config
by displaying the running configuration. If the
information is incorrect, repeat the procedure.

For more information on 10S Release 11.2(8)SA6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco 10S Release 11.2
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Configuring SNMP

Use the SNMP Configuration page (Figure 3-16) to configure your switch for SNMP
management.

To display this page, seleBystem>SNMP Configurationfrom the menu bar.

This guide describes the use of IOS commands that have been created or changed for use
with switches that support I0S Release 11.2(8)SAG6. For information on other |OS Release
11.2(8) commands, see the I0S documentation set available from the CCO home page by
selectingService and Support>Technical Documents>Documentation Home

Page>Cisco IOS Software Configuration>Cisco IOS Release 11.2

Use this page to perform the following tasks:

® Disable and enable SNMP.

® Enter information about the switch (System Options).

® Enter community strings that serve as passwords for SNMP messages.

® Enter trap managers and their community strings to receive traps (alerts) about switch
activity.

® Set the classes of traps a trap manager receives.

® Display statistics.

Disabling and Enabling SNMP

If you deselecEnable SNMPand clickApply, SNMP is disabled, and the SNMP
parameters on the page disappear. SNMP must be enabled for some network view and
Cluster Management features to work properly. For information SNMP and Cluster
Management, see “Managing Clusters via SNMP” section on page 2-35.
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Figure 3-16 SNMP Configuration - Part 1
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Entering Community Strings

Community strings serve as passwords for SNMP messages. You can enter them with the
following characteristics:

Read only (RO) Requests accompanied by the string can display MIB-object
information.

Read write (RW) Requests accompanied by the string can display MIB-object
information and set MIB objects.

Adding Trap Managers

A trap manager is a management station that receives and processes traps. When you
configure a trap manager, community strings for each member switch must be unique. If a

member switch has an IP address assigned to it, the management station accesses the switch
via the IP address.

By default, no trap manager is defined, and no traps are issued.

Figure 3-17 SNMP Configuration - Part 2
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Select a check box to enable on of the following classes of traps:

Send config traps Generate traps whenever the switch configuration
changes.

Send SNMP traps Generate the supported SNMP traps.

Send TTY traps Generate traps when the switch starts a management

console CLI session.

Send C2900, C3500 traps Generate the switch-specific traps. These traps are in
the private enterprise-specific MIB.

Send VTP traps Generate a trap for each VLAN Trunk Protocol (VTP)
change (Enterprise Edition Software only).

Send VLAN membership traps Generate a trap for each VLAN Membership Policy
Server (VMPS) change (Enterprise Edition Software

only).

CLI Commands for Adding a Trap Manager

3-46

Beginning in privileged EXEC mode, follow these steps to add a trap manager and
community string:

Task Command

Step 1 Enter global configuration mode. config terminal

Step 2 Enter the trap manager IP addresssnmp-server host 172.2.128.263 traps1 snmp
community string, and the traps to vlan-membership
generate.

Step 3 Return to privileged EXEC mode. end

Step 4 Verify that the information was show running-config
entered correctly by displaying the
running configuration.
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For more information on 10S Release 11.2(8)SAG6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco IOS Release 11.2

Managing the ARP Table

Use the ARP Table page (Figure 3-18) to display the table and change the timeout value.
The Address Resolution Protocol (ARP) discovers the MAC address and VLAN ID that
corresponds to a host IP address. Figure 3-19 shows the meaning the of ARP table contents.

To display this page, sele8ystem>ARP Tablefrom the menu bar. ARP entries added
manually to the table do not age and must be manually removed.

This guide describes the use of IOS commands that have been created or changed for use
with switches that support IOS Release 11.2(8)SA6. For information on other I0S

Release 11.2(8) commands, see the I0S documentation set available from the CCO home
page by selectin§ervice and Support>Technical Documents>Documentation Home
Page>Cisco IOS Software Configuration>Cisco IOS Release 11.2
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Figure 3-18 ARP Table

Port | System | Security | Device | VLAN | Fault
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Figure 3-19 Contents of the ARP Table
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Managing the MAC Address Tables

Use the Address Management page (see Figure 3-21) to manage the MAC address tables
that the switch uses to forward traffic between ports. These MAC tables include the
dynamic, secure, and static addresses.

To display this page, seleSecurity>Address Managemenfrom the menu bar.

The address tables list the destination MAC address and the associated VLAN ID, module,
and port number associated with the address. Figure 3-20 shows a list of dynamic
addresses.

Figure 3-20 Contents of the Address Table

0010 07al 6ol 1 FastEmemeti
0010 0635 b501 | FastEemetyT
0010, 700, 1500 1 Fasiwermatin
0010 7o 1501 1 FastEremeay
D060 .5c21 CBTS § FastEmernetv]

¥

A vianio d ;
MaC address Pot 2

MAC Addresses and VLANS

All addresses are associated with a VLAN. An address can exist in more than one VLAN
and have different destinations in each. Multicast addresses, for example, could be
forwarded to port 1 in VLAN 1 and ports 9, 10, and 11 in VLAN 5. A known address in
one VLAN is unknown in another until it is learned or statically associated with a port in
the other VLAN.

An address can be secure in one VLAN and dynamic in another. Addresses that are
statically entered in one VLAN must be static addresses in all other VLANs. Each VLAN
maintains its own logical address table.
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Figure 3-21 Address Management
Port | System | Security | Device | VLAN | Fault
Hostmame: Switch202 Comamand Switch IP: 172 20,128 202
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Changing the Address Aging Time

Dynamic addresses are source MAC addresses that the switch learns and then drops when
they are not in use. Use the Aging Time field to define how long the switch retains unseen
addresses in the table. This parameter applies to all VLANS.

CLI Commands to Define the Aging Time

Beginning in privileged EXEC mode, follow these steps to define the aging time for the
address table.

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter the number of seconds that dynamic mac-address-table aging-timeseconds
addresses are to be retained in the address
table. You can enter a number from 10 to

1000000.
Step 3 Return to privileged EXEC mode. end
Step 4 Verify your entry. show mac-address-table aging-time

Adding Secure Addresses

The secure address table contains secure MAC addresses and their associated ports and
VLANS. A secure address is a manually entered unicast address that is forwarded to only
one port per VLAN. If you enter an address that is already assigned to another port, the
switch reassigns the secure address to the new port. Secure addresses do not age and can be
either manually entered into the address table or learned.

You can enter a secure port address even when the port does not yet belong to the VLAN.
When the port is later assigned to the VLAN, packets destined for that address are
forwarded to the port.

To display this page, seleSecurity>Address Managemenfrom the menu bar.

After you have entered the secure address, sedtrity>Port Security from the menu
bar to secure the port on the Port Security page.
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CLI Commands for Adding Secure Addresses

Beginning in privileged EXEC mode, follow these steps to enter a secure address:

Task Command

Step 1  Enter global configuration mode. configure terminal

Step 2 Enter the MAC address, its associateanac-address-table securbw-addr interface
port, and the VLAN ID. vlan vlan-id

Step 3 Return to privileged EXEC mode.  end

Step 4 Verify your entry. show mac-address-table secure

Adding and Removing Static Addresses

3-52

A static address has the following characteristics:

® |tis manually entered in the address table and must be manually removed.
® |t can be a unicast or multicast address.

® |t does not age and is retained when the switch restarts.

The Static Address Forwarding map (Figure 3-22) displays when you enter a static address.
Use this page to define those ports that frames are forwarded to based on the port on which
they were received. Because all ports are associated with at least one VLAN, the switch
acquires the VLAN ID for the address from the ports that you select on the forwarding map.

The Rx On column on the left lists the source ports. The Forward to columns across the
page are the destination ports. Ports without check boxes belong to VLANSs that a source
port cannot access.

A static address in one VLAN must be a static address in other VLANs. A packet with a
static address that arrives on a VLAN where it has not been statically entered is flooded to
all ports and not learned.

To display this page, seleSecurity>Address Managemenfrom the menu bar, and enter
or select an address in the Static Address Table.
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Note If you want to forward to a port for which there is no check box, add that port to a
VLAN to which the forwarding port belongs.

Figure 3-22 Static Address Forwarding Map

Port | System | Security | Device | VLAN | Fault
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Configuring Static Addresses for EtherChannel Port Groups

Follow these rules if you are configuring a static address to forward to ports in an
EtherChannel port group:

® For default source-based port groups, configure the static address to fonatbits
in the port group to eliminate lost packets.

® For destination-based port groups, configure the address to forwantytone porin
the port group to avoid the transmission of duplicate packets.

CLI Commands for Adding Static Addresses
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Static addresses are entered in the address table witkpamt-list and arout-port-listand,
as needed, a VLAN definition. Packets received from the in-port are forwarded to ports
listed in the out-port-list

Note If the in-port and out-port-list parameters are all access ports in a single VLAN, you
can omit the VLAN identification. In this case, the switch recognizes the VLAN as that
associated with the in-port VLAN. Otherwise, you must supply the VLAN ID.

Beginning in privileged EXEC mode, follow these steps to enter a static address:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter the MAC address, the input port, the ports tmac-address-table statitiw-addr
which it can be forwarded, and the VLAN ID of in-port out-port-listvlan vian-id
those ports.

Step 3 Return to privileged EXEC mode. end

Step 4 Verify your entry. show mac-address-table static
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For more information on 10S Release 11.2(8)SAG6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco I0S Release 11.2Cisco I0S
Release 11.2
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Enabling Port Security

3-56

Use the Port Security page (Figure 3-23) to enable port security and to define the size of the
secured port address table.

To display this page, seleSecurity>Port Security from the menu bar.

Secured ports restrict the use of a port to a user-defined group of stations. When you assign
secure addresses to a secure port, the switch does not forward any packets with source
addresses outside the group. If you define the address table of a secure port to contain only
one address, the workstation or server attached to that port is guaranteed the full bandwidth
of the port.

Secured ports generate address-security violations under the following conditions:

® The address table of a secured port is full and the address of an incoming packet is not
found in the table.

® Anincoming packet has a source address assigned as a secure address on another port.

Limiting the number of devices that can connect to a secure port has the following
advantages:

® Dedicated bandwidth—If the size of the address table is set to 1, the attached device is
guaranteed the full bandwidth of the port.

® Added security—Unknown devices cannot connect to the port.

The following fields validate port security or indicate security violations:

Secure Addresses The number of addresses in the address table for this port. Secure
ports have at least one in this field.

Security Rejects  The number of unauthorized addresses seen on the port.

The port features that are unavailable to secure ports are described in the “Preparing to Use
the Web-Based Management Interfaces” section on page 2-2.
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Figure 3-23 Port Security
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Defining the Maximum Secure Address Count

A secure port can have from 1 to 132 associated secure addresses. Setting the MAC address
table associated with the port to have one address ensures the attached device has the full
bandwidth of the port.
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CLI Commands to Enable Port Security
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The following example shows the commands for enabling port security and setting the port
to learn only one address. This procedure disables the port if a security violation occurs.
Starting in privileged EXEC mode, follow these steps to enable port security.

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode for the interface interface
port you want to secure.

Step 3 Secure the port and set the address table toport security max-mac-count 1
one address.

Step 4 Set the port to shutdown when a security  port security shutdown
violation occurs.

Step 5 Return to privileged EXEC mode. end

Step 6 \erify the entry. show port security

For more information on I0S Release 11.2(8)SA6, se€ided |IOS Desktop Switching
Command Referencéhe complete 10S Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco 10S Release 11.2
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Configuring the Cisco Discovery Protocol

Use the Cisco Discovery Protocol (CDP) page to enable CDP for the switch, set global CDP
parameters, and display information about neighboring Cisco devices. CDP enables CVSM
and other network management applications to display a graphical network view of the
network. For example, the switch uses CDP to find cluster candidates and maintain
information about cluster members and other devices. The information exchanged in CDP
messages includes the device type, links between devices, and the number of ports within
each device. Based on the CDP messages sent, the switch displays these devices in the
network view and the Cluster Manager.

Note Creating and maintaining switch clusters is based on the regular exchanging of CDP
messages. Turning off CDP can interrupt cluster discovery. If you are changing cables
between switches often, you can improve the cluster-discovery performance by lowering
the value in théackets sent everyield.

To display this page (see Figure 3-24), sel@evice>Cisco Discovery Protocdirom the
menu bar.

Managing Your Switches 3-59



Configuring the Cisco Discovery Protocol

Configuring CDP

Some CDP options are global to the switch, and some are entered on a per-port basis. CDP
is enabled by default. ClidHelp for the defaults and possible values of the fields on this
page. You can use this page for the following tasks:

® Listing and displaying neighboring devices. The CDP Neighbors list shows the devices
with which this switch is exchanging CDP messages. Depending on the management
interfaces supported on the neighboring device, you can access it via Telnet or through
an HTML interface, and you can display the most recent information received from the
device.

® Setting CDP Options. When you deselect the Run CDP checkbox, you disable CDP for
the entire switch and changes in the Individual Port Enable section have no effect.

® Disabling CDP on individual ports

CLI Commands for Configuring CDP

This guide describes the use of IOS commands that have been created or changed for use
with switches that support I0S Release 11.2(8)SAG6. For information on other |OS Release
11.2(8) commands, see the I0S documentation set available from the CCO home page by
selectingService and Support>Technical Documents>Documentation Home

Page>Cisco IOS Software Configuration>Cisco IOS Release 11.2
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Figure 3-24
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Controlling IP Management Packets via CGMP

Use the Cisco Group Management Protocol page (see Figure 3-25) to enable Cisco Group
Management Protocol (CGMP) and the CGMP Fast Leave option. CGMP reduces the
unnecessary flooding of IP multicast packets by limiting the transmission of these packets
to CGMP clients that request them. The Fast Leave option accelerates the removal of
unused CGMP groups. By default, CGMP is enabled, and the Fast Leave option is disabled.

To display this page, selddevice>Cisco Group Management Protocdiom the menu
bar.

End stations issue join messages to become part of a CGMP group and issue leave messages
to leave the group. The membership of these groups is managed by the switch and
connected routers through the further exchange of CGMP messages.

CGMP groups are maintained by VLAN: a multicast IP address packet can be forwarded
to one list of ports in one VLAN and to a different list of ports in another VLAN. When a
CGMP group is added or removed, all members are in the same VLAN.

You can use this page to perform the following tasks:
® Disable CGMP
® Enable the Fast Leave option

® Manually list and remove multicast groups

Enabling Fast Leave Option

3-62

The CGMP Fast Leave option reduces the delay when group members leave groups. When
an end station requests to leave a CGMP group, the group remains enabled for that VLAN
until all members have requested to leave. With the Fast Leave option enabled, the switch
immediately checks if there are other members that belong to that group. If there are no
other members, the switch removes the port from the group. If there are no other ports in
the group, the switch sends a message to routers connected to the VLAN to delete the entire

group.
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CLI Commands for Enabling the CGMP Fast Leave Option

CGMP reduces flooding by limiting the forwarding of IP multicast and broadcast packets.
The Fast Leave option reduces the time CGMP uses to remove inactive groups.

Beginning in privileged EXEC mode, complete these tasks to enable CGMP Fast Leave

option:

Task Command

Step 1 Enter global configuration mode. configure terminal
Step2 Enable CGMP and CGMP Fast Leave. cgmp leave-processing
Step 3 Return to privileged EXEC mode. end

Step 4 Verify your entry. show running-config

Modifying the Router Hold Time

The router hold time is the number of seconds the switch waits before removing (aging) a
router entry and ceasing to exchange messages with it. If it is the last router entry on a
VLAN, then all groups on that VLAN are removed. You can thus enter a lower number in
the Router Hold Time field to accelerate the removal of CGMP groups.

CLI Commands for Changing the Router Hold Time

Beginning in privileged EXEC mode, follow these steps to change the router hold time.

Task Command

Step 1  Enter global configuration mode. configure terminal

Step 2 Configure the number of seconds the switch is tacgmp holdtime 400
wait before dropping a router entry.

Step 3 Return to privileged EXEC mode. end

Step 4 \erify your entry. show running-config
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Figure 3-25 Cisco Group Management Protocol
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Removing Multicast Groups

You can reduce the forwarding of IP multicast packets by removing groups from the

Current Multicast Groups table. Each entry in the table consists of the VLAN, IGMP
multicast address, and ports.
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CLI Commands for Removing Multicast Groups

You can use the CLI to clear all CGMP groups, all CGMP groups in a VLAN, or all routers,
their ports, and their expiration times. Beginning in privileged EXEC mode, follow these
steps to remove all multicast groups.

Task Command

Step1 Clear all CGMP groups on the switch. clear cgmp group

Step 2 Verify your entry by displaying CGMP show cgmp
information.

For more information on 10S Release 11.2(8)SAG6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco IOS Release 11.2

Configuring Spanning-Tree Protocol

Use the Spanning-Tree Protocol (STP) page (Figure 3-26) to change parameters for STP,
an industry standard for avoiding loops in switched networks. The switch supports up to
64 instances of STP.

To display this page, selddevice>Spanning-Tree Protocofrom the menu bar.

Because each VLAN has its own instance of STP, you must first select a VLAN ID, and
then clickModify STP Parametersto display the rest of the page.

This page is shown in three illustrations. Figure 3-26 shows the page with no parameters;
Figure 3-27 shows the parameters currently used by the switch and the parameters that this
switch would use if it became the root switch. Figure 3-28 shows the fields that you use to
define port-level parameters.
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Using STP to Support Redundant Connectivity

You can create a redundant backbone with STP by connecting two of the switch ports to
another device or to two different devices. STP automatically disables one port, but enables
it if the other port is lost. If one link is high-speed and the other low-speed, the low-speed
link is always disabled. If the speed of the two links is the same, the port priority and port
ID are added together, and STP disables the link with the lowest value.

You can also create redundant links between switches by using EtherChannel port groups.
See the “Creating EtherChannel Port Groups” section on page 3-21 for more information
on creating port groups.

Accelerating Aging to Retain Connectivity

3-66

The default for aging dynamic addresses is 5 minutes. However, a reconfiguration of the
spanning tree can cause many station locations to change. Because these stations could be
unreachable for 5 minutes or more, the address-aging time is accelerated so that station
addresses can be dropped from the address table and then relearned. The accelerated aging
is the same as the forward-delay parameter value when STP reconfigures.

Because each VLAN is a separate instance of STP, the switch accelerates aging on a
per-VLAN basis. A reconfiguration of STP on one VLAN can cause the dynamic addresses
learned on that VLAN to be subject to accelerated aging. Dynamic addresses on other
VLANSs can be unaffected and remain subject to the aging interval entered for the switch.
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Figure 3-26 Spanning-Tree Protocol (Selection)
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Disabling STP Protocol

STP is enabled by default. Disable STP only if you are sure there are no loops in the
network topology. With STP disabled and loops present in the topology, network
performance is degraded by excessive traffic and indefinite packet duplication.

Changing STP Parameters for a VLAN

To change STP parameters for a VLAN, selBevice>Spanning-Tree Protocofrom the
menu bar, select the VLAN ID of the STP instance to change, andvididiky STP
Parameters

In Figure 3-27, the parameters under the heading Current Spanning-Tree Root are
read-only and could be defined on another switch. The MAC Address field shows the MAC
address of the switch currently acting as the root. The parameters under the heading
Spanning-Tree Options are the values that this switch would use as the root switch.
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The following fields (see Figure 3-27) define how your switch responds when STP
reconfigures itself.

Protocol Implementation of STP to use.
Select one of the menu items: DEC, IBM, or IEEE. The default is IEEE.

Priority  Value used to identify the root bridge. The bridge withdleest valuehas
the highest priority and is selected as the root.
Enter a number from 0 to 65535.

Max age Number of seconds a bridge waits without receiving STP configuration
messages before attempting a reconfiguration. This parameter takes effect

when a bridge is operating as the root bridge. Bridges not acting as the root
use the root-bridge Max age parameter.

Enter a number from 6 to 200.

Hello Number of seconds between the transmission of STP configuration messages.
Bridges not acting as a root bridge use the root-bridge Hello-time value.

Enter a number from 1 to 10.

Forward Number of seconds a port waits before changing from its STP learning and

Delay listening states to the forwarding state. This wait is necessary so that other
switches on the network ensure no loop is formed before they allow the port
to forward packets.

Enter a number from 4 to 200.
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Figure 3-27 Spanning-Tree Protocol (Part 1)
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Changing STP Port Parameters
The ports listed on this page belong to the VLAN selected at the top of the page.
To change STP options port options, sel¥etice>Spanning-Tree Protocofrom the
menu bar, select the VLAN ID, and clitkodify STP Parameters
Path Cost A lower path cost represents higher-speed transmission. This can affect
which port remains enabled in the event of a loop.

Enter a number from 1 to 65535. The default is 100 for 10 Mbps, 19 for
100 Mbps, 14 for 155 Mbps (ATM), 4 for 1 Gbps, 2 for 2 Gbps, and 1 for
interfaces with speeds greater than 10 Gbps.

Priority Number used to set the priority for a port. A higher number has higher
priority.

If you are using a DEC-type-STP, enter a number from 0 to 255.
If you are using an IEEE-type-STP, enter a number from O to 65535.

Use the following fields (see Figure 3-28) to check the status of ports that are not
forwarding due to STP:

Port The interface and port number. FastEthernet0/1 refers to port 1x.
State The current state of the port. A port can be in one of the following
states:

Blocking Port is not participating in the frame-forwarding process and is not
learning new addresses.

Listening Port is not participating in the frame-forwarding process, but is
progressing towards a forwarding state. The port is not learning
addresses.

Learning Port is not forwarding frames but is learning addresses.
Forwarding Port is forwarding frames and learning addresses.
Disabled Port has been removed from STP operation.
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Enabling the Port Fast Option

The Port Fast option brings a port directly from a blocking state into a forwarding state. The
only time a port with the Port Fast option enabled goes through the normal cycle of STP
status changes is when the switch is restarted. Use this option when a port is connected to
a workstation or server and cannot contribute to bridging loops.

Caution Enabling this option on a port connected to a switch or hub could
A prevent STP from detecting and disabling loops in your network.

Figure 3-28 Spanning-Tree Protocol (Part 2)
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CLI Commands for Enabling STP Port Fast

Enabling this option on a port connected to a switch or hub could prevent STP from
detecting and disabling loops in your network. Beginning in privileged EXEC mode, follow
these steps to enable the Port Fast option:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and enter the port iaterface interface
be configured.

Step 3 Enable the Port Fast feature for the port. spanning-tree portfast
Step 4 Return to privileged EXEC mode. end
Step 5 \Verify your entry. show running-config

For more information on 10S Release 11.2(8)SAG6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco IOS Release 11.2
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Creating and Maintaining VLANs

Use the VLAN Membership page (Figure 3-29) to assign ports to VLANS.
To display this page, sele¢t AN>VLAN Membership from the menu bar.

Understanding VLANs

A VLAN is a switched network that is logically segmented by function, project team, or
application, without regard to the physical locations of the users. Any switch port can
belong to a VLAN, and unicast, broadcast, and multicast packets are forwarded and flooded
only to those stations within the VLAN. Each VLAN is considered a logical network, and
packets destined for stations that do not belong to the VLAN must be forwarded through a
router or bridge.

Because a VLAN is considered a separate logical network, it contains its own bridge MIB
information and can support its own implementation of the Spanning-Tree Protocol (STP).
The following switches can support up to 250 VLANS, but there only 64 possible instances

of STP:

WS-C3524-XL-EN WS-C3508G-XL-EN
WS-C3524-XL-A WS-C2912MF-XL
WS-C3512-XL-EN WS-C2924M-XL-A
WS-C3512-XL-A WS-C2924M-XL-EN

WS-C3508G-XL-A

All other switches supported by this IOS release can support 64 VLANs. VLANSs are
identified with a number between 1 and 1001.

Note Links between a command switch and cluster member and candidate switches must
be through ports that belong to VLAN 1.

When a port belongs to a VLAN, the switch learns and manages the addresses associated
with the port on a per-VLAN basis. See the “Managing the MAC Address Tables” section
on page 3-49 for more information.
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Assigning Ports to VLANs

By default, all ports are static-access ports assigned to VLAN 1, which is also referred to
as the Management VLAN. VLAN 1 is also the interface to the switch itself. If you are
using SNMP or CVSM to manage the switch, ensure that the port through which you are
connected to the switch is in VLAN 1.

A port can be in one of these modes:
® Static-access: the port belongs to one VLAN.
® Multi-VLAN: the port can belong to more than one VLAN.

When you assign a port to a VLAN, you define the port as a multi-VLAN or a static-access
port and enter a VLAN ID for it. If you change the VLAN ID on a port that belongs to a
port group, the VLAN ID for all the ports in that group is also changed.

CLI Commands for Assigning Static Access Ports to a VLAN

Beginning in privileged EXEC mode, follow these steps to assign a port for static-access
VLAN membership:

Task Command

Step 1 Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and enter thénterface interface
port to be added to the VLAN.

Step 3 Enter the VLAN membership mode for switchport mode access
static-access ports.

Step 4 Assign the port to a VLAN. switchport access vlan 2

Step 5 Return to privileged EXEC mode. end

Step 6 Verify your entries. show interfaceinterface-id
switchport

For more information on I0S Release 11.2(8)SA6, se€iten |IOS Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco 10S Release 11.2
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Figure 3-29 VLAN Membership
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VLAN Membership for an ATM Port

Using the ATM module CLI, you can map the LAN emulation (LANE) client to a VLAN

or bind one or more permanent virtual connections (PVCs) to a VLAN. The VLAN ID is
then displayed in the Assigned VLANs column of the VLAN Membership page. Using
standard edition software, an ATM port can only be a static-access port. Using Enterprise
Edition Software, an ATM port can only be a trunk port. An ATM port can never be a
multi-VLAN port.
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Overlapping VLANS

A multi-VLAN port connected to a router can link two or more VLANS. Intra-VLAN traffic
stays within the boundaries of the respective VLANS, and connectivity between VLANS is
via the router connected to the multi-VLAN port, as shown in Figure 3-30.

A multi-VLAN port functions normally in all its assigned VLANSs. For example, when a
multi-VLAN port receives an unknown MAC address, all the VLANSs to which the port
belongs learn the address. Multi-VLAN ports also respond to the STP messages generated
by the different instances of STP in each VLAN.

Figure 3-30 Two VLANs Sharing a Port Connected to a Router

Port in multi-VLAN mode

Caution Avoid unpredictable STP behavior by strictly limiting the connection of
multi-VLAN ports to routers or servers.
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CLI Commands for Assigning Multi-VLAN Ports to VLANs

To avoid loss of connectivity, do not connect multi-VLAN ports to hubs or switches.
Connect multi-VLAN ports to routers or servers.

Beginning in privileged EXEC mode, follow these steps to assign ports for multi-VLAN

membership:
Task Command
Step 1  Enter global configuration mode. configure terminal

Step 2 Enter interface configuration mode, and enteinterface interface
the port to be added to the VLAN.

Step 3 Enter the VLAN membership mode for switchport mode multi
multi-VLAN ports.

Step 4 Assign the port to more than one VLAN. switchport multi vlan add vlan-list
Separate nonconsecutive VLAN IDs with a
comma; use a hyphen to designate a range of

IDs.
Step5 Return to privileged EXEC mode. end
Step 6 Verify your entries. show interfaceinterface-id

switchport

For more information on 10S Release 11.2(8)SA6, se€itm 10S Desktop Switching
Command Referencéhe complete IOS Release 11.2(8) documentation is available
through CCO by selectingervice and Support>Technical Documents>Documentation
Home Page>Cisco I0S Software Configuration>Cisco 10S Release 11.2
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Configuring the Switch to Log Information

Use the Logging Configuration page (Figure 3-31 and Figure 3-32) to define the logging
type and the severity level of information that the switch logs. The switch can generate log
messages when the configuration changes and when certain network or switch events occur.

To display this page, selgéault>Logging Config from the menu bar.

This guide describes the use of IOS commands that have been created or changed for use
with switches that support I0S Release 11.2(8)SAG6. For information on other |OS Release
11.2(8) commands, see the I0S documentation set available from the CCO home page by
selectingService and Support>Technical Documents>Documentation Home

Page>Cisco 10S Software Configuration>Cisco IOS Release 11.2Cisco I0S Release

11.2
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Figure 3-31 Logging Configuration (Part 1)
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Selecting a Logging Option

You can select one of the following options for recording log information:

Console Write log information to the management console.

Logging

Buffer  Write log information to a buffer in Flash memory. Enter the size of the
Logging buffer in the Buffer Size field. The recommended buffer size is 32 KB.

The buffer maintains information on a first-in, first-out basis. If the buffer is
full and you clickShow Buffer, the most recent data is always displayed.

File Maintain a log file on an external server or in Flash memory. If the switch

Logging fails, it writes information about the cause of the failure to this file before
functionality is lost. ClickHelp for instructions on how to configure this
parameter.

Syslog  Use the UNIX syslog facility to manipulate log information written to a
UNIX host. Log information sent to the UNIX host is then managed
according to the facility. Clickelp for instructions on how to configure this
parameter.

Defining a Severity Level

3-80

The switch can log eight levels of messages. When you select a logging level, the switch
logs all syslog messages of that level and above. The default level is “Errors.” In all cases,
the severity level defines the amount of detail to be logged.
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Select a level from one of the following choices on the Logging Level drop-down list:

Emergencies  The switch is at risk of failing.

Alert A condition exists that should be corrected immediately.
Critical A critical condition exists, such as a device error.

Errors Errors.

Warnings Warning messages.

Notifications  Conditions that are not errors, but that could require special handling.
Information Informational messages.

Debugging Messages only used for debugging.

Figure 3-32 Logging Configuration (Part 2)
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