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Preface

Who should read this
manual?

Viewing this manual
as a PDF file

Related publications

About this manual

This manual is the comprehensive reference source for operation of the ADC
Kentrox DataSMART T3/E3 Intelligent Data Service Unit (IDSU). It provides
specific information for configuring the DataSMART T3/E3 IDSU, along with
detailed listings of all menus, commands, and product specifications.

This manual isintended as a reference source for ongoing operation of the DataS-
MART T3/E3 IDSU. It coversall possible operations and configuration choicesin
detail. For initial installation, power-up, and basic configuration of the unit, we

recommend that you first turn to the DataSMART T3/E3 IDSU Installation Guide.

This manual is designed to be used as both a printed book and a PDF file, and
includes the following features for PDF viewing:
» Cross-references are clickable hyperlinks that appear in blue text.

» Chapters and section headings are represented as clickable bookmarksin the
left-hand pane of the Acrobat viewer.

= Page numbering is consistent between the printed page and the PDF file to
help you easily select arange of pages for printing.

You can obtain PDF files of our manuals by visiting http://www.kentrox.com.

In addition to this manual, you will have received:

. DataSMART T3/E3 1SDU Installation Guide

This manual contains the following information:

“Preface” (this section) explains the purpose, organization, and conventions used
in this manual and tells how to contact ADC Kentrox Technical Support if you
should run into difficulties.

“Introduction” describes the applications and features of the DataSMART T3/E3
IDSU. It aso introduces you to the IDSU commands.

“Establishing system security” shows how to set passwords for the DataSMART
T3/E3IDSU unit.

“Configuring the system” describesin detail all of the system-level configuration
choices you can make. Thisincludes setting up the system source clock, configur-
ing the alarm formats and output, and configuring the DCE and DTE

control ports.

“Configuring interfaces’ describesin detail all the configuration choices available
for setting up the network interface and the data port.


http://www.kentrox.com

Conventions used in
this manual

Who to call for
assistance

8 Preface

“Performance monitoring” shows you how to access and use the DataSMART T3/
E3 ISDU performance reports and the Alarm History report.

“Troubleshooting” shows you how to use the features of the DataSMART T3/E3
ISDU to recognize and troubleshoot abnormal conditions. It describes use of the
IDSU front-panel LEDs, alarm messages, and diagnostic tools.

“Using network management” shows you how to set up and use the DataSMART
T3/E3 1SDU in a network management environment. It describes the SLIP inter-
face and shows how to establish a Telnet link. It also shows how to access the
embedded MIB objects viaan SNMP network management tool.

“Quick reference” summarizes DataSMART T3/E3 IDSU menus and commands.
It also provides alisting of product specifications, and alisting of the embedded
MIB objects.

At the back of the manual, you'll also find a glossary of terms and an index.

This manual employs the following conventions when explaining
command-line syntax:

Literals Bold type identifies commands and syntax elements that
must be entered exactly as shown in the text.

Variables Italic type identifies variable syntax elements, such as values
or alphanumeric strings you can enter.

x|y A vertical line between elements means that the elements are
mutually exclusive; you can select one and only one of
the elements.

[1] Brackets indicate items that are optional.

If you need assistance with this product or have questions not answered by this
manual, please visit our Support page on the Kentrox Web site. You are also wel-
cometo call or send email to our Technical Assistance Center. Please have your
product's software revision and hardware serial numbers available to give to the
Support representative. All product returns must include a Return Authorization
number, which you can obtain by calling the Technical Assistance Center.

The numbers listed below are current at the time of publication. See the Kentrox
Web site for detailed contact and warranty information.

1-800-733-5511 (continental USA only)
1-503-350-6001

email: support@kentrox.com
http://www.kentrox.com
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C H A P T E R

| ntroduction

The DataSMART T3/E3IDSU isanintelligent data service unit (IDSU) for direct connec-
tion between T3 and E3 circuits and data terminal equipment (DTE).

The DataSMART T3/E3 IDSU supports high-speed synchronous transmission rates up to
45 MHz for T3, and up to 34 MHz for E3. Itstransmission rate is scalable to support dif-
ferent multi-rate applications. This feature, coupled with avariety of data port interfaces

(HSSI, V.35, EIA-530), alows you to use the IDSU with high- or lower-speed routers,
channel extenders, and other devices, for applications such as LAN-to-LAN communica-
tions, CAD/CAM systems and host-to-workstation communications.

TheDSU comesin either an AC- or a DC-powered model. Both models are housed in the
same one-unit-high (1U) rack-mount box.

Figure 1—The DataSMART T3/E3 IDSU
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Typical applications

The DataSMART T3/E3 IDSU supports many applications for direction connection of a
DTE tothe T3 or E3 circuit.

Scalable multi-rate
bandwidth and
programmable
interfaces

DataSMART T3/E3 IDSU

HSSI (34 MHz)

Router

E3

DataSMART T3/E3 IDSU

T3 — ]j

HSSI (45 MHz)

Channel
Extender

DataSMART T3/E3 IDSU

V.35 (8 MHz)

Router

T3
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Alarm dial-out

DataSMART T3/E3 IDSU

T3 ]j
] "
dial-out

V.35 (8 MHz) modem

Router ;]

Typical applications 11



Key features of the DataSMART T3/E3 IDSU

T3 or E3 network
access

Scalable multi-rate
bandwidth and
programmable data
ports

Telnet and embedded
SNMP via SLIP

T3/E3 line
diagnostics

End-to-end
performance
monitoring

Alarm dial-out

Nonvolatile memory
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The DataSMART T3/E3 IDSU supports T3 M13 or C-hit parity, or E3 CCITT G.751
standard framing.

The DataSMART T3/E3 IDSU connects awide variety of dataterminal equipment to the
T3 or E3 circuit. It provides a high-speed HSSI port for data transmission rates up to 45
MHz for T3, and up to 34 MHz for E3. It also provides a user-programmable V.35/ElA-
530 data port for transmission rates up to 8 MHz for T3 or E3. Adapters are available for
connecting the port to EIA-449, X.21, or V.35.

Transmission rates are scalable in 0.5 MHz increments, starting at.05 MHz, giving you
support for partial or full T3/E3 service.

The DataSMART T3/E3 IDSU allows a SLIP interface viaits control port. Through this
interface, you can Telnet to the IDSU and access its entire user-interface command set.

TheDSU also allows an SNM P manager to access (set or get) embedded MIB objectsvia
the SLIP interface. The embedded MIBs are a subset of the standard MIB 11 and DS3/E3
MIBs (see Chapter 7, starting on page 77). The IDSU supports link-up, link-down, and
cold-start traps.

The DataSMART T3/E3 IDSU offers a complete suite of diagnostic tools, including:

s LEDsfor aerting you to problems on lines at the network interface and data port

m  Alarm messages and SNMP traps

m  Loopbacksthat can be set remotely or locally

The DataSMART T3/E3 IDSU has extensive non-intrusive reports that show the perfor-

mance of the T3/E3 line. With these reports, you can see the quality of the signal over a
period of time and recognize problems before the service goes down.

The performance monitoring reports show the signal quality for the previous 24 hoursin
15-minute increments. All reports are detailed, including information on various types of
error counts and alarm states. They are easy to read and can be formatted for printable files
or screen displays.

The DataSMART T3/E3 IDSU outputs alarms as ASCII messages. If you want the IDSU
to notify aremote workstation of a pending alarm before sending the message, you can set
up an alarm dial-out table. Alarms are also output as traps through a SLIP interface.

The DataSMART T3/E3 IDSU configuration is stored in nonvolatile memory, so the unit
can retain its configuration for a minimum of 500 days without power.



Using the DataSMART T3/E3 IDSU

Using the command-
line interface

With the command-line interface you use aterminal (or a PC running terminal emulator
software) to manage and monitor the DataSMART T3/E3 IDSU.

To help you find your way through the interface, the IDSU uses “menus’ that might be
more properly thought of as help displays.

Each command is categorized and placed in a menu. For instance, all the commands for
generating reports are in the Reports menu. To seethelist of al menus as shownin the fol-
lowing figure, enter MM.

Dat aSMART T3/ E3 | DSU Version 3.22 Copyright (c) 1992-1995 Kentrox

MM
SS
R

PE

LM
RM

AC

cC

NC

PC

SC

TCP
SNIVP
SCREEN

"D

ADXX>: <yy>: <zzz>"E -

Mv>

ADDRESS: 00: 00: 000

NAME: PORTLAND, OR

- Main Menu

- Status Menu

- Performance Report Menu
- Password Entry Menu

- Local Maintenance Menu
- Renpte Mintenance Menu

- Alarm Configuration Menu

- Control Port Configuration Menu
- NI Configuration Menu

- Password Configuration Menu

- System Configuration Menu

- TCP/IP Configuration Menu

- SNWP Configuration Menu

- Source Address Screening

- Logout
Addr ess Anot her Unit

To see one of the menus, enter the menu name at the prompt. For instance, to see the
Reports menu, enter R at the prompt.

UNSR /
FESR /
SDLR

NSR
AHR

PL: <n>

R >

PERFORVANCE REPORT NMENU

UNLR
FELR

User NI Short/Long Perfornmance Report
Far End PRM Data Short/Long Performance Report
Subrate Data Long Perfornance Report

User NI Statistical
Al arm Hi story Report

Report

Page Length, n = 20. 70, (P - Page Break) (V - View)

Each time you change menus the command-line prompt changes to indicate which menu
is current. In the preceding figure, the first line shows a prompt of “MM>" meaning that
the Main menu is current. However, once R is entered and the Reports menu is displayed,
the prompt becomes “R>,” indicating that the Reports menu is current.

Using the DataSMART T3/E3 IDSU 13
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The current menu displays when you press the Enter key. In normal use you are likely to
use a series of commands from a given menu, and so you can make that menu current and
get amenu listing whenever you need it by pressing the Enter key. However, you may
enter any command at the command line, even if it is not on the “ current” menu.

Command-line syntax

A typical command line consists of the command and zero or more arguments, all sepa-
rated by one or more delimiters. The syntax and acceptable delimiters for each command
are described under the individual command entries in this manual. The delimiters

are required.

Type-ahead

You may enter the next command while a previous command is executing. The maximum
type-ahead is three commands or 256 characters, whichever isless.



Logging in

Through the control
port: stand-alone

Through the control
port: daisy-chained

Telnet access

In general, apassword is not needed to log into a DataSMART T3/E3 IDSU. Though the
IDSU supports passwords, the passwords do not prevent login but instead restrict users
from executing various commands. (See Chapter 2 for procedures on setting passwords.)

Depending on whether the DataSMART T3/E3 IDSU is daisy-chained or is stand-alone,
the procedure for logging in differs.

On astand-a one unit, the device has an address of 00:00:000. In this case, simply push the
Enter key tolog in. The IDSU will display the Main menu, and then the command prompt,
indicating you are logged in.

With daisy-chained units, each unit in the daisy chain has an address. To log into an IDSU
that is daisy-chained, enter this:

<Ctrl-D>xx:yy: zzz<Ctrl-E>

where xx:yy: zzz is the address of the unit you want to log into. Note that the colon delimit-

ersare required.

You can log into the IDSU using Telnet over a SLIP interface through the control port.
When you attempt to log in, you will be prompted for a Telnet password. You must assign
a Telnet password to the IDSU before you attempt to accessit via Telnet. If the IDSU has
not been assigned a Telnet password, you will not be ableto login.

See Chapter 7, starting on page 77, for information on configuring a DataSMART T3/E3
IDSU for Telnet login.

Loggingin 15



Logg i ng out You should always log out of the DataSMART T3/E3 IDSU when you are done.
To log out, enter <Ctrl-D>.
You can aso log out by disconnecting the control port cable.

The IDSU has an auto-logout feature, that will log you out after a 15-minute period
of inactivity.

16 Chapter 1: Introduction



C H A P T E R

Establishing
system security

The DataSMART T3/E3 IDSU can be accessed through an SNMP network manager or
through the command-line interface, using either aterminal or Telnet. In order to prevent
unauthorized users from changing the system configuration, setting loopbacks, or per-
forming other operations that might disrupt service, you must secure each of

these interfaces.

This chapter tells how to secure the command-line interface.

For information about securing SNMP access with community strings, refer to “ Setting
SNMP community strings’ on page 83.

17



Securing the command-line interface

Restricting access

Security for the command-line interface is achieved through a system of passwords and
privilege levels. Any user can access the command line without entering a password. But
in order to gain a specific privilege level, the user must enter a password that has that priv-
ilege level assigned toit.

By default, there are no restrictions on which commands you can run on the DataSMART
T3/E3 IDSU. Every user has super-user privileges. In order to restrict access, you must
create at least one password with the super-user privilege level. Once you do, every user is
restricted to the read-only privilege level unless they enter a password that permits more
extensive privileges. You may create up to ten passwords (assuming you have super-user
privileges) and assign them any privilege level you like.

NOTE

The first password you create must be assigned super-user privileges. The unit will not
allow you to create lower-level passwords that would lock out higher-level features until
those features are accessible to a super-user.

Table 1—Privilege levels

Privilege level Description

Read-only Users with no password, and thus no privilege level, have
read-only access. They can view menus, status screens, and
performance reports, but they cannot execute any
diagnostics nor change any configuration options.

Maintenance Userswith this privilege level can execute diagnostic tests
and loopbacks. Their activities can potentially disrupt data
traffic through the device.

Configuration Userswith this privilege level can execute all tests allowed
at the Maintenance level, plus they can change the
configuration options of the DataSMART T3/E3 IDSU.
Their activities can potentially disrupt service to the device.

Super-user Userswith this privilege level have accessto all commands
allowed at the Configuration level, plusthey have accessto
the commands that set up and control passwords.

Using Telnet

If you are using Telnet, you must set up a Telnet password, which isindependent of the
command-line passwords described here. See “ Setting the Telnet password” on page 80.

The commands available for setting up and controlling command-line passwords are listed

18 Chapter 2: Establishing system security



Adding a password

Deleting a password

in the Password Configuration menu. To display this menu, enter PC at the command line.

PASSWORD CONFI GURATI ON MENU

APS: <access>: <password> - Add Password
access = SA - Super User
CA - Configuration
MA - Mai nt enance
password = 6 to 12 characters

DPS: <passwor d> - Del ete Password
PCV - View Password Configuration
PC

You create a new password by using the APS command. You must have super-user privi-
leges. The command syntax is:

APS: access: password

access Specify the privilege level you want linked to the password: SA
(super user), CA (configuration), or MA (maintenance).

password Specify the password you want added. The string can comprise
from six to twelve ASCI| printable characters. If the string you
enter is either too long or too short, you'll get an error message.
Passwords are not case-sensitive. Trailing spaces are not allowed.

Up to ten passwords are alowed. If you attempt to enter an eleventh password, you will
get an error message. To add another password, you must first delete an existing password.

Each password must be unique.
New passwords do not take effect until you logout, then log back into the system.

You delete a password using the DPS command. You must have super-user privileges. The
command syntax is:

DPS:password

password Specify the password you want deleted. The string must match the
password exactly, except for case. You can also enter the* wild-
card character to delete all current passwords.

NOTE

All existing passwords are deleted if you reset the unit, either by entering the RSD com-
mand or by pressing the ACTV and ACO push-buttons.

Securing the command-line interface 19



Viewing the current You can view alisting of current passwords and their privilege levels using the PCV com-
passwords mand. You must have super-user privileges.

An example listing is shown below. The left column lists the current passwords, the right
column identifies the access privilege levels.

Vi ew Password Configuration

Passwor d Access
W LLI AMS MA
PARKER CA
BROWNC CA

M TCHELL SA

PC

20 Chapter 2: Establishing system security



Logging in with a password

Entering a password

Viewing a
password’s access
level

You gain the privilege level associated with a password by entering that password once
you have logged into the unit. The commands for entering a password and viewing its
access privileges are listed in the Password Entry menu (enter PE at the prompt).

PASSWORD ENTRY MENU

EPS: <password> - Enter Password
password = 6 to 12 characters

PEV - View Access Privil eges
PUV - View User Access Privilege
PE>

To gain the privilege level associated with a password, use the EPS command. No special
privileges are required. The command syntax is:

EPS: password
password Enter the password. Passwords are not case-sensitive.

If you enter the password correctly, the DataSMART T3/E3 IDSU responds with the mes-
sage PASSWORD ACCEPTED. If you enter an incorrect password, it responds with the
message PASSWORD DENIED.

If you are logged into the device, you can view your privilege level by using the PUV
command. You do not need any specia privilege level. You will receive one of the
following messages:

“User has No Access Privileges’ (read-only)
“User has MA Access Privileges’” (maintenance)
“User has CA Access Privileges’ (configuration)
“User has SA Access Privileges’ (super user)

If your password was modified during your current session (e.g., a super-user deleted your
password, then added it back with a different privilege level), the change will not become
effective until the next time you specify the password with the EPS command.

Logging in with a password 21



Determining if You can learn if passwords have been established for the unit by using the PEV command.

passwords have When you enter this command, the system responds with a display similar to the one

been set for the unit shown below. This display tells you a super-user has been established, which means pass-
words have been set.

You do not need any special privileges to use this command.

Password exists for:

Super User : Yes
Configuration: Yes
Mai ntenance : Yes
PE>

22 Chapter 2: Establishing system security



C H A P T E R

Configuring the system

This chapter discusses the commands and options available for programming the
DataSMART T3/E3 ISDU system-level parameters, including:

m  Setting the unit’'stime and date

m  Specifying the unit’s system source clock

m  Enabling or disabling the front-panel controls
m  Resetting the device to the factory default state
m  Configuring the control port

m  Configuring alarm message output and format

For information on configuring the unit’s network interface and data port, see Chapter 4 on
page 39.

For information on configuring the unit for network management, see Chapter 7 on page
77.

23



Specifying system parameters

Many of the commands for configuring the system parameters are listed in the System
Configuration menu. To display this menu, enter SC at the system prompt.

P NOTE
The System Configuration menu also lists commands for configuring the data port. These
commands are described in Chapter 4.

SYSTEM CONFI GURATI ON MENU

SD: <mmmp, <dd>, <yy> - Set Date
ST: <hh>: <mm> - Set Tinme
SN: <i d> - Set Nane
SA: <XX>: <yy>: <zz77> - Set the Unit's Address to slot:shel f:group
EFP / DFP - Enabl e/ Di sabl e Front Panel Qperation
DCE / DTE - DCE/DTE is the Al arm Qut put Port
CLK: <src> - Cock Source, src =1 (Internal), L (Looped)
These commands program DSUCLK: <xx. x>, <yy.y> - Sets DSU data port clock (direction is N)
the data port. They are cov- XX.X = transnit, yy.y = receive
ered in Chapter 4. HSSI / V35 / EIA530 - Select data port as HSSI, V.35 or ElA-530
ESCRAM DSCRAM - Enabl e/ Di sabl e Scranbling on the DSU Data Port
ZALL - Zero Al Counters used in User Reports
Wrv - What's Your Version
RSD - Reset Unit to Dip Switch Defaults
Sy - View System Configuration
SC
Viewing the current Before changing any of the system parameters listed in the System Configuration menu,
settings you may want to look at the current settings. You do this by executing the SCV command.

This command displays the View System Configuration screen.

Vi ew Syst em Configuration
Dat e Ti me Narmre Addr ess

JAN 14, 1990 20:37 PORTLAND, OR 00: 00: 000

Transm t Recei ve

Ti m ng Front Panel Port Data Port d ock d ock

Looped  Enabled  DCE  HSSl 45.0 Mz 45.0 M

Scranbl i ng

Di sabl ed

sC

Field Description

Date Thisfield displays the current date setting of the unit.
Time Thisfield displays the current time setting of the unit.
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Setting date and time

AN\

Field

Description

Name

Address

Timing

Front Panel

Data Port

Transmit Clock

Receive Clock

Scrambling

Thisfield displaysthe name assigned to the unit you are
logged into. The name appearsin the Main menu, in all
performance reports, and in alarm messages. It isalso
the name returned for the sysName MIB object.

Thisfield displays the daisy-chain address of the unit
you are logged into. The addressisin the form of
xx:yy:zzz. A value of 00.00.000 identifiesa
stand-alone unit.

Thisfield identifies the clock source you have assigned
to be used as the system clock. The sourceis either a
timing signal “looped” from the network or the IDSU’s
internal clock signal.

Thisfield tellsyou whether the front-panel thumbwheel
switch is enabled or disabled. When disabled, the
thumbwheel switch cannot be used to set or reset
loopbacks; loopbacks can only be set or reset viathe
command-line interface.

Thisfield identifies the control port being used for
transmitting alarm messages, unless SLIP is enabled. If
SLIPis enabled, this field specifies which control port
isthe SLIP interface.

Thisfield identifies the physical data port being used.

Thisfield identifies the clock rate used for clocking
datainput at the data port (transmit datafrom the DTE).

Thisfield identifies the clock rate used for clocking
data output at the data port (receive data from
the network).

Thisfield tells you whether or not payload scrambling
is enabled at the data port.

The DataSMART T3/E3 IDSU uses an internal, real-time clock to time stamp event occur-
rences. The time stamps appear in alarm messages and performance reports as an aid to
troubleshooting. To make the time stamps meaningful, you must set the date and time of
the real-time clock upon system installation.

CAUTION!

When you change the date or time parameters of the real-time clock, all
performance data is cleared from the performance reports.
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TIP

If you need to track between
Daylight Savings Time and
Sandard Time, you will need to
reset the“ timg’ parameter
when local time changes.

Naming the device

Enabling/disabling
the front-panel

You set the date by using the SD command. You must have super-user or configuration
privileges. The command syntax is:

SD: mmm,dd,yy

mmm Specify the month. You can enter the three-l etter abbreviation or the
number of the month.

dd Specify the day of the month. The DataSMART T3/E3 IDSU per-
forms arange check on the entered value to seeif the day isvalid
for the given month and year.

vy Specify the last two digits of the year. (00 is year 2,000.)

You set the time by using the ST command. You must have super-user or configuration
privileges. The command syntax is:

ST:hh,mm

hh Specify the hour. The timeis specified in “24-hour” format, where
12:00 is noon and 00:00 is midnight. Allowed values are
010 23, inclusive.

mm Specify the minutes. Allowed values are 0 to 59, inclusive.

Each DataSMART T3/E3 IDSU is assigned a device name that appearsin alarm mes-
sages, performance reports, and at the top of the Main menu. You can specify any name up
to 20 characterslong. Usually you specify a name that represents your site or the service
you are connected to.

The device name specified here is al so the name returned with the sysName MIB object.
The default device nameis“PORTLAND, OR.”

You change the device name by using the SN command. You must have super-user or con-
figuration privileges. The command syntax is:
SN:id

id Enter the device name. The name can be up to 20 characters long,
including spaces, commas, or colons. A space, comma, or colon
may not appear in the first position. Trailing spaces are truncated.

The front-panel of the unit contains athumbwheel switch you can use to set and reset
loopbacks. If you want to secure the front-panel so that you can only set and reset loop-
backs from the command-line interface, you can disable the front-panel switch so that a
user at the site of the unit cannot inadvertently disrupt service by initiating aloopback.

To enable or disable the front-panel switch, use the following commands. You must have
super-user or configuration privileges.

EFP Enable the front-panel control
DFP Disable the front-panel control

These commands do not disable your ability to use the front panel to reset the unit to its
factory default settings. You can always reset the unit to defaults.
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Selecting the control
port for alarm or trap
outputs

For information about using the front-panel switch, see “Front-panel thumbwheel switch
on page 96.

When you specify either DCE or DTE, you are telling the DataSMART T3/E3 IDSU
which physical control port to use for the alarm or trap output.

The default setting is DCE.

The setting is stored in the permanent nonvolatile configuration database.

You must have super-user or configuration privileges to change the setting.

Alarm messages

The command-line interface generates unsolicited messages when alarms occur and sends
these messages to the control port you specify.

For most applications, you want the IDSU to output alarm messages to the same control
port from which it is receiving commands. For example, if you have a control device con-
nected to the IDSU’s DCE port, you want alarm messages to go to the DCE port. If you
are communicating to the IDSU via a modem, the modem will be connected to the DTE
port and alarm messages should go to the DTE port.

If you are using daisy-chained units, alarm messages must go to the same control port
being used by the control device. The nature of daisy-chaining forces the IDSU to accept
commands and to output messages via the same port.

The only time you might want alarm messages to go to a port different than the one being
used by the control device iswhen you are using alarm dial-out. For example, you might
want the alarm dial-out to go an external alarm device instead of to the control device.
With alarm dial-out, alarm messages must be sent to DTE; the control device can be con-
nected to either DTE or DCE.

Alarm dia-out is disabled in daisy-chained units.
See page 35 for procedures on enabling alarm dial-out.
SLIP and traps

If you are using SLIP, the DCE or DTE command tells the DataSMART T3/E3 IDSU
which control port to use asthe SLIP interface. The IDSU expectsto receive sets and gets
viathisinterface, and sends traps out this interface.

Daisy-chaining is not allowed with a SLIP interface.
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Specifying the The DataSMART T3/E3 IDSU uses one clock source to time outputs at the network inter-
system clock face and the data port. This clock sourceisretrieved from the network receive signal when
the service provider supplies timing; otherwise, it is derived from the IDSU’s
internal oscillator.

The default isfor the IDSU to retrieveits timing signal from the network receive signal.
Thisiscalled “looped” timing and is the most common setup. Always use this setting if
the service provider supplies timing, because for a T3 or E3 circuit to synchronize prop-
erly there must be one and only one timing source for the circuit.

If your service provider does not supply timing, use the IDSU’sinternal oscillator as the
timing source.

P NOTE
When set to looped timing, the DataSMART T3/E3 IDSU will default to itsinternal clock if
the clock in the network receive signal is lost.

Use the CLK command to specify the timing source. You must have super-user or config-
uration privileges. The command syntax is:

CLK:src

The src value specifies the source clock as:

L Looped Timing (from the network receive signal)

I Internal Timing (using the IDSU internal oscillator)

The following illustrates some common timing applications for a T3 or E3 circuit.

Point-to-Point application: Span not timed by carrier

Internal Timing

@ Looped Timing

NI NI

bpP DP
@ DataSMART IDSU DataSMART IDSU @

Router Router

Timing setup: Span timed by carrier

Master Clock

Looped Timing Looped Timing

NI NI

bpP DP
@ DataSMART IDSU < DataSMART IDSU @

Router Router
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Zeroing all counters

Obtaining product
version information

If you change the configuration parameters for the DataSMART T3/E3 IDSU, you may
want to clear the performance database. You do this by zeroing all counters with the
ZALL command. You must have super-user or configuration privileges.

The ZALL command clears the data from the following:

m  User NI Short and Long Performance reports

s  Far-End PRM Short and Long Performance reports

s User NI Statistical Performance report

m  Alarm History report

The command al so resets the alarm output relay. It does not clear SNMP counters.

To obtain the model and serial numbers of your DataSMART T3/E3 IDSU to have avail-

able to give to your Customer Support representative, use the WYV command. You need
super-user, configuration, or maintenance privileges.

The DataSMART T3/E3 IDSU displays the version information on the screen, similar to

the following.

KENTROX 01- 72555001, SERI AL 00614654,
STAT 45E, ROM VER 3.22, S/WVER 1. 31

DSU Board Version 4
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Resetting to default
values

You can reset the DataSMART T3/E3 IDSU to its default power-up state at any time by
using the RSD command. You must have super-user or configuration privileges.

When you enter the RSD command, the DataSMART T3/E3 IDSU:

s Logsout all users

m  Restartsits control program and executes a self test

m  Resetsall configuration parameters to their default state

m  Zeroes countersin the performance reports and clears the Alarm History report

Once self-test has been completed, you can log into the unit.

CAUTION!
A reset to defaults causes a service disruption until the DataSMART T3/E3 IDSU
is reconfigured for service.

Resetting via the front panel

Y ou can also reset the unit viathe front panel. Set the front-panel thumbwheel switch to 3,
then depressthe ACTV and ACO buttons for 2.5 seconds.

NOTE

You can reset the unit from the front panel at any time. The DFP command disables the
front-panel switch from setting or resetting loopbacks, but not from resetting the

unit defaults.

CAUTION!
To avoid someone inadvertently resetting the unit, do not leave the thumbwheel
switch set to 3. It is best to leave the switch set to 0.
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Configuring the control port

Viewing the current
configuration

Enabling/disabling
character echo

The first step to configuring the control port for operation isto set the IDSU communica-
tion switches for baud rate, parity, stop and data bits. These switches are located on the
IDSU circuit board and are described in your installation guide. The switches must be set
to match the settings of your control device, or your control device must be set to match
the switches. The factory-configured defaults for the switches are 9600 baud, 8 data-bits-
per-second, 1 stop-bit-per-second, and no parity.

The user interface software allows you to view the control port communication settings
and to turn “command echo” on or off.

The commands are listed in the Control Port Configuration menu. To display this menu,
enter CC at the prompt.

CONTROL PORT CONFI GURATI ON MENU
EE / DE - Enabl e/ Di sabl e Character Echo

ccv - View Control Port Configuration

You can look at the current control port settings by executing the CCV command. This

command displays the View Control Port Configuration screen, as shown below.

View Control Port Configuration

Enabl ed 96, N, 8, 1

Field Description

Echo Thisfield tellsyou if character echo is enabled
or disabled.

CP Setup Thisfield tells you the settings of the control port:

baud rate in hundreds, parity, data-bits-per-character,
and stop-bits-per-character.

When character echo is enabled, al printable characters sent to the control port are echoed
back to the control device (e.g., characters are echoed on the screen of the control device).
If character echo is disabled, characters are not echoed back to the control device.

The default for character echo is “enabled”.

To enable or disable character echo, use the EE and DE commands, respectively. You
must have super-user or configuration privileges.

EE Enable character echo

DE Disable character echo
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Configuring alarms

As part of the overall system setup, you can specify the format and types of alarm mes-
sages output by the DataSMART T3/E3 IDSU. You can:

s  Enableor disable the alarm relay connector
m  Enable or disable the generation of alarm messages

m  Specify the alarm message format as ASCI| or numeric (for compatibility with the
Kentrox T-SMART Supervisor or MultiSMART Manager)

m  Enableaarm dial-out and specify the number sent to the modem

m  Specify whether or not alarms should be generated on incoming yellow and/or
AIS conditions

m  Specify the errored second and unavailable second thresholds for EER alarms
m  Specify the duration of the DataSMART T3/E3 IDSU alarm deactivation period

This section describes how to set up the configuration parameters for alarms. If you enable
alarms, you may also need to specify which control port you are using (the DCE or the
DTE port), so that alarms are output correctly. By default, the alarms are output to DCE.

If you are using an SNM P network management tool, you will also need to make sure your
SLIPinterfaceis properly configured so that traps are sent to the right destination (see
Chapter 7, “Using Telnet and SNMP”).
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The commands for configuring alarms are listed in the Alarm Configuration menu. To dis-
play this menu, enter AC at the prompt.

ALARM CONFI GURATI ON MENU

EAR / DAR - Enabl e/ Di sabl e Al arm Rel ay

EAM / DAM - Enabl e/ Di sabl e Al arm Messages

EUM / EMM - User/ Manager Al arm Message For mat

DIR / DDD - Direct/Dialout Al arm Message CQutput

EMS: <str > - Enter Modem String, str = AT command(s)

EYL / DYL - Enabl e/ Di sabl e YELLOW Activating the Alarm

EAl / DAl - Enabl e/ Disable AIS Activating the Alarm

EST: <n> - Errored Second Threshold, n =0 .. 900

UST: <n> - Unavail abl e Second Threshold, n = 0.. 900

ACV - View Al arm Configuration

AC
Viewing the current Before changing the alarm configuration parameters, you may want to look at the current
configuration settings. You can do this by executing the ACV command. This command displays the

View Alarm Configuration screen, as shown below.

Vi ew Al arm Confi guration

Rel ay Message Qut put Modem String

Di sabl ed Disabled Direct

Al arnms Activated EST UST

LOS+OO0F
SYELWAISIEER 65 10

AC

Field Description

Relay Thisfield tellsyou if the alarm relay connector is enabled
or disabled.

Message Thisfield tellsyou if alarm messages are enabled or disabled.
If alarms are enabled, the field tells you the message format,
either USER (ASCII) or numeric (suitable for use with the
Kentrox T-SMART Supervisor or MultiSMART Manager).

Output Thisfield tells you whether alarms are output to the control
port as soon as they occur (Direct), or if they are preceded by
adia-out number and held until an attached modem is ready
(Dialout). Thisfield appliesto stand-al one units only because
alarm dial-out is disabled in daisy-chained units.

Modem String Thisfield liststhe string of AT commands and phone number

sent to the modem when an alarm occurs. This appliesonly to
stand-alone units set to a Dialout output mode.
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Enabling/disabling
the alarm relay
connector

Enabling/disabling
alarm messages

Field Description

Alarms Activated Thisfield tells you what types of conditions generate alarms.
LOS and OOF always generate alarms. You can enable or
disable alarms for incoming yellow (RAI) or AIS, or for
EER conditions.

EST, UST Thesefieldstell you the alarm thresholds for errored second
(ES) and unavailable second (UAS), respectively. The
threshold count is accumulated in a sliding 15-minute time
period. A zero (0) value means that EER alarmsfor ES or
UAS have been disabled.

The DataSMART T3/E3 IDSU provides an alarm relay connector on its back panel. You
can use this alarm relay to trigger an external alarm whenever the IDSU detects an
alarm condition.

Therelay provides both normally-open and normally-closed contacts. If thealarm relay is
enabled, you can use an “ open-to-closed” or “closed-to-open” transition on the contactsto
trigger the external alarm.

The default for dlarm relay is disabled.
The state of alarm relay is stored in the permanent nonvolatile configuration database.

To enable or disablethe alarm relay, usethe EAR or DAR command. You need super-user
or configuration privileges.

EAR Enable alarm relay output
DAR Disable alarm relay output
The DataSMART T3/E3 IDSU outputs an alarm message to your control device when it

enters an alarm state. This message identifies the alarm type, the time and date of the
alarm occurrence, and the device name and address of the IDSU sending the message.

You must disable this alarm message output if you are establishing a SLIP connection
through the IDSU control port. With SLIP, alarms are output as SNMP traps.

The default for alarm message output is disabled.

NOTE

Disabling alarm messages does not disable SNMP traps. Nor does it disable the other
alarm reporting mechanisms in the DataSVIART T3/E3 IDSU, including the Alarm His-
tory report, the System Satus report, and LED illumination.

To enable or disable aarm messages from the command line, use the EAM and DAM
commands. You need super-user or configuration privileges.

EAM Enable alarm messages

DAM Disable alarm messages
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Formatting the alarm
messages (ASCII or
numeric)

Enabling alarm
dial-out

The DataSMART T3/E3 IDSU outputs alarm messages in one of two formats:
m  ASCII, suitable for terminals and printers

m  Numeric, suitable for use with the Kentrox T-SMART Supervisor and
MultiSMART Manager

Specify the format appropriate for your application.
The default alarm format is ASCII.

To specify the message format, use the EUM and ESM commands. You must have super-
user or configuration privileges.

EUM Output alarm messages in the ASCII format

ESM Output alarm messages in numeric format for T-SMART Supervi-
sor and MultiSMART Manager

When alarm output is enabled (by the EAM command), the DataSMART T3/E3 IDSU
outputs alarm messages to the control device as soon as they occur. In stand-alone applica
tions, where the control deviceis connected viaan ASCI| interface (i.e., not SLIP), you
can preface alarm messages with adial-out string to an AT-compatible modem. The IDSU
then holds the actual alarm message until the modem responds to the dial-out string.

There are two restrictions to this type of application:

s Theaarm messages must be output to the DTE control port (use the
DTE command).

s The modem connected to the DTE control port must be AT-compatible and set up as
described in Table 2.

You enable alarm dial-out by using the DDD command as described below. Before using
this command, however, you must program the IDSU dial-out string using the EM S com-
mand as described on page 36. If you have not programmed the dial-out string, the IDSU
returns an error message when you enter the DDD command.

The default for alarm dial-out is disabled.
The status of alarm dial-out is stored in the permanent nonvolatile configuration database.

To enable or disable alarm dial-out you must have super-user or configuration privileges.

DIR Output alarm messages directly (i.e., disable alarm dial-out)
DDD Preface alarm messages with adial-out string (i.e., enable dlarm
dial-out)

Table 2—Required AT settings for dial-out modem

AT setting Description
ATS0=1 Auto answer on first ring
AT&C1 Assert DCD when the phone connection is made
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Programming the
dial-out string

Enabling/disabling
alarms on incoming
yellow (or RAI)

Enabling/disabling
alarms on AIS

Table 2—Required AT settings for dial-out modem (continued)

AT setting Description

AT&D1 Transition modem from in-line to command mode
when DTR transitions from on to off

ATQ1 Quiet on

ATEO Echo off

The dial-out string can include up to 30 characters, comprising up to ten AT commands.
One of the commands must be the ATD command specifying the remote phone number.
The other commands are user-selectable.

An example command string:
EMS:ATL O;ATD5036431681

This command turns the volume of the modem to low, then dials the phone number
503-643-1681.

Note that the AT commands must be separated by semicolons (;). Commas insert a delay
of two seconds. For example, the command:

EMSATLO;ATDS503,6431681

This command turns the volume of the modem to low, then dia s the phone number with a
two-second delay after the area code.

The DataSMART T3/E3 IDSU generates an alarm message if it detects an incoming yel-
low condition (a.k.a., Remote Alarm Indication (RAI) signal) at the network interface, and
thus notifies you of afar-end problem. If you do not want this notification, you can deacti-
vate this alarm message.

NOTE
These commands do not affect the IDSU’s output of a yellow condition. The IDSU outputs
yellow to the network when the IDSU enters an LOS or OOF state.

The default is to generate an alarm message on incoming yellow (enabled).

To enable or disable activation of an alarm on incoming yellow, usethe EYL and DYL
commands. You must have super-user or configuration privileges.

EYL Enable alarm activation on incoming yellow
DYL Disable alarm activation on incoming yellow
The DataSMART IDSU generates an alarm message if it detects AlS at the network inter-

face. AlStells you that some device upstream of the network isin an LOS or OOF alarm.
If you do not want this notification, you can deactivate this alarm message.

NOTE
The IDSU does not generate AlShbecause it is an endpoint in the circuit.

The default isto generate an alarm message on incoming AlS (enabled).
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Setting the threshold
for errored seconds
(ES)

Setting the threshold
for unavailable
seconds (UAS)

To enable or disable activation of an alarm on incoming AlS, use the EAI and DAI com-
mands. You must have super-user or configuration privileges.

EAI Enable alarm activation on incoming AlS

DAI Disable alarm activation on incoming AlS

You can specify that the DataSMART T3/E3 IDSU generate an EER alarm on excessive
errored seconds (ESs). This allows you to monitor the line for errors and detect problems
that are not described solely by signal loss (LOS) or out-of-frame (OOF) alarms.

An errored second is any second that is not an unavailable second and that contains one or
more errored events. i.e., atransition to LOS, atransition to OOF, or a code violation.

You set up an EER alarm on excessive ESs by using the EST command to specify the
error threshold. Thethreshold count is cal culated within a sliding 15-minute time window.
You can specify athreshold count of 0to 900, inclusive. A vaue of 0 disables EER alarm
activation on errored seconds; a value of 900 means that an alarm will be generated if an
ES occurs every second of a 15-minute time window (60 x 15).

The default threshold is 65 errored seconds.

To set the ES threshold, use the EST command. You need super-user or configuration
privileges. The command syntax is:

EST:n

n Enter the number of ESsthat must occur within the timewindow in
order to activate an EER alarm. The allowed values are 0 to 900,
inclusive. 0 disables EER alarm activation on an ES condition.

If your line is experiencing chronically high error rates, you may elect to disable the
errored second (ES) threshold and just use the unavailable second (UAS) threshold for
generating EER alarms. This decreases the alarm sensitivity significantly, sincea UAS
occurs at the onset of ten consecutive severely errored seconds (SESs), which are defined
as errored seconds having 44 or more error events.

You use the UST command to specify the threshold used for generating an EER alarm on
UASs. Thethreshold count is cal culated within adliding 15-minute time window. You can
specify athreshold value of from 0 to 900, inclusive. A value of 0 disables EER aarm
activation on unavailable seconds; a value of 900 means that an EER alarm will be gener-
ated if an unavailable second occurs every second of a 15-minute time window.

The default threshold is 10 unavailable seconds.

To set the UAS threshold, use the UST command. You need super-user or configuration
privileges. The syntax for the command is:

UST:n

n Enter the number of UASs that must occur within the time window
in order to activate an EER aarm. The allowed values are 0 to 900,
inclusive. 0 disables dlarm activation on a UAS condition.
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C H A P T E R

Configuring interfaces

This chapter covers the following topics:
m  Configuring the network interface

s Configuring the data port interface
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Configuring the network interface

Viewing the current
network interface

configuration

Configure the DataSMART T3/E3 IDSU network interface to be compatible with the T3
or E3 signal received from your service provider. It is particularly important to match the
network interface framing to that of the received signal. Other parameters are less critical,
and the defaults supplied by the DataSMART T3/E3 IDSU work for most applications.

The commands for configuring the network interface parameters are listed in the Network
Interface (NI) Configuration menu. To display this menu, enter NC at the prompt.

NI CONFI GURATI ON MENU

NML3 / NCBT / NE3 - T3 M3, T3 C-Bit Parity, or E3 NI Fram ng Format

NLO / NHI - Low H gh NI Transmit Qutput Level

LBO <IN or QUT> - Sets the transmit Line Build Qut to be IN or QUT
NCV - View NI Configuration

NC>

You can view the current network interface configuration by displaying the View NI Con-
figuration. Enter NCV at the prompt.

View NI Configuration

Fram ng Transmi t Transmi t
For mat CQut put Level LBO
sMms Low ar
NC>
Field Description
Framing Format Thisfield displays the current network framing: T3

M13, T3 C-hit parity, or E3 framing format.

Transmit Output Level Thisfield tells you the current transmit level of the
network output signal. A Low setting is used for
cabling distances of less than 450 feet; a High setting
(which amplifiesthe pulse) isused for cabling distances
of 450 feet or greater.

Transmit LBO (Line Thisfield tells you the current attenuation setting of the

Build Out) network output signal. For T3, an In (enabled) setting is
used for cabling distances of less than 225 feet; an Out
(disabled) setting is used for cabling distances of 225
feet or greater.

Line attenuation is aways disabled for E3 framing.
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Specifying NI framing
format

Set the framing format to match the format of the receive (input) signal at the network
interface. Two T3 framing formats are supported:

NCBT Set the framing format to T3 C-Bit Parity

NM13 Set the framing format to T3 M 13 framing

One E3 framing format is supported:

NE3 Set the framing format to E3 CCITT G.751 standard
The default framing format is T3 M13.

The status of the framing format is stored in the permanent nonvolatile
configuration database.

You must have super-user or configuration privileges to change the framing format.

Configuring the network interface
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T3 framing formats

The T3 block comprises one overhead bit (OH) and 84 data bits. The T3 subframe com-

prises eight T3 blocks. Seven T3 subframes compose one T3 frame.

OH data bits T3 block
bit | 1 | 2 | 3 | ... |84
T3 subframe
X, |84 F |84 cyl8a] Folsa]cy|84]Fyg|8alcs|8a]F,] 84
bits bits bits bits bits bits bits bits

C-Bit Parity frame The following illustration shows the overhead bits contained in a C-
Bit Parity frame.

F and M bits are used for framing and alignment

X bits transmit failure conditions from the far-end to the near-end

P bits contain parity information

Chits AIC = Application Identification Channel
Nr = Reserved Network Requirement bit
FEAC = Far-end Alarm bit
DL = Datalink bits

CP = C-Bit Parity bits

FEBE = Far-end Block Error bits

X1 F1 AIC Fo Ny Fo FEAC F1

X2 F1 not Fo not Fo not Fp
used used used

Py F1 cP Fo cp Fo cP F1

P, Fq FEBE Fo FEBE Fo FEBE F1

Mo Fp DL Fo DL Fo DL Fp

Ml Fl not FO not FO not Fl
used used used

Mg F1 not Fo not Fo not F1
used used used
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M frame Thefollowing illustration shows the overhead bits contained in aT3 M frame.

F and M bits are used for framing and alignment

X bits transmit in-service messages and yellow alarm
P bits contain parity information

C bits contain T3 bit stuffing indicators

X1 F1 C1 Fo C12 Fo Ci3 F1
X2 F1 Cx Fo Cx» Fo Co3 F1
P1 ] Ca1 Fo Cz Fo Cs3 F1
P2 F1 Ca1 Fo Ca Fo Ca3 F1
Mo F1 Cs1 Fo Cs2 Fo Cs3 F1
My F1 Ce1 Fo Ce2 Fo Ce3 F1
Mo ] Cn Fo &7 Fo C73 F1

E3 framing format

The following illustration shows the E3 framing block.

FAS contains the 10-bit frame alignment signal

A isthe darm bit

N isthe national bit

1100 is the stuff sequence

190 octets
FAS A N 1100 payload

Configuring the network interface
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Setting the output
level of the transmit
signal

Specifying transmit P>
line build-out
attenuation

If the cabling distance between your IDSU and the service provider’s network interface
unit (N1U) is 450 feet or longer, you need to amplify the output pulse from the IDSU. The
normal output pulseis appropriate for applications that use cabling of less than 450 feet.

The default setting is“no amplification”, which is appropriate for cabling of less than
450 feet.

Use the following commands to specify the transmit output level. You must have super-
user or configuration privileges.

The status of amplification is saved in the permanent nonvolatile configuration database.

NLO Do not amplify the signal pulse (for cabling less than 450 feet)
NHI Amplify the signal pulse (for cabling of 450 feet or greater)
NOTE

Thisfield appliesto T3 framing only; line build-out is disabled for E3.

If the cabling distance between your IDSU and the service provider’s network interface
unit (NIU) islessthan 225 feet, you usually need to reduce or attenuate the network trans-
mit signal. You should verify this with your service provider.

The default setting is “ no attenuation”, which is appropriate for cabling distances of 225
feet or greater.

Use the following to specify attenuation. You must have super-user or
configuration privileges.

LBO:IN Attenuate the network output signal (for cabling less than 225 feet)
LBO:OUT Do not attenuate the network output signal (for cabling of 225 feet
or greater)
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Configuring the data port

These commands
program the data port.

The DataSMART T3/E3 IDSU has two physical data ports located on its rear panel: a
HSSI port and a user-programmabl e V.35/EI A-530 data port. You can use either port, but

not both at the sametime.

You must configure the data port you are using to match the configuration of the data ter-
minal equipment (DTE) to which it is attached.

The commandsfor configuring the data ports are listed in the System Configuration menu.
To view this menu, enter SC at the prompt.

SYSTEM CONFI GURATI ON MENU

SD: <nmmre, <dd>, <yy>
ST: <hh>: <me
SN: <i d>
SA: <XX>: <yy>: <z77>
EFP / DFP
DCE / DTE

_ _CLK: <src>

DSUCLK: <xX. x>, <yy.y>

HSSI / V35 / EI A530

| ESCRAM DSCRAM
ZALL
WV
RSD
scv

SC

Set Date

Set Time

Set Nanme

Set the Unit's Address to slot:shelf:group
Enabl e/ Di sabl e Front Panel Operation

DCE/ DTE is the Alarm Qutput Port

Clock Source, src =1 (Internal), L (Looped)
Sets DSU data port clock (direction is N)
XX.X = transmt, yy.y = receive

Sel ect data port as HSSI, V.35 or ElIA-530
Enabl e/ Di sabl e Scranbling on the DSU Data Port
Zero All Counters used in User Reports
Wat's Your Version

Reset Unit to Dip Switch Defaults

Vi ew System Confi guration
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Viewing the current Before changing any data port parameters, you may want to look at the current settings. To
data port do this, enter SCV at the command-line prompt. This produces a display similar to the one

configuration shown below.

Vi ew System Configuration

Dat e Ti me Nane Addr ess
JAN 14, 1990 21:14 PORTLAND, OR 00: 00: 000
These fields report the 1
status of the data port . | Transmt  Receive
configuration. rimno  Fromt Panel Port DataPort Gock g%
Looped Enabl ed DCE  HsSI 45.0 Mz 45.0 Mz
Scranbl i ng
Di sabl ed
sC
Field Description
Data Port These fieldstell which physical interfaceis being used:
HSSI, V.35 or EIA-530.
Transmit Clock Thisfield identifies the clock rate used for clocking
datainput at the data port (transmit datafrom the DTE).
Receive Clock Thisfield identifies the clock rate used for clocking
data output at the data port (receive datafrom
the network).
Scrambling Thisfield tells you whether or not data scrambling is

enabled at the port. For most applications, scrambling
should be left disabled.

46 Chapter 4: Configuring interfaces



Setting the transmit
and receive clock

rate

Transmit (input) and receive (output) timing at the data port is sourced from the IDSU sys-
tem reference clock. This clock is either the internal IDSU clock or a clock derived from
the network receive signal (as specified by the CLK command, see page 28).

The IDSU outputs the receive data and receive clock to the DTE. It also outputs a clock
signal (ST) to the DTE, which the DTE loops and returns asits transmit clock. The DTE
must be able to loop the IDSU clock signal; the IDSU data port cannot slave from an
external clock supplied by the DTE.

Figure 2—Data port clock

DataSMART IDSU

Rx Data o
system reference clock Rx Clock !
Data Port (DCE) P Tx Data DTE
B Tx Clock
B ST Clock - D

You can specify the clock rates used for transmit and receive timing at the data port. These
clock rates can be different from each other, depending on how you want to shape traffic
to and from your DTE. When shaping traffic, be aware that the transmit and receivetiming
at the near- and far-ends should be synchronized. For example,

10 MHz 10 MHz

> Ipsu IDSU >

« S —
8 MHz 8 MHz

The clock rates are specified in increments of 0.5 MHz. The maximum rates allowed
depend on the network type and data port type. If you are using aHSSI port, the highest
datarates (45 MHz for T3 and 34 MHz for E3) are only available if both the transmit and
receive rates are set to the maximum.

Table 3—Multi-rate timing

Network type Data port type Allowed range
T3or E3 V.35 or EIA-530 1t0 8.0 MHz
T3 HSSI 1to 35 MHz; or 45 MHz if both

transmit and receive are set to 45 MHz

E3 HSSI 1to 24.5 MHz; or 34 MHz if both
transmit and receive are set to 34 MHz
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Specifying the
physical interface

Enabling/disabling
payload scrambling

The defaults for the clock rates are 4 MHz for V.35 or EIA-530, 45 MHz for T3 HSSI, and
34 MHz for E3 HSSI.

Use the following command to set the receive and transmit clock rates for the data port.
You must have super-user or configuration privileges.

The clock rates are stored in the permanent nonvolatile configuration database.

DSUCLK:xx.x,yy.y

XXX Set the transmit clock to a 0.5 MHz resolution of the allowed range,
see Table 3 on page 47.
Wy Set the receive clock rate to a 0.5 MHz resolution of the allowed

range, see Table 3 on page 47.
You need to specify the physical interface for the attached data terminal equipment (DTE):
HSSI, V.35, or EIA-530.

The default port setting is HSSI. To change the setting, you need super-user or
configuration privileges.

The port setting is stored in the permanent nonvolatile configuration database.

HSSI The DTE is connected to the 50-pin HSSI interface.
V35 The DTE is connected to the 25-pin D connector and is
V.35 compatible.
EIA530 The DTE is connected to the 25-pin D connector and is EIA-530 (or

ElA-449, R$449) compatible.

Payload scrambling reduces the pattern sensitivity of fiber-optic multiplexing equipment
(often used by the carrier of T3 or E3 lines). If the IDSU isreceiving AlS at the network
when you know the transmit signal from the IDSU is fine, you should try scrambling the
payload of the signal. The unscrambled bit pattern might be triggering afalse alarm in the
carrier multiplexer.

The default is payload scrambling disabled.
The status of payload scrambling is stored in the nonvolatile configuration database.

To change the status of payload scrambling, use the following commands. You must have
super-user or configuration privileges.

ESCRAM Enable scrambling

DSCRAM Disable scrambling
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C H A P T E R

Performance monitoring

This chapter describes how to monitor the performance of the incoming T3 or E3 circuit
by using the various reporting facilities available from the DataSMART T3/E3 IDSU.

Though this chapter describes different reports, learning to understand them is simplified
by the fact that many are similar in format. For instance, all these reports are similar:

= User NI report
s Far-end report
m  Subrate Datareport

Because of the similarities of these reports, the easiest way to learn about them isto learn
the most commonly-used report first, which isthe User NI report. Descriptions of all other
reports of the same type refer back to the description of the User NI report.

This chapter also describes two other reports:

m  User NI Statistical Performance report

= Alarm History report

The chapter is organized as follows:

m  Thefirst section shows how to access the various reports.
m  Thenext five sections show how to interpret the reports.

Though the reports described here contain some information about alarm status, the Sys-
tem Status report, described in Chapter 6, has more compl ete information. See “ Examining
system status’ on page 64.
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Accessing reports

TIP

For information on these and
other reports, see the sections
on interpreting performance
reports starting on page 52.

Controlling page
length

The Reports menu lists commands for accessing reports. To view this menu, log into the
plug-in and enter R.

PERFORMANCE REPORT MENU

UNSR / UNLR - User NI Short/Long Performance Report

FESR / FELR - Far End PRM Data Short/Long Performance Report

SDLR - Subrate Data Long Performance Report

NSR - User NI Statistical Report

AHR - Alarm Hi story Report

PL: <n> - Page Length, n =20 .. 70, (P - Page Break) (V - View)
R >

To display any report, simply enter the appropriate command from the command line. You
do not need any specid privilege level.

Some reports have along or short version. The long version differs from the short version
only in that it includes a break-down of the performance information for the previous 24
hours, shown in 15-minute intervals.

For example, use these commands to display the User NI reports.
UNSR Display the short version of the User NI report

UNLR Display the long version of the User NI report

Using the PL (page length) command, you can set the page length of areport from 20 to
70 lines. If the report exceeds the page length on the screen, the IDSU displays the prompt

“Continue? (Y/N for yes or no)”

at the end of apage. You can then display the next page of the report by typing Y, or you
can end the report display by typing N.

If you are printing the report to a printer, you can replace the screen “Continue?’ prompt
with a printer page break consisting of a Ctrl-L form-feed character. Thistells the printer
when to break the page. You specify a printer page break by including the P parameter
with the page length command (see below).

A page length of 0 disables both page breaks and prompting.

By default, no page length is specified and page breaks and prompting are disabled. If you
enter a page length, the command defaults to a“ Continue?’ screen prompt.
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Clearing the
performance
database

The PL command syntax is:

PL:n[P|V]

n Specify the page length as 0, 20 ... 70. O disables page breaks and
prompting.

P Specify P for “page break”. Thistells a printer to insert aline feed
at the end of a page.

\ View the current page length settings. A display similar to the one

shown below appears.
Page Length 0

Page Break : No
Continue Pronpt: No

For example, to fit areport on a 22-line monitor, enter:

PL:22

At any time, you can clear the performance data and reset counters by executing the
ZALL command (see“Zeroing all counters’ on page 29). The ZAL L command clearsthe
datafrom all reports except the Carrier NI report and the Alarm History report.

Performance datais also cleared whenever you reset the date or time on the DataSMART
T3/E3 IDSU using the ST or SD commands (see “ Setting date and time” on page 25).

You lose performance data and alarm history data if you cycle power to the DataSMART
T3/E3IDSU.

If you use the RSD command to reset the DataSMART T3/E3 IDSU to its defaults (see
“Resetting to default values” on page 30), you lose the current alarm history data, perfor-
mance data, and configuration settings. Use the RSD command with caution.
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Interpreting the User NI report

Time intervals in the
short report

The DataSMART T3/E3 IDSU monitors the received signal at the network interface for a
variety of error conditions. The DataSMART T3/E3 IDSU logs the errors and then uses
the log to determine the quality of the 1-second interval during which the errors occurred.

For each time interval, the DataSMART T3/E3 IDSU tallies the counts and displays the
information in the report. The report also shows the error conditions and whether or not an
alarm was present.

The following figure shows an example of the User NI Short Performance
Report (UNSR).

KENTROX Dat aSMART T3/ E3 | DSU
USER NI SHORT PERFORVANCE REPORT
ADDRESS: 00: 00: 000 NAME: PORTLAND, OR

DATE: JAN 14, 1990 TIME OF DAY: 00: 27

St at us Codes:
L =LCS, O=00F E=EER A=AlS Y = YELLOW
@ = ALARM ACTI VE,
T = TEST ACTI VE

CODE ERRORED BURSTY  SEV ERR UNAVAI L
VI OLATI ONS SECONDS SECONDS SECONDS SECONDS  STATUS

Cur Sec 0 0 0 0 1 L @
Pre Sec 0 0 0 0 1 L @
Cur 15-nmin 0 0 0 0 627 L @
Pre 15-mn 0 0 0 0 900 L @
Cur 24-hr 0 0 0 0 2898 L @
R >

The short report shows the performance data for the current second, the previous second,
the current 15-minute period, the previous 15-minute period, and the current day.

Each day is broken into ninety-six 15-minute intervals. Interval one starts at 00:00 (mid-
night), interval two at 00:15, interval three at 00:30, and so on.

“Cur 15-min” refers to the performance data tabulated so far for the 15-minute interval.
For instance, in the previous figure, the third row shows the performance for the
15-minute interval starting at 00:15 (notice that the time of day is 00:27).

A zero (0) indicates that the plug-in was collecting data and the count for that field
was zero.
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Time intervals in the
long report

Thelong report (use the UNL R command) shows the same information as the short report
and also includes performance data for each complete 15-minute interval in the current 24

hours (that is, the previous ninety-six 15-minute intervals). If not al of the 15-minute

intervas arelisted, it means the DataSMART T3/E3 IDSU has not been on for 24 hours.

Thefollowing figure shows the additional information provided by the long version of the
User NI report (UNLR).

Ti me Accumul at ed
02:
02:
02:
01:
01:
01:
01:
00:
00:
00:

30
15
00
45
30
15
00
45
30
15

OO oOooo

o

21
523
76
0

OO oOooo

o

523
68
0

eNeolNeoNeoNoNoNoNoNoNo]

0 0
0 0
0 0
0 0
0 0
0 0 E @
0 2 E @
7 9 LCEA @
0 2 E @
0 0 E @
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Performance For each time interval there are six types of performance measurements. These measure-
Field header Definition
CODE For T3 M13 framing, code violations consist of P-bit errors, F-bit errors, M-bit errors, and/or B3ZS
VIOLATIONS encoding violations.
For T3 C-hit parity framing, code violations consist of CP-bit errors, F-bit errors, M-bit errors, and/or
B3ZS encoding errors.
For E3 framing, code violations represents the number of LCVs that have been detected, where an
LCV isdefined as two consecutive bipolar violations (BPV's) of the same polarity.
ES An errored second (ES) is any second that contains at |east one code violation.
BES A bursty errored second (BES) is any second with more than 1 but less than 44 code violations.
SES A severely errored second (SES) is any second with 44 or more code violations.
UAS An unavailable second (UAS) isdeclared at the onset of 10 consecutive SESs; it is cleared at the
onset of 10 consecutive non-SESs.
STATUS This column shows the type of errored conditions that occurred during the time interval:

L An LOS condition (but not necessarily an alarm) has occurred.

O An OOF condition (but not necessarily an alarm) has occurred.

E An Excessive Error Rate (EER) alarm has occurred.

A An AlS condition (but not necessarily an alarm) has occurred.

Y A yelow (AFA) alarm has been detected.

@ Thereisan alarm state active on the DataSMART T3/E3 IDSU.
T Thereisa(loopback) test active on the DataSMART T3/E3 IDSU.
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Interpreting the Far-end report (available only for T3 C-Bit framing)

Far-end reports are based on PRMs, and PRMs are only defined for the T1 C-Bit Parity
mode of framing. Therefore, far-end reports are only available when the network interface
isset to T3 C-Bit framing.

The FESR and FEL R commands display the recent performance history of the received
signal at the far-end network interface. The reports generated by the commands are similar
to the User NI report. However, the datafor the Far-end report is received from the remote
device through Performance Report Messages (PRMS).

Because the Far-end reports are based on PRMs, PRM generation must be enabled in the
far-end device.

The figure below shows an example of a short version of the Far-end report. Notice that it
isthe same as a User NI report except for the status codes described in the header and
listed in the status column.

KENTROX Dat aSMART T3/ E3 | DSU
FARE END SHORT PERFORVANCE REPORT
ADDRESS: 00: 00: 000 NAME: PORTLAND, OR

DATE: JAN 14, 1990 TI ME OF DAY: 00: 27
St at us Codes:

T = TEST ACTI VE
| NCOWPLETE

| =
Y = RECEl VED YELLOW
@ = FAR- END ALARM
CCODE ERRCORED BURSTY SEV ERR UNAVAI L
VI OLATI ONS SECONDS SECONDS SECONDS SECONDS STATUS
Cur Sec 0 0 0 0 1Y @
Pre Sec 0 0 0 0 1Y @
Cur 15-mn 0 0 0 0 627 |
Pre 15-mn 0 0 0 0 900 |
Cur 24-hr 0 0 0 0 2898 |
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Interpreting the Subrate Data Performance report

The Subrate Data Performance report is available when IDSU data port clocking is set to
rates lower than the maximum HSSI clock rates of 45 MHz for T3, or 34 MHz for E3.
When data port clocking is set lower than the maximum rates, HDL C framing is used to
“encapsulate” subrate data within the standard T3 or E3 frames. The Subrate Data Perfor-
mance report gives you a breakdown of any encountered HDL C framing errors.

The SDL R command displays the recent HDL C performance history at the network inter-
face. The report generated by the command is similar to the User NI Long report in terms
of thetime intervals counted. The performance data accumul ated for those intervalsis spe-
cific to HDLC framing.

The figure below shows an example of the Subrate Data Performance report. The table
below the figure describes the column headers and performance data.

KENTROX Dat aSMART T3/ E3 | DSU
SUBRATE DATA PERFORMANCE REPCORT

ADDRESS: 00: 00: 000 NAME: PORTLAND, OR
DATE: DEC 11, 1996 TI ME OF DAY: 00: 47
St at us Code:
To TRANSM T FI FO OVERFLOW Tu TRANSM T FI FO UNDERFLOW

g

RECEI VE FI FO OVERFLOW Ru = RECEI VE FI FO UNDERFLOW
RECE| VE ERRORS
HEADER LENGTH FCS TOTAL VALID TOTAL VALID FIFO
ERRORS ERRORS ERRORS  RECEI VED TRANSM TTED STATUS
Cur Sec 0 510 0 0 0 ToRu
Pre Sec 0 5100 0 0 0 ToRu
Cur 15-min 0 16320 0 0 0 ToRu
Cur 24-hr 0 0 0 0 0
R >
Field header Definition
HEADER ERRORS The number of packets with invalid headers received during the time interval.

LENGTH ERRORS

The number of packets with invalid lengths received during the time interval.

FCS ERRORS

The total number of packets that failed the FCS (CRC-16) check during theinterval.

TOTAL VALID RECEIVED

Thetotal number of all valid data packets received and passed on to the DTE equipment.

TOTAL VALID TRANSMITTED

The total number of al valid data packets transmitted to the network.

FIFO STATUS

This column shows the FIFO status for the given time interval, where:
To  indicatesaTransmit FIFO overflow

Tu  indicates a Transmit FIFO underflow

Ro indicates a Receive FIFO overflow

Ru indicates a Receive FIFO underflow
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Interpreting the Statistical reports

A Statistical report provides a 24-hour performance summary on the received signal at the

network interface. It shows you the number of available and error-free seconds that

occurred within the last 24 hours, and cal culates the percentages of total seconds repre-
sented by the available and error-free seconds. The report also shows you the number of

code violations that occurred within the last 15 minutes and the last 24 hours.

KENTROX Dat aSMART T3/ E3 | DSU
USER NI STATI STI CAL PERFORMANCE REPORT

ADDRESS: 00: 00: 000 NAME: PORTLAND, OR

DATE: JAN 15, 1990 TI ME OF DAY: 00: 47

STATI STI C DATA
Avallable Seconds in Last 24 Hours ""E)
Per cent age of Avail abl e Seconds in Last 24 Hours 0. 0%

Error Free Seconds in Last 24 Hours

Percentage of Error Free Seconds in Last 24 Hours
Code Violations in Current 15 M nutes

Code Violations in Last 24 Hours

R >

An error-free second is a second that is not an ES (errored second), a BES (bursty errored
second), an SES (severely errored second), or a UAS (unavailable second).

Available seconds are seconds that are not UAS.

The percentages are computed from the counts stored in the performance database for the

User NI report.

Interpreting the Satistical reports
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Interpreting the Alarm History report

58

The Alarm History report (use the AHR command) showsthe last 24 alarm messages. The
alarm messages in the report are the same messages sent to the control port device when
the control port alarm messages are enabled and configured for ASCII format.

A message is added to the report every time an interface changes to adifferent alarm state.

The“Alarm Cleared” message is not issued unless al alarms on that line are cleared. The
report logs up to 24 messages, most recent first. Once the report reaches 24 messages, sub-
sequent messages cause the ol dest message to be dropped.

See “Monitoring alarm messages’ on page 63 for afull list of the types of alarms messages
that can appear in this report and their meanings.

The alarm messages are always displayed in user format, regardless of the Alarm Message
Format defined with the EUM/ESM command is the Alarm Configuration menu.

Alarm messages will always appear in the Alarm History report, even if alarm messages
were disabled with the DAM command in the Alarm Configuration menu.

Information in the Alarm History report is not cleared when an ST, SD, or ZALL com-
mand is executed. Only power cycling the plug-in or executing the RSD (reset system to
default values) command under the System Configuration menu will clear the

Alarm History report.

An example of the Alarm History report is shown below.

SET ALM JAN. 13, 1996 10:52 NI EER PORTLAND, OR addr = 00: 00: 000
CLR ALM JAN. 13, 1996 10:52 NI PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:51 NI YEL PORTLAND, OR addr = 00: 00: 000
CLR ALM JAN. 13, 1996 10:50 N PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:47 N YEL PORTLAND, OR addr = 00: 00: 000
CLR ALM JAN. 13,1996 10:31 NI PORTLAND, CR addr = 00: 00: 000
SET ALM JAN. 13, 1996 10:18 NI EER PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:18 NI OOF PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:18 NI EER PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13, 1996 10:18 NI OOF PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:18 NI LOS PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:17 NI EER PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13, 1996 10:16 NI YEL PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:16 NI EER PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:16 NI LOS PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13, 1996 10:16 NI EER PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:16 NI OOF PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:16 NI Al S PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13, 1996 10:16 NI OOF PORTLAND, OR addr = 00: 00: 000
SET ALM JAN. 13,1996 10:16 NI LOS PORTLAND, OR addr = 00: 00: 000
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C H A P T E R

Troubleshooting

TIP
Always deal with critical
alarmsfirst.

This chapter describes how to troubleshoot the DataSMART T3/E3 IDSU. It contains the
following information:

How LEDs and alarm messages aert you when something is wrong
How to find out the type of aarm which is occurring

A list of all error conditions in the System Status report, and suggestions on how to
resolve them

A description of how to use the DataSMART T3/E3 IDSU diagnostic |loopbacks

Following is a quick guide to the alarms generated by the DataSMART T3/E3 IDSU and
to the pages in this chapter that provide appropriate troubleshooting procedures for the
alarms. The alarms are listed in priority order, from critical to minor. Always deal with
critical alarmsfirst.

Figure 3—Troubleshooting the DataSMART IDSU

EQF (page 66)

NI LOS (page 66)
NI OOF (page 67)
NI AIS (page 67)

NI YEL (page 67)
NI EER (page 68)
DP NSYN (page 68) | Minor

Critical

59



Interpreting the front-panel LEDs

The front-panel LEDs provide an “on-site’ way to alert you that the DataSMART
T3/E3 IDSU is experiencing abnormal conditions. The following figures show the LEDs
during normal and abnormal conditions.

Figure 4—LEDs when conditions are normal

Yellow: internal loopback Yellow: remote loopback set code
is set. being sent.
Yellow, flashing: remote Yellow, flashing: remote loopback
loopback is set and verified. may be set, but not verified.
Off: no loopback is set. Off: no remote loopback.
Off: no alarm. Always off. Green: Valid data at Off: no alarms

the network interface. or error conditions.
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DataSMART® T3/E3 IDSU f—xm RQ '@ 3 § L} ; 8 E
ACTV TEZEIA A0 ACO
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Green: unit is powered and Yellow: data being Yellow: DTE ready

operational. transmitted by DTE. to transmit/receive.

Off: unit is not receiving

power. Yellow: data being Yellow: IDSU ready
received by DTE. to transmit/receive.

Figure 5—LEDs when conditions are abnormal

Red: alarm condition exists.
Green: ACO switch has been
activated, but alarm condition

till exists. Red: Loss of signal.

Red: code violation./ Red: Out of frame.
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Red: unit is powered but Off: no transmit (TxD), Red: AIS being
not fully operational receive (RxD) data flow. received. vellow: Yellow alarm

(self- test failed). Off: IDSU (CA), DTE (TA) not being received.

ready to receive or transmit data. Yellow, flashing: Yellow
being transmitted.
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Table 4—LED indicators and their meanings

LED Indicator Condition
POWER/FAIL Green Power is on, self-test successful.
Red Power is on, self-test failed. The
network LEDs show which
tests failed.
If AISislit, RAM read write
test failed.
If OOFislit, NVRAM testsfailed.
If LOSislit, EPROM hasan
invalid checksum.
Off No power is being received.

LOOP/FEL Yellow Internal loopback is set.

Yellow, flashing Remote loopback is set and verified.

SEND Yellow Remote |oopback set code is
being transmitted.

Yellow, flashing Remote loopback may be set but
not verified.

ALARM Red Alarm exists at the network interface.

Green ACO switch has been activated, but
alarm dtill exists at the
network interface.

Off No alarm.

RCV Off Not used; always off.

XMT

FEI

NEI

TxD Yellow Datais being transmitted by DTE,
received by IDSU. (Indicates SD
activity for HSSI port, transmit data
activity for V.35/EIA-530 port.)

Off No transmit data.

RxD Yellow Dataisbeing received at DTE,
transmitted by IDSU. (Indicates RD
activity for HSSI port, receive data
activity for V.35 port.)

Off No receive data flow.
CA Yellow Indicates IDSU isready to send and

receive data. (Indicates the state of
the CA signal on the HSSI port, and
state of CTS & DCD for V.35/EIA-
530 port.)
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Table 4—LED indicators and their meanings (continued)

LED Indicator Condition
Off IDSU not ready.

TA Yellow Indicates DTE isready to send and
receive data. (Indicates the state of
the TA signal on the HSSI port, and
DTR for V.35 port.)

Off DTE not ready.

DATA Green Valid framing is being received at the
network interface.

cv Red Code violation detected at the
network interface.

LOS Red Loss of signal detected at the
network interface.

OOF Red Out-of-frame condition detected at
the network interface.

AlS Red Alarmindication signal (AlS) is
being received at the
network interface.

YEL Yellow Yellow alarm is being received at the
network interface.

Yellow, flashing Yellow alarm is being transmitted at

the network interface.
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Monitoring alarm messages

The DataSMART T3/E3 IDSU generates the alarm messages listed in Table 5 and outputs
them at the control port. If you receive an alarm message, you should use the Status (SS)
command to get the details of the problem.

Only one alarm can be active at atime. If two alarm conditions exist, the IDSU issues an
alarm message only for the higher priority alarm. When the higher priority alarmis
cleared, the IDSU then issuesthe next lower priority alarm, if oneistill present. Thetable
shows the alarms in decreasing order of priority.

Table 5—Alarms generated by the DataSMART IDSU

Alarm

Description

EQF

DataSMART T3/E3 IDSU equipment failure at power-up.

NI LOS

Loss of T3 or E3 signal at the network interface.

NI OOF

Out-of-frame signal at the network interface. Some or all of the framing
bits have been lost.

NI AIS

Incoming AIS (alarm indicator signal) at the network interface. Some
device upstream of the network interfaceisin an LOS or OOF alarm
state or in atest mode.

NI' YEL

Incoming yellow alarm at the network interface. A device upstream of
the network interfaceisin an OOF or LOS alarm state on the near side.

NI EER

Excessive error rate detected on the signal at the network interface.

DPNSYN

If the data port transmit and receive clocks are set to subrates (i.e., rates
lower than the maximum HSSI clock rates), thisaarm indicates that the
data port is out of sync with the far-end. In other words, it is
experiencing an overflow or underflow condition because thefar-end is
set to different clock rates. The alarm clears 5 seconds after the
overflow or underflow condition clears.
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Examining system status
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If the DataSMART T3/E3 IDSU isin an alarm state or if you notice an abnormal condi-
tion, use the System Status report display to get more information. The status codes are
explained in the table bel ow.

The system status tells you the current condition of the DataSMART T3/E3 IDSU, includ-
ing any alarms that may be active as well as current — and possibly intermittent— signal
conditions at the network interface and the data port. The status display is dynamic and is
updated as conditions change on the DataSMART T3/E3 IDSU.

Using the command line

To seethe display, enter Sat the prompt. A screen similar to the one shown bel ow appears.
The display is updated once per second if the status changes, with the new status line
added at the bottom. You exit the display by pressing Ctrl-C.

The display contains three sections: System, NI (network interface), and DP (data port).
The column headings under each section read verticaly. If the condition described in the
column heading is present, an asterisk appears under the column. A dash means the condi-
tionis not present.

OPERATI ONAL STATUS (* Yes, - No, "Cto Exit)
JAN 15, 1990 20:19

System NI DP

D D S
AAFLLPT A LOAYE Y
LCELOLL TCOOI EE TCN
MOLBCBB AVSFSLR AAC

NOTE
The above illustration shows status for a HSS data port. If you are using the V.35/EI A-530
data port, the “ DP” status column displays the status of DTR, DCD, and CTS.

Column Description
System
ALM An aarm condition exists.
ACO The Alarm Cut Off (ACO) switch has been pressed to

reset the external Alarm Relay. The alarm condition may
still exist asindicated by the ALM column.

FEL The IDSU has sent code to set a remote loopback in the
far-end device. (The loopback has not necessarily
been verified.)

LLB The IDSU isset in aline loopback.

LOC TheIDSU issetin alocal loopback.

PLB The IDSU is set in apayload |oopback.

DTLB The IDSU is set in adataterminal loopback.
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Column

Description

NI (Network Interface)

DATA

cv

LOS

OOF

AlIS

YEL

EER

Datais being received at the network interface; no
failure exists.

A code violation has been received at the network
interface in the previous second.

A loss of signal (LOS) condition exists at the
network interface.

Thereceive signal at the network interface is out of
frame (OOF).

Anaarm indication signal (AlS) is being received at the
network interface, indicating that a device upstream of the
network interfaceisin LOS, OOF, or test mode.

A yellow (AFA) darmis being received at the network
interface, indicating a device upstream of the network
interface isin an OOF or LOS aarm state on the

near side.

The errored second or unavailable second threshold for
the network interface has been exceeded.

DP (Data Port)—HSS|

TA
CA
SYNC

The DTE isready to send and receive data.
The IDSU isready to send and receive data.

If the data port transmit and receive clocks are set to
subrates (i.e., rates lower than the maximum HSSI clock
rate), a“-" inthis column indicates that the data port is out
of sync with far-end, resulting in an overflow or
underflow condition. If the data port isin sync with the
far-end, an “*” appears in the column.

If the data port clocking is set to the maximum HSS rate,
an “*” aways appears in the column.

DP (Data Port)—V.35/El A-530

DTR

DCD &CTS

The DTE isready to send and receive data.
The IDSU isready to send and receive data.

Examining system status
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Troubleshooting tree

EQF

NI LOS

Bit errors received on the network port are the most common source of problems. The
most common errors are;

m  Wiring errors at the install ation site
m  Wrong type of wiring used for T3 or E3 line extension
= Incorrect configuration of equipment

The best troubleshooting method isto start with the most critical alarm, find its cause and
fix it, and then turn to the next larm. The following alarm list is arranged from most to
least critical.

If you receive an equipment alarm...

The IDSU hasfailed its self-test. Call our Customer Support office at the numbers listed
“Who to call for assistance” on page 8.

If you receive a loss-of-signal condition at the network interface...

An NI LOS condition occurs when the DataSMART T3/E3 IDSU cannot detect asignal at
its network interface. To troubleshoot for this condition:

m  Make sure that you have correctly connected the cable between the
DataSMART T3/E3 IDSU network interface port and your service
provider’'s equipment.

s If you built the cable on-site, check the cable connectors. A reversal of the transmit
and receive pairs, or an open receive pair, can cause this condition.

s If the above appear to be okay, ask your service provider to test your network line
and correct any errors found.

Refer to your DataSMART T3/E3 IDSU Installation Guide for instructions on how to
properly connect the network cable.
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NI OOF

NI AIS

NI YEL

If the incoming signal at the network interface is out-of-frame...

An out-of-frame condition occurs when the framing type you have configured for the net-
work interface does not match the framing type of the incoming signal. To troubleshoot
this condition:

m If your signa is T3, make sure framing is set to either C-Bit or M13 framing. If your
signal is E3, make sureit is set to E3 framing. (See “ Specifying NI framing format”
on page4l.)

A highly errored incoming signal can also cause an OOF condition.

If an alarm indication signal (AIS) is detected at the network interface...

Anincoming AlS at the network interface indicates a problem with remote equipment on
the T3 or E3 circuit. For example, the far-end equipment may not be connected or config-
ured properly or isin atest mode, or the network interface unit (i.e., NIU or smart jack)
may bein loopback, or your service provider may not have enabled your circuit yet. To
troubleshoot this condition:

m  Askyour service provider to trace the source of the AlIS signal.

An NI AIS condition can also result from false alarms generated by pattern-sensitive
fiber-optic multiplexing equipment on the T3 or E3 circuit. To troubleshoot this condition:

s  Enable payload scrambling (ESCRAM) at each endpoint of the circuit. The
unscrambled bit patterns may be causing the problem.
If incoming yellow is detected at the network interface...

An incoming yellow condition at the network interface indicates that the far-end equip-
ment has a problem with the signal it isreceiving from the DataSMART T3/E3 IDSU. To
troubleshoot this condition:

m  Check for an open, short, or wiring error in the cable between the DataSMART
T3/E3 IDSU network interface port and your service provider’s network interface
unit (i.e., NIU or smart jack). An open transmit pair can cause this condition.
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NI EER If an excessive error rate is detected at the network interface...

Excessive code violations are occurring in the network signal. There are severa potential
causes. To troubleshoot this condition:

s Make sureyou haven't set too low athreshold for detecting errored seconds or
unavailable seconds. A low setting increases error sensitivity. You might want to use
the factory default threshold setting (see page 37).

m  Make surethat you have correctly connected the cable between the
DataSMART T3/E3 IDSU network interface port and your service provider’s equip-
ment. (Refer to your DataSMART T3/E3 IDSU Installation Guide for instructions on
connecting the cable properly.)

= If you built the cable on-site, recheck the cable connectors. Loose or intermittent
connections can cause an excessive error condition.

m  Make surethe system clock is configured correctly.
s If al theabove appear to be okay, ask your service provider to test your T3 or E3line
and correct any errors found.
DP NSYN If the data port goes out of sync with the far-end...

If the data port is running at subrate clock speeds (i.e., slower than the maximum HSSI
rates), it can experience an underflow or overflow condition if itstransmit and receive
clock rates are not synchronized with the far-end. To troubleshoot this condition:

m  Synchronize the data port transmit clock rate with the receive clock rate at the far-
end, and synchronize the data port receive clock rate with the transmit clock rate at
the far-end.
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Running the self-test diagnostics

AN\

The DataSMART T3/E3 IDSU runs through a diagnostic self-test when it powers up. You
can also initiate the self-test from the command line at any time by entering DST at the
prompt. If you activate self-test whilethe IDSU isin service, there will be abrief service
interruption during the test.

CAUTION!
Do not initiate self-test when accessing the IDSU remotely through Telnet. Self-
test will break your remote connection.

The self-test verifies the functions of DataSMART T3/E3 IDSU hardware circuitry. The
results of self-test are indicated by the POWER/FAIL LED on the front of the unit. The
POWER/FAIL LED initialy turnsred for approximately six seconds; it then turns green if
the self-test passed. If the LED turns red and stays red, the self-test failed.

If self-test fails, the network LEDs on the front of the unit show which testsfailed. If AIS
islit, the RAM read write test failed. If OOF islit, the NVRAM testsfailed. If LOSislit,
the EPROM has an invalid checksum.

When you execute the self-test, the DataSMART T3/E3 IDSU automatically resets any
loopbacks. It does not clear the performance database, nor does it log you out of
the system.
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Using the network signal monitor jacks

70
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The DataSMART T3/E3 IDSU provides two non-intrusive monitor jacks on its front
panel. You can attach standard test equipment to these jacks and monitor incoming (RCV)
and outgoing (XMT) T3 or E3 signal transmissions.

20dB signal loss/protection is provided to isolate the test equipment from the T3 or
E3 circuit.

—1]

MONITOR
DataSMART® T3/E3 IDSU r_XMT R(;
POWER Q O
[
FAIL

Outgoing Transmission—

Incoming Transmission —



Using loopbacks

Line loopback

Payload loopback

The DataSMART T3/E3 IDSU provides four loopbacks to support line segment testing.
Line segment testing allows you to probe the T3 or E3 circuit to isolate where dataflow is
being corrupted or disrupted.

You can set all loopbacks locally, in your near-end device. You can also set the line and
payload loopbacks remotely, in afar-end device, if you are using T3 C-Bit parity framing
(T3 M13 and E3 framing do not support far-end loopbacks). Once you' ve set |oopbacks,
you can use test code insertion toolsto test and monitor the line.

» All1s _ | »
NI ) DP
- Blocked |lee—

Theline loopback allows the carrier (or afar-end device) to test the T3 or E3 signal at the
DataSMART T3/E3 IDSU network interface. When set to line loopback, the IDSU loops
the incoming signal back to the network. The signal minimally penetrates the IDSU and
returns unaltered. It does not pass through the IDSU framer. The signal, including all code
violation errors, is returned to the network unaltered and the carrier can test the looped sig-
nal for errors.

Once the line loopback is set, the incoming network signal isinterrupted. CA (CTSand
DCD) is de-asserted.

You can set the line loopback locally (see page 74), or you can set it remotely in afar-end
device, if you are using T3 C-Bit parity framing (see page 75).

. All 1s i I
NI DP
<] < Blocked ||le—o

By testing the T3 or E3 signal through a line loopback as described earlier, the carrier (or
the far-end device) can determineif there are problemsin the network line. What they can-
not determine, however, is whether the problems are occurring on the receive or transmit
side of the looped line. To further isolate the source of the problemsto one side of the line
or the other, you can use a payload |oopback.

Payload |oopback is the same as line |oopback, except that the signal passes through the
IDSU framer before being looped back. The framer strips out code violations but does not
alter the payload data.
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Local loopback

TIP

Thelocal loopbackissimilar to
a“hard” loopback set at the
network interface.

The condition of the returned signal indicates the cause of the problem:
m  Thelineisokay if thereturned signal contains no errors.

m  Theproblemisusualy on the transmit side of the line (as viewed from the carrier) if
the returned signal contains pattern bit errors, but no code violations.

s Theproblemison the receive side of the line (as viewed from the carrier) if the
returned signal contains code violations, since they were introduced after the signal
went through the IDSU framer.

s The problem may be on both the transmit side or the receive side if the returned sig-
nal contains pattern bit errors and code violations.

s Theproblemis probably aremote clock dip if the returned signal contains bursty
pattern bit errors, but no code violations.

Once the payload loopback is set, the incoming network signal isinterrupted. CA (CTS
and DCD) is de-asserted.

You can set the payload loopback locally at the request of the carrier or afar-end site (see
page 74), or you can set it remotely in afar-end device, if you are using T3 C-Bit parity
framing (see page 75).

— || Blocked -
NI DP
- framer [j€—

Thelocal loopback allows you to test data transmission from the DTE to the data port.
Thisloopback allows maximum penetration of the data port. The data port receives the bit
stream from the DTE, passes the signal through its framer, then loops it back to the DTE.
By attaching a DTE device capable of monitoring the looped signal, you can verify the
quality of the returned signal.

When the IDSU is set to local loopback, the outgoing signal at the network interfaceis
interrupted. The IDSU outputs framed DTE data at the network interface.

You can only set alocal loopback in your local IDSU (see page 74). You cannot set
it remotely.
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Data terminal

NI ( DP
<« < -

Typically, you use the data terminal loopback to verify the cabling between the data port
and the attached DTE device. You can aso monitor the looped signal for errors at
the DTE.

The dataterminal loopback allows you to loop the incoming signal at a data port. When
set in this loopback, the DataSMART T3/E3 IDSU loops the incoming signal back to the
DTE device sending the signal. The signal minimally penetrates the DataSMART

T3/E3 IDSU and isreturned to the DTE device unaltered.
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Setting and resetting loopbacks in your local device

You can set and reset loopbacks in your local device from the command line or using the
front-panel thumbwhedl switch. Only one loopback, either local or remote, may be set at

one time. Remote loopbacks are only available in T3 C-Bit parity mode. You cannot set a
loopback if another loopback is already active.

p NOTE
A far-end device can set your IDSU to line or payload |oopback by sending standard line
loopback set and reset code.

Using the command line

The figure below illustrates the Local Maintenance menu. You use the commands in this
menu to set or reset loopbacksin your local device. You must have super-user, configura-
tion, or maintenance privileges.

LOCAL NMAI NTENANCE MENU

SLA / RLA - Set/Reset Local Al arm Rel ay

| | SLL - Set the Line Loopback
Iggaback SPL - Set the Payl oad Loopback
P SLO - Set the Local Loopback

commands :
SDT - Set the Data Term nal Loopback
RLB - Reset Loopbacks
DST - Do Self Test (Data Path Disruptive)
LM
SLL Set aline loopback
SPL Set a payload |oophack
SLO Set alocal 1oopback
SDT Set adataterminal loopback

To reset aloopback in your local DataSMART T3/E3 IDSU, enter RLB.
Using the front-panel thumbwheel switch

You can set loopbacks in the local IDSU by using the IDSU’s front-pandl switch. Rotate
the thumbwheel switch to the appropriate setting, then press the ACTV button.

Switch setting... For...

4 LLB—L.ine loopback

5 PLB—Payload |oopback

6 LOC—Local loopback

7 DTLB—Dataterminal loopback

To reset the loopback, rotate the switch to 0 (RST) and press the ACTV button.
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Setting and resetting loopbacks remotely (T3 C-Bit framing only)

You can set remote loopbacks if your network interface is set to T3 C-Bit parity framing.
T3 M13 and E3 framing do not support remote loopbacks.

You can set aline or payload remotely, in afar-end device. Only one loopback may be set
at onetime. You cannot set aloopback if another loopback is already active.

Using the command line

Thefigure below illustrates the Remote Maintenance menu. You use the commands listed
in this menu to set and reset remote loopbacks. You must have super-user, configuration,
or maintenance privileges.

REMOTE MAI NTENANCE NMENU

SRL - Set Renpte Line Loopback

SRP - Set Renote Payl oad Loopback

RLB - Reset Renpte Loopback

RV

SRL Set aremote line loopback
SRP Set aremote payload |oopback

To reset aremote loopback, enter RST1.
Using the front-panel thumbwheel switch

You can aso set loopbacks in aremote device by using the IDSU’s front-panel switch.
Rotate the thumbwheel switch to the appropriate setting, then pressthe ACTV button.

Switch setting... For...
1 RLLB—Remote line loopback
2 RPL B—Remote payload loopback

To reset the loopback, rotate the switch to 0 (RST) and pressthe ACTV button.
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C H A P T E R

Using Telnet and SNMP

You can establish a SLIP interface connection through either the DCE or DTE control port
of the DataSMART T3/E3IDSU. Through SLIP, you can:

m  Telnetinto the IDSU and access the normal user interface just asif you had logged in
with atermina

m  Usean SNMP management system to access the supported MIB objects

When using a SLIP interface, you specify the control port for the interface viathe DCE or
the DTE command. You must disable alarm generation at this port by entering the DAM
command. Alarms are output to the SLIP interface as traps.

This chapter describes how to enable the SLIP interface, and set up the IDSU for Telnet
and SNMP access.
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Enabling SLIP and specifying local IP information

Viewing the current
settings

The commands for enabling the SLIP interface and for setting up |P addressing are listed
in the TCP/IP Configuration menu. To view this menu, enter TCP at the prompt.

TCP/ | P CONFI GURATI ON MENU

SLADDR: <i paddr > - Set SLIP I P Address
SLMASK: <i paddr > - Set SLIP | P Subnet Mask
ESLI P/ DSLI P - Enabl e/ Di sable SLIP interface
| PR <i paddr > - Set Default Router's |P Address
<ipaddr> = n.n.n.n, n =0 .. 255 (decimal)
TPW <str> - Set Tel net Password

<str> =1 to 20 chars, * = disable
TCPV - View TCP/ I P Configuration

TCP>

Before changing any TCP/IP parameters, you may want to look at the current settings.
You do this by executing the TCPV command. This command displays the View TCP/IP
Configuration screen.

View TCP/ | P Configuration

Interface | P Addr ess Subnet mask

SLI P Enabl e 198.26.27.1 255.255.255. 0

Tel net Password

kent r ox

Def aul t Router

198. 26. 27. 2
TCP>
Field Description
Interface Thisfield shows you whether or not SLIP is enabled.
(Alarm generation must be disabled (DAM) before
SLIPisenabled.)
IP Address Thisfield tells you the I P address currently assigned to
the IDSU.
Subnet mask Thisfield tellsyou the subnet mask of thelocal network
to which the IDSU is connected.
Telnet Password Thisfield tells you the current Telnet password.
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Setting the IP
address and subnet
mask

Enabling/disabling
SLIP

Field Description

Default Router Thisfield tellsyou the | P address of the local network’s
default router. The default router must be on the same
subnet as the IDSU.

An |P address and subnet mask are necessary for the IDSU to communicate with other
equipment on theitslocal LAN network (for example, to communicate with aterminal
connected via SLIP).

The IP address is a 32-bit binary address, typically written in dotted decimal notation:
XXX XXX XXX XXX. The bit settings identify two parameters: the local network value and the
unique host value for the IDSU on that network.

The subnet mask (also 32-bits written in dotted decimal notation) determines which bits
within the | P address define the network and which bits define the host (or IDSU). A 1in
amask bit location means the corresponding bit in the IP address is part of the network
value; a0 means the corresponding bit is part of the host value. A standard subnet mask is
255.255.255.0, which specifies that the first 24 bits of the I P address define the network
value, and the last 8 bits define the host value. For example, with a subnet mask of
255.255.255.0, the following | P address breaks down as follows:

|198.126.27“i,

network host

If you do not know what values you should use for the | P address and subnet mask, ask
your system administrator.

You set the | P address and subnet mask by using the SL ADDR and SLMASK commands,
respectively. You must have super-user or configuration privileges. The command
syntax is.

SL ADDR:ipaddr
SLMASK :ipaddr

ipaddr Specify the IP address using dotted decimal notation

(OO XXKXXX)..

You must enable the SLIP interface. Before doing so specify the interface being used by
entering either DCE or DTE, then disable alarm generation by entering DAM.

NOTE

Foecify the | P address and subnet mask before enabling SLIP.
ESLIP Enable SLIP

DSLIP Disable SLIP

You can aso disable the SLIP interface by setting the front-panel thumbwheel to 8 and
pressing both the ACTV and ACO push-buttons for 2.5 seconds.
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Setting the default
router

Setting the Telnet
password

You should always set up a default router for the IDSU if you plan to access the unit from
ahost whose | P address is on a different subnet (network) than the IDSU. When accessed
by ahost on adifferent subnet, the IDSU sends responses to the default router. The default
router then routes the responses to the appropriate subnet.

The default router must be on the same subnet as the IDSU.

You set the default router by using the | PR command. You must have super-user or con-
figuration privileges. The command syntax is:

| PR:ipaddr

ipaddr Specify the IP address of the default router using dotted decimal
Notati on (XXX XXX XXX).

Telnet lets you remotely log into the IDSU and access its standard user interface, viathe
SLIP connection. When logging in via Telnet, you are prompted for a Telnet password.
This password is not related to any other password set for the IDSU. The Telnet password
is composed of 1 to 20 printable ASCII characters.

No default password exists; you must enter one using the TPW command. You must have
super-user or configuration privileges.

The command syntax is:
TPW:str
str Enter the Telnet password using 1 to 20 printable characters.

NOTE

Itispossible to enter the command: TPW:<space>. This creates a Telnet password that is
a single space. This password cannot be entered froma Telnet client, and will therefore cut
off Telnet access to the IDSU. The only way to fix this problemisto access the IDSU
through its other control port and change the Telnet password.
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Specifying the SNMP configuration

Viewing the current
settings

Onceyou' ve set up the SLIP interface and | P addressing, you can enable SNMP access. In

most cases, the only additional configuration is adding network managers to the list of
recipients of IDSU SNMP traps. You may also want to modify the SNMP community
strings being used by the IDSU if your management station does not support the
standard defaullts.

To view the SNMP Configuration menu, enter SNM P at the prompt.

SNVP  CONFI GURATI ON MENU

RCS: <str > - Set SNWP Read Community String, str = 1 to 20 chars
WCS: <str> - Set SNWP Wite Community String, str = 1 to 20 chars
TCS: <str> - Set SNWP Trap Community String, str = 1 to 20 chars

<str> = * to delete a community string

ADD: T: <i paddr > - Add address to SNWP trap |ist
DEL: T: <i paddr > - Delete address from SNWP trap |i st
<ipaddr> = n.n.n.n, n =0 .. 255 (decimal)

<ipaddr> = * in DEL command to delete all addresses

ESNVP / DSNWP - Enabl e/ Di sabl e The SNWP Agent
SNVPV - View SNWP Configuration
SNWVP>

Before changing any parameters, you may want to look at the current settings for SNMP.

You do this by entering SNM PV at the prompt.

Vi ew SNVP Configuration
Wite Conmunity String Read Conmunity String Trap Community String

private public public

SNWP Agent

198.26.27.5

SNVP>

Field Description

Write Community String  These fields list the current SNM P community strings.
Read Community String
Trap Community String

SNMP Agent Thisfield specifies whether SNMP accessis enabled
or disabled.

Foecifying the SNMP configuration
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Field Description

Trap Destination |IP Thisfield displays the IP hosts to which the IDSU
AddressList sends traps.

82 Chapter 7: Using Telnet and SNMP



Setting SNMP
community strings

SNMP community strings are like passwords. Every SNMP packet has a community
string (read, write, or trap, depending on the kind of SNM P packet). The packet’s
community string must match the community string on the SNM P agent/manager
receiving the SNMP packet or it will be discarded.

The SNMP community strings all consist of 1 to 20 printable ASCII characters. These
strings are case-sensitive.

The IDSU ships with the standard default values for the community strings.
Using the WCS command

You configure the SNM P write community string by using the WCS command. The write
community string is used when an SNMP-set packet is received. The command syntax is:

WCS:str

str A string of 1 to 20 printable ASCI| characters. This string
is case-sengitive.

default private

Using the RCS command

You configure the SNMP read community string by using the RCS command. The read
community string is used when an SNMP-get or SNM P-getnext packet is received. The
command syntax is:

RCS:str

str A string of 1 to 20 printable ASCII characters. This string
is case-sensitive.

default public

Using the TCS command

You configure the SNMP trap community string by using the TCS command. The trap
community string is used when an SNMP trap isreceived. The command syntax is:

TCSistr

str A string of 1 to 20 printable ASCI| characters. Thisstring
is case-sensitive.

default public
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Configuring SNMP
trap hosts

Enabling/disabling
the SNMP agent

SNMP traps are sent to configured trap hosts when alarm conditions occur. Up to 25
unique | P addresses can be entered into the trap host destinations list.

Using the ADD command

You add an IP address to the SNMP trap destinations list by using the ADDT command.
The command syntax is:

ADD:T:ipaddr
ipaddr Specify the IP address that you want SNM P traps to be sent to.
Using the DELT command

You remove an | P address from the SNMP trap destinations list by using the DELT
command. The command syntax is:

DEL :T:ipaddr

ipaddr Specify the IP address that you want to remove from the SNMP
traps destination list. Use **’ to delete all the entriesin the SNMP
trap destination list.

The SNMP agent is the heart of the IP host of the IDSU. For SNMP operations to work,
SNMP must be enabled. The default setting for the SNMP agent is disabled.

You enable the SNMP agent by entering the ESNM P command. You disable the SNMP
agent by using the DSNM P command.
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Specifying source address screening configuration

Viewing the current
settings

The IDSU is secured from unauthorized remote access by the Telnet password protection
and by SNMP community strings. For additional security you can configure the IDSU to
screen out incoming packets based on the | P source address.

The commands for configuring source address screening are listed below (enter SCREEN

to see this display).

SOURCE ADDRESS SCREENI NG MENU

SSA: <c>

ADD: | : <i paddr >
DEL: | : <i paddr >

SCREENV

SCREEN>

- Set packet Screening via Source Address

c =1 (IP Addr) or N (None)

- Add address to Screening tables
- Del ete address from Screening tables

<ipaddr> = n.n.n.n, n =0 .. 255 (decimal)
<addr> = * in DEL command to delete all addresses

- View Screening Tabl es

Before changing any parameters, you may want to look at the current settings. You do this
by executing the SCREENV command. This command displays the View Address

Screening display.

Vi ew Address Screening

| P Address Screening

192.228. 59. 2 192. 228. 60. 4 192. 228.60. 5 192. 228. 60. 10
198. 26. 27. 9

SCREEN>

Field Description

IP Address Screening

Thisfield indicates whether | P source address screening
is enabled or disabled.

IP Source Address Table Thisfield displays the | P addresses to which the IDSU

will respond.
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Enabling/disabling
address screening

Adding a host to the
address screening
list

Deleting a host from
the address
screening lists

You enable or disable address screening by using the SSA command. You must have
super-user or configuration privileges.

SSA:c

c Enter | to enable address screening, enter N to disableit.

You add an address to a screening list using the ADD command. The command syntax is:

ADD:|:ipaddr

ipaddr Specify the IP address of the host you want added to the list. Use
dotted decimal notation.

You delete an address from a screening list by using the DEL command. The command
syntax is.

DEL :l:ipaddr

ipaddr Specify the IP address of the host you want deleted from the list.
Use dotted decimal notation. Enter * to delete all addresses from
thelist.
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Traps & MIBs

The DataSMART T3/E3 IDSU supports the following standard traps:
s Link-up

s Link-down

s Cold-start

The DataSMART T3/E3 IDSU supports the following MIBs. See Chapter 8 for a
complete listing.

= MIBII (RFC 1213)

=  DS3/E3MIB (RFC 1407)
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C H A P T E R

Quick Reference

This chapter contains:

m  Alisting of all menus and commands available through the command-line interface

m A completelisting of DataSMART T3/E3 IDSU specifications
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Command-line menus and commands

90

The command-line interface provides fourteen “help” menus. These menus group the var-
ious commands by function and describe the use and syntax of each command.

To display amenu, simply enter the acronym correlating to the menu title.

Main menu (MM)

Dat aSMART T3/ E3 | DSU Version 3.22 Copyright (c) 1992-1995 Kentrox
ADDRESS: 00: 00: 000 NAME: PORTLAND, OR

Y% - Main Menu

SS - Status Menu

R - Performance Report Menu

PE - Password Entry Menu

LM - Local Maintenance Menu

RM - Renote Maintenance Menu

AC - Alarm Configuration Menu

CcC - Control Port Configuration Menu

NC - NI Configuration Menu

PC - Password Configuration Menu

SC - System Configuration Menu

TCP - TCP/ 1P Configuration Menu

SNVP - SNWP Configuration Menu

SCREEN - Source Address Screening

D - Logout

AD<xx>: <yy>:<zzz>"E - Address Another Unit

Mv>

System menu (SS)

STATUS MENU
Ssv - View System Setup
S - System Status Screen Command
ACO - AlarmCut Of

SS>
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Reports menu (R)

UNSR /
FESR /
SDLR

NSR
AHR

PL: <n>

PERFORVANCE REPORT MENU

UNLR - User NI Short/Long Perfornmance Report
FELR - Far End PRM Data Short/Long Performance Report
- Subrate Data Long Performance Report

- User NI Statistical Report
- Alarm Hi story Report

- Page Length, n =20 .. 70, (P - Page Break) (V - View)

Password Entry menu (PE)

PASSWORD ENTRY MENU

EPS: <password> - Enter Password

PEV
PUV

PE>

password = 6 to 12 characters

- View Access Privileges
- View User Access Privilege

Local Maintenance menu (LM)

LOCAL MAI NTENANCE MENU

SLA / RLA - Set/Reset Local Al arm Rel ay

SLL
SPL
SLO
SDT
RLB
DST

LMV

- Set the Line Loopback

- Set the Payl oad Loopback

- Set the Local Loopback

- Set the Data Term nal Loopback

- Reset Loopbacks
- Do Self Test (Data Path Disruptive)

Command-line menus and commands
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Remote Maintenance menu (RM)

REMOTE MAI NTENANCE MENU

SRL - Set Renote Line Loopback
SRP - Set Renote Payl oad Loopback
RLB - Reset Renpte Loopback

Rv>

Alarm Configuration menu (AC)

EAR / DAR
EAM / DAM
EUM / EMM
DIR / DDD
EMS: <st r >

EYL / DYL
EAl / DAl
EST: <n>
UST: <n>
ACV

AC

ALARM CONFI GURATI ON MENU

Enabl e/ Di sabl e Al arm Rel ay

Enabl e/ Di sabl e Al arm Messages

User/ Manager Al arm Message For mat
Direct/Dial out Al arm Message CQut put
Enter Mbdem String, str = AT command(s)

Enabl e/ Di sabl e YELLOW Activating the Alarm
Enabl e/ Di sabl e AI'S Activating the Alarm
Errored Second Threshold, n =0 .. 900
Unavai | abl e Second Threshold, n =0 .. 900

Vi ew Al arm Configuration

Control Port Configuration menu (CC)

EE / DE

CONTROL PORT CONFI GURATI ON MENU

- Enabl e/ Di sabl e Character Echo

- View Control Port Configuration
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NI Configuration menu (NC)

NI CONFI GURATI ON MENU

NML3 / NCBT / NE3 - T3 ML3, T3 C-Bit Parity, or E3 NI Frami ng Fornat

NLO / NHI - Low H gh NI Transmit CQutput Level

LBO <IN or QUT> - Sets the transnmt Line Build Qut to be IN or OQUT
NCV - View Nl Configuration

NC>

Password Configuration menu (PC)

PASSWORD CONFI GURATI ON MENU

APS: <access>: <password> - Add Password

access = SA - Super User
CA - Configuration
MA - Mai nt enance
6 to

password = 12 characters
DPS: <passwor d> - Del ete Password
PCv - View Password Configuration

PC>
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System Configuration menu (SC)

SD: <mmm®, <dd>, <yy>
ST: <hh>: <mm>

SN: <i d>

SA: <XX>: <yy>: <zz7>
EFP / DFP

DCE / DTE

CLK: <src>
DSUCLK: <xx. x>, <yy.y>

HSSI / V35 / EIA530
ESCRAM DSCRAM

ZALL

Wwv

RSD

Sscv

SC

SYSTEM CONFI GURATI ON MENU

Set Date

Set Time

Set Name

Set the Unit's Address to slot:shelf:group
Enabl e/ Di sabl e Front Panel Operation

DCE/ DTE i s the Al arm Qutput Port

Cl ock Source, src =1 (Internal), L (Looped)
Sets DSU data port clock (direction is N)
XX.X = transmit, yy.y = receive

Sel ect data port as HSSI, V.35 or ElIA-530
Enabl e/ Di sabl e Scranbling on the DSU Data Port
Zero All Counters used in User Reports
What's Your Version

Reset Unit to Dip Switch Defaults

Vi ew System Confi guration

TCP/IP Configuration menu (TCP)

SLADDR: <i paddr > -
SLMASK: <i paddr > -
ESLI P/ DSLI P -
| PR <i paddr > -

TPW <str> -

TCPV -

TCP>

TCP/ | P CONFI GURATI ON MENU

Set SLIP | P Address
Set SLIP | P Subnet Mask
Enabl e/ Di sabl e SLIP interface

Set Default Router's | P Address
<ipaddr> = n.n.n.n, n =0 .. 255 (decimal)
Set Tel net Password

<str> =1 to 20 chars, * = disable

View TCP/ | P Configuration
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SNMP Configuration menu (PC)

RCS: <str>
WCS: <str>
TCS: <str>

ADD: T: <i paddr >
DEL: T: <i paddr >

ESNVP / DSNWP
SNVPV

SNVP>

SNVP CONFI GURATI ON MENU

1 to 20 chars
1 to 20 chars
1 to 20 chars

- Set SNWMP Read Community String,
- Set SNWP Wite Comunity String, str =
- Set SNWP Trap Community String, str =

<str> =* to delete a conmunity string

str =

- Add address to SNWP trap |i st

- Delete address from SNWP trap |i st
<ipaddr> = n.n.n.n, n =0 .. 255 (decimal)
<ipaddr> = * in DEL command to delete all addresses

- Enabl e/ Di sabl e The SNWP Agent

- View SNWP Configuration

Source Address Screening menu (SCREEN)

SSA: <c>

ADD: | : <i paddr >
DEL: | : <i paddr >

SCREENV

SCREEN>

SCQURCE ADDRESS SCREENI NG MENU

- Set packet Screening via Source Address
c =1 (IP Addr) or N (None)
- Add address to Screening tables
- Del ete address from Screening tables
<ipaddr> = n.n.n.n, n =0 .. 255 (decimal)
<addr> = * in DEL command to delete all addresses

- View Screeni ng Tabl es

Command-line menus and commands
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Front-panel thumbwheel switch
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The front-panel thumbwheel switch allows you to set local and remote loopbacks. It also
lets you reset the unit to factory defaults, overriding any configuration edits made previ-
ously.

|

EE @
DataSMART® T3/E3 IDSU ’ ]

The following table describes the switch settings. To activate a setting, you must press
either or both push-buttons. Each switch function has an equivalent command in the user
interface. These equivalents are listed in the table. Refer to your user’s guide for informa-
tion about the commands.

A o

Remote loopbacks can only be set if the network interface is T3 C-bit parity.

Set the . .

thumbwheel to... Push... The following action results...

0 (RST) ACTV Resets any active remote or

cmmd equivalent=RL B local loopback.

1(RLLB) ACTV Sets aremote line loopback at the
cmmd equivalent=SRL far-end.

2 (RPLB) ACTV Sets aremote payload loopback at the
cmmd equivalent=SRP far-end.

3 ACTV and ACO; Resetsthe unit to factory defaults.

hold for 3 seconds Control port baud rate and other terminal
communication settings are set to
internal DIP switch values.

4(LLB) ACTV Sets aline loopback at the near-end.
cmmd equivalent=SL L

Chapter 8: Quick Reference



Set the

thumbwheel to... Push... The following action results...
5(PLB) ACTV Sets a payload loopback at the near-end.
cmmd equivalent=SPL

6 (LOC) ACTV Sets alocal loopback at the near-end.
cmmd equivalent=SL O

7 (DTLB) ACTV Sets a data terminal loopback at the
cmmd equivalent=SDT near-end.

8 ACTV and ACO  Disablesthe SLIP connection.

9 ACTV and ACO  Resetsthe IDSU device address to

00:00:000.

Front-panel thumbwheel switch
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Specifications

Table 6—Environmental Specifications

Parameter Specification
Temperature Storage -20°C t0 66°C (5% to 95% RH)
Operating 0°C to 50°C (5% to 95% RH, non-condensing)
Powering AC Input range 8510 265 VAC, 47 to 63 Hz (24 W nominal, 30 W maximum)

DC input range

36to 75 VDC (22 W nominal, 25 W maximum)

Power interruptions

L oss of power does not damage the unit.

Table 7—Electrical interface specifications - T3 Network Interface

Parameter Specification
Linerate Internal clock: 44.736 Mbps +/- 20 ppm
Common . . .
Looped clock: output line rate follows input line rate
Line Code B3zS
Per TR-TSY-000499, section 9.5.2 and CCITT G.703, Annex A.1
Line Impedance 75 ohms +/- 5%
Per TR-TSY-000499, section 9.5.4
Framing Format M13, per ANSI T1.107-1088, or
C-bit parity, per ANSI T1.107a-1990
Input Only Input Signal +6.2dBmto -11.7dBm
Interfering Tone Recovers T3 signalswith an interfering tone as per CCITT G.703, section
8.34
Input Jitter Tolerance Per TR-TSY-000499, section 7.3.1, for category |1 equipment
Output Only Output Level 0.36t0 0.85 V (peak) at DS3 cross-connect
Per TR-TSY-000499, section 9.5.6
Output Signal DSX-3, T3 High (selectable)
Line Build Out Line build-out selectable for short cables

Jitter Generation

Within ANSI T1.404-1989, section 5.8.2, standard

Network Interface (2) 75 ohm BNC female RCV (IN) and XMT (out)

Connector jacks

Network Jacks (2) BNC jacks

Receive and transmit signal monitoring, at or below 20dB output level.
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Table 8—Electrical interface specifications - E3 Network Interface

Parameter Specification
Linerate Internal clock:34.368 Mbps +/- 20 ppm
Common Per CCITT G.703, section 8.1
Looped clock: output line rate follows input line rate
Line Code HDB3
Per CCITT G.703, Annex A.1
Line Impedance 75 ohms +/- 5%
Per CCITT G.703, Table 8
Return Loss Calculated form Line Impedance: (CCITT G.703, section 8.3.3)
12 dB or greater, from 860 to 1720 KHz
18 dB or greater, from 1720 to 34368 KHz
14 dB or greater, from 34368 to 51550 KHz
Framing Format E3
Per CCITT G.751
Input Only Input Signal +6.2dBmto -11.7dBm
Interfering Tone Recovers E3 signals with an interfering tone as per CCITT G.703, section
8.34
Input Jitter Tolerance Per G.703, which in turn references G.823, section 3.1.1
Output Only Output Level Per G.703, Table 8, with mark equal to 1 +/- 0.1 V (peak-to-peak)
Output Signal E3
Line Build Out Line build-out selectable for short cables

Jitter Generation

Within G.823, Table 1, standard

Network Interface (2) 75 0ohm BNC femae
Connectors jacks

RCV (IN) and XMT (out)

Network Jacks (2) BNC jacks

Receive and transmit signal monitoring, at or below 20dB output level.

Table 9—Serial Control Port Specification

Parameter Specification
Baud Rate 1200, 2400, 4800, 9600
Electrical Interface EIA-232D

Connector DCE EIA-561 module jack (8-pin)
DTE ElIA-561 module jack (8-pin)
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Table 11—HSSI Data Port Interface Specification

100

Table 10—Control port pin assignments

CCITT Pin Signal name DTE DCE
125 1 Ring Indicator (RI) Input Output
109 2 Rec Sign Det (DCD) Input Output
108.2 3 DTE Ready (DTR) Output Input
102 4 Signal GND — —

104 5 Received Data Input Output
103 6 Transmit Data Output Input
106 7 Clear To Send (CTS) Input Output
105 8 Request To Send (RTS) Output Input

Parameter Specification

Bit Rates T3: 1to 35 MHz (0.5 MHz increments), 44.210 MHz
E3: 1to 24.5 MHz (0.5 MHz increments), 34.100 MHz

Max Bit Rates T3: Gapped clock during M-frame overhead bits, at 44.210
Mbps +/- 20 ppm
E3: Gapped clock during FAS, A, N overhead hits, at 34.100
Mbps +/- 20 ppm

Connector HSSI

Electrical Interfaces HSS|

Interface Type DCE

Table 12—HSSI pin assignments

+Pin - Pin Circuit name Source
1 26 SG-Signa Ground —

2 27 RT-Receive Timing DCE

3 28 CA-DCE Available DCE

4 29 RD-Receive Data DCE

5 30 L C-Loopback circuit C DCE

6 31 ST-Send Timing DCE

7 32 SG-Signa Ground —
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Table 12—HSSI pin assignments (continued)

+Pin - Pin Circuit name Source
8 33 TA-DTE Available DTE
9 34 TT-Termina Timing DTE
10 35 LA-Loopback circuit A DTE
11 36 SD-Send Data DTE
12 37 LB-L oopback circuit B DTE
13 38 SG-Signa Ground —
14,15, 39,40,41,42, Reserved for future use. DTE
16,17, 43

18

19 44 SG-Signa Ground —
20,21, 45,46,47,48, Reserved for future use. DCE
22,23, 49

24

25 50 SG-Signa Ground —

Table 13—V.35 Data Port Interface Specification

Parameter

Specification

Bit Rates

1.0 MHz to 8.0 MHz (0.5 MHz increments)

Connector

25-pin D connector, adaptable to V.35 or EIA-530 (EIA-449

or X.21 with adapters)

Electrica Interfaces

V.35
EIA-530, per ANSI/EIA-530-1987
X.25: EIA-530 (V.11, X.27 compatible)

Interface Type

DCE

Table 14—DB25D connector pin assignments for EIA-530

Pin SESIITQT?SZr Circuit name Source
1 — Shield —

2 (a) 103/BA BA (A), Transmitted Data DTE

3 (a) 104/BB BB (A), Received Data A DCE

4 (a) 105/CA CA (A), Request To Send A (RTS) DTE

5 (a) 106/CB CB (A), Clear To Send A (CTS) DCE
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Table 14—DB25D connector pin assignments for EIA-530

Pin géslqurr;ng Circuit name Source
6 (a) 107/CC CC (A), DCE Ready (DSR) DCE
7 102/AB AB, Signal Ground —

8 (a) 109/CF CF (A), Received Line Signal Detector DCE
9 (b) 115/DD DD (B), Receiver Signal Element Timing DCE
10 (b) 109/CF CF (B), Received Line Signal Detector DCE
11 (b) 113/DA DA (B), Transmit Signal Element Timing DTE
12 (b) 114/DB DB (B), Transmit Signal Element Timing DCE
13 (b) 106/CB CB (B), Clear To Send DCE
14 (b) 103/BA BA (B), Transmitted Data DTE
15 (a) 114/DB DB (A), Transmit Signal Element Timing DCE
16 (b) 104/BB BB (B), Received Data DCE
17 (a) 115/DD DD (A), Receiver Signal Element Timing DCE
18 141/1LL LL, Local Loopback DTE
19 (b) 105/CA CA (B), Request To Send DTE
20 108.2/CD CD (A), DTE Ready DTE
21 140/RL RL, Remote Loopback DTE
22 (b) 107/CC CC (B), DCE Ready DCE
23 (b) 108.2/CD  CD (B), DTE Ready DTE
24 113/DA DA (A), Transmit Signal Element Timing DTE
25 142/TM TM, Test Mode DCE
Table 15—DB25D connector pin assignments for V.35

Pin CCITT Circuit name Source
1 — Protective GND —

2 (a) 103 Tx DataA DTE
3 (a) 104 Rx Data A DCE
4 105 RTS DTE
5 106 CTS DCE
6 107 DSR DCE
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Table 15—DB25D connector pin assignments for V.35

Pin CCITT Circuit name Source
7 102 Signal GND —

8 109 Rec Line Sig Det (DCD) DCE
9 (b) 115 Rx Timing B DCE
10 — No used —
11 (b) 113 External clock B DTE
12 (b) 114 Tx Timing B DCE
13 — Not used —
14 (b) 103 Tx DataB DTE
15 (a) 114 Tx Signa Timing A DCE
16 (b) 104 Rx DataB DCE
17 (a 115 Rx Signa Timing A DCE
18 141 LL, Local Loopback DTE
19 — Not used —
20 108.2 DTR DTE
21 140 RL, Remote Loopback DTE
22 — Not supported —
23 — Not used —
24 (a) 113 External Clk A DTE
25 142 TM, Test Mode DCE
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MIB Il (RFC 1213) support

The system group

Object Name & OID Access Values Description

sysDescr read-only  DisplayString A textual description of this entity: “KENTROX

13.6.1.2.1.1.1.0 SIZE (0...255) DataSMART T3/E3".

sysObjectID read-only  OBJECT The vendor’s authoritative identification of the network

13.6.1.2.1.1.2.0 IDENTIFIER  management subsystem contained in the entity. Thisvalueis
“.iso.org.dod.internet.private.enterprises.adcK entrox.ktxProd
ucts.3".

sysUpTime read-only  TimeTicks The time (in hundredths of a second) since the network

136.1.21.1.30 management portion of the system was last reinitialized. It
monotonically increases and tracks wall-clock time.

sysContact read-write  DisplayString  The textual identification of the contact person for this

136.1.21.1.4.0 SIZE (0...255)  managed node, together with information on how to contact
this person. This value can be “set”, but it is not retained in
the nonvolatile database.

sysName read-write  DisplayString  An administratively-assigned name for this managed node.

1.3.6.1.2.1.1.5.0 SIZE (0...255)  Setting thisvalueisthe same as using the SN command. This
value is stored in the nonvolatile memory.

sysLocation read-write  DisplayString  The physical location of thisnode (e.g., ‘telephone closet, 3rd

136.1.2.1.1.6.0 SIZE (0...255)  floor’). Thisvaluecan be“set”, but it is not retained in the
nonvolatile database.

sysServices read-only  INTEGER A value that indicates the set of servicesthat this entity

0..127 primarily offers. The valueisasum. Thissum initially takes

13.6.1.21.1.7.0

the value zero. Then, for each layer, L, in therange 1 through
7, that this node performs transactions for, 2 raised to (L - 1)
is added to the sum. For example, a node which performs
primarily routing functionswould have avaue of 4 (2°(3-1)).
In contrast, a node which is a host offering application
services would have avalue of 72 (27(4-1) + 2°(7-1)). Note
that in the context of the Internet suite of protocols, values
should be calculated accordingly:

layer functionality

1 physica (e.g., repeaters)

2 datalink/subnetwork (e.g., bridges)

3internet (e.g., |P gateways)

4 end-to-end (e.g., |P hosts)

7 applications (e.g., mail relays)

The IDSU vaueis 2.
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The interfaces group

Object Name & OID Access

Values

Description

ifNumber
1.3.6.1.2.1.2.1.0

read-only

INTEGER

The number of IP interfaces (regardless of their current
state) present on this system. The value for the IDSU
isl.

itTable not-
136.1.2.1.22 accessible

SEQUENCE OF
IfEntry

A list of interface entries. The number of entriesis given
by the value of ifNumber.

ifEntry not-
136121221 accessible

IfEntry

An interface entry containing objects at the subnetwork
layer and below for a particular interface. AnifEntry
includes the following objects:

iflndex

ifDescr

ifType

ifMtu

ifSpeed
ifPhysAddress
ifAdminSatus
ifOper Satus
ifLastChange
ifInOctets
ifinUcastPkts
ifiInNUcastPkts
ifinDiscards
ifInErrors
ifinUnknownProtos
ifOutOctets
ifOutUcastPkts
ifOutNUcastPkts
ifOutDiscards
ifOutErrors
ifOutQLen
ifSpecific

ifindex read-only

1.3.6.1.2.1.2.2.1.1.ifIn
dex

INTEGER

Theiflndex followsthe definition givenin RFC 1573: “A
unique value, greater than zero, for each interface.”. The
valuefor theIDSU is 1.

ifDescr

1.3.6.1.2.1.2.2.1.2.ifIn
dex

read-only

DisplayString
SIZE (0...255)

A textual string containing information about the
interface. The IDSU constant valueis“ dlip00”.

ifType read-only

1.3.6.1.2.1.2.2.1.3.ifIn
dex

INTEGER
dip(28)

The type of interface, distinguished according to the
physical/link protocol(s) immediately ‘below’ the
network layer in the protocol stack. The IDSU always
returns the value for SLIP (28).
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Object Name & OID Access Values Description

ifMtu read-only  INTEGER The size of the largest datagram which can be sent/

1.3.6.1.2.1.2.2.14ifIn 1008 received on the interface, specifieq i'n octets. For

dex interfaces that are used for transmitting network
datagrams, thisis the size of the largest network
datagram that can be sent on the interface. The constant
valuefor the IDSU is 1008.

ifSpeed read-only GAUGE The baud rate for the slip port: 9600, 4800, 2400,

1.36.1.2.1.2.2.15.fIn or 1200.

dex

ifPhysAddress read-only  PhysAddress The interface’s address at the protocol layer immediately

1.36.1.2.1.2.2.16.fln ‘below’ the network layer in the protocol stack. For

dex interfaces that do not have such an address (e.g., a serial
line), this object should contain an octet string of
zero length.

ifAdminStatus read-write INTEGER The desired state of the interface. The constant value for

13.6.1.212.2.1.7ifIn up(1), theIDSU is 1.

dex

ifOperStatus read-only  INTEGER The current operational state of the interface. The IDSU

1.3.6.1.2.1.2.2.18iflIn up(1) dwaysreturns avalue of 1.

dex

ifLastChange read-only  TimeTicks Thetime value associated with the last issue of ESLIP, or

1.3.6.1.2.1.2.2.1.9ifIn the |ast interface change.

dex

ifinOctets read-only  Counter The total number of octets the slip interface has received

1.3.6.1.2.1.2.2.1.10.ifl 8 packets.

ndex

ifinUcastPkts read-only  Counter The number packets received.

1.3.6.1.2.1.2.2.1.11.ifl

ndex

ifinNUcastPkts read-only ~ Counter The IDSU always returns avalue of 0.

1.3.6.1.2.1.2.2.1.12.ifl

ndex

ifinDiscards read-only ~ Counter The number of bad packets received.

1.3.6.1.2.1.2.2.1.13.ifl

ndex

ifinErrors read-only  Counter The IDSU always returns avalue of 0.

1.3.6.1.2.1.2.2.1.14.ifl

ndex

ifinUnknownProtos  read-only ~ Counter The IDSU aways returns a value of 0.

1.3.6.1.2.1.2.2.1.15.ifl
ndex
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Object Name & OID Access Values Description

ifOutOctets read-only  Counter The total number of octets counted in the outgoing

1.3.6.1.2.1.2.2.1.16.ifl slip packets.

ndex

ifOutUcastPkts read-only  Counter The total number of outgoing dlip packets.

1.3.6.1.2.1.2.2.1.17.ifl

ndex

ifOutNUcastPkts read-only  Counter The IDSU always returns avalue of 0.

1.3.6.1.2.1.2.2.1.18.ifl

ndex

ifOutDiscards read-only  Counter The IDSU always returns avalue of 0.

1.3.6.1.2.1.2.2.1.19.ifl

ndex

ifOutErrors read-only  Counter The IDSU always returns avalue of 0.

1.3.6.1.2.1.2.2.1.20.ifl

ndex

ifOutQLen read-only  Gauge The IDSU aways returns avalue of 0.

1.3.6.1.2.1.2.2.1.21.ifl

ndex

ifSpecific read-only ~ OBJECT IDENTIFIER Thisis 0.0 for the dlip interface.

1.3.6.1.2.1.2.2.1.22.ifl

ndex

The IP group

Object Name & OID Access Values Description

ipForwarding read-write INTEGER Theindication of whether this entity isacting asan IP

1361212410 forwarding(1), gateway in respect to the forwarding of datagrams received

not-forwarding(2) by, but not addressed to, this entity. This value is adways

not-forwarding(2). The value can be set to 1, but it hasno
effect because the IDSU does not forward |P datagrams.

ipDefaultTTL read-write  INTEGER The default value inserted into the Time-To-Live field of the

1.3.6.1.2.1.2.42.0 | P header o_f datagrams: originated at this entity, whenever a
TTL valueis not supplied by the transport layer protocol.

ipInReceives read-only  Counter The total number of input datagrams received from

13.6.1.2.1.2.43.0 interfaces, including those received in error.

ipInHdrErrors read-only  Counter The number of input datagrams discarded due to errorsin

13.6.1.2.1.2.44.0

their IP headers, including bad checksums, version number
mismatch, other format errors, time-to-live exceeded, errors
discovered in processing their |P options, etc.
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Object Name & OID Access Values Description

ipInAddrErrors read-only  Counter The number of input datagrams discarded because the IP

13.6.1.2.1.2.450 addressin their IP header’s destination field was not avalid
address to be received at this entity. This count includes
invalid addresses (e.g., 0.0.0.0) and addresses of unsupported
Classes (e.g., Class E). For entitieswhich are not |P
Gateways and therefore do not forward datagrams, this
counter includes datagrams discarded because the destination
address was not alocal address.

ipForwDatagrams read-only  Counter The number of input datagrams for which this entity was not

1.3.6.1.2.1.2.46.0 their final | P destination, as aresult of which an attempt was
made to find aroute to forward them to that final destination.
Thisvalueis adways zero. The IDSU does not forward
| P datagrams.

ipInUnknownProtos read-only  Counter The number of locally-addressed datagrams received

1361212470 successfully but discarded because of an unknown or
unsupported protocol.

ipInDiscards read-only  Counter The number of packets rejected because of |P address

1361212480 screening violations,

ipInDelivers read-only  Counter Thetotal number of input datagrams successfully delivered to

1.3.6.1.2.1.2.4.90 IP U%r'protocm S (l ncludi ng ICM P)

ipOutRequests read-only  Counter The total number of 1P datagrams which local P user-

13.6.1.2.1.2.4.10.0 protocols (including ICMP) supplied to IPin requests for
transmission. Note that this counter does not include any
datagrams counted in ipForwDatagrams.

ipOutDiscards read-only  Counter The number of output IP datagrams for which no problem

1.3.6.1.2.1.2.411.0 was encountered to prevent their transmission to their
destination, but which were discarded (e.g., for lack of buffer
space). Note that this counter would include datagrams
counted in ipForwDatagrams if any such packets met this
(discretionary) discard criterion.

ipOutNoRoutes read-only  Counter The number of 1P datagrams discarded because no route

13.6.1.21.2.412.0 could be found to transmit them to their destination. Note that
this counter includes any packets counted in
ipForwDatagrams that meet this ‘no-route’ criterion. Note
that thisincludes any datagrams that a host cannot route
because all its default gateways are down.

ipReasmTimeout read-only  INTEGER The maximum number of seconds which received fragments

136.1.2.1.2.413.0 are held while they are awaiting reassembly at this entity.

ipReasmReqds read-only  Counter The number of IP fragments received which needed to be

13612124140 reassembled at this entity.

ipReasmOKs read-only  Counter The number of |P datagrams successfully reassembled.

1.3.6.1.2.1.2.4.15.0
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Object Name & OID Access Values Description
ipReasmFails read-only  Counter The number of failures detected by the IP reassembly
136.1.2.1.2.4.16.0 algorithm (for whatever reason: timed out, errors, etc.). Note
that thisis not necessarily a count of discarded I P fragments
since some agorithms (notably the algorithm in RFC 815)
can lose track of the number of fragments by combining them
asthey are received.
ipFragOKs read-only  Counter The number of IP datagrams that have been successfully
136.1.21.2.417.0 fragmented at this entity.
ipFragFails read-only  Counter The number of IP datagrams that have been discarded
1.3.6.1.2.1.2.4.18.0 because they needed to be fragmented at this entity but could
not be, e.g., because their Don't Fragment flag was set.
ipFragCreates read-only  Counter The number of 1P datagram fragments that have been
13.6.1.2.1.2.4.19.0 generated as aresult of fragmentation at this entity.
ipAddrTable not- SEQUENCE OF Thetable of addressing information relevant to this entity’s
1.3.6.1.2.1.2.4.20 accessible  IpAddrEntry | P addresses.
ipAddrEntry not- IpAddrEntry The addressing information for one of this entity’s P
13.6.1.2.1.2.4.20.1 accessible addresses. An ipAddrEntry consists of the following objects:
ipAdENtAddr
ipAdENt! flndex
ipAdENntNetMask
ipAdEntBcastAddr
ipAdEntReasmMaxSize
ipAdEntAddr read-only  IpAddress The |P address to which this entry’s addressing
1.36.1.2.1.2.4.20.1. LipAd information pertains.
EntAddr
ipAdEntIfindex read-only  INTEGER The index value that uniquely identifies the interface to
1.3.6.1.2.1.2.4.20.1.2.ipAd which this entry is applicable. The interface identified by a
EntAddr particular value of thisindex isthe same interface as
identified by the same value of ifIndex.
ipAdEntNetMask read-only  IpAddress The subnet mask associated with the | P address of this entry.
EntAddr bits set to 1 and all the host bits set to 0.
ipAdEntBcastAddr read-only  INTEGER The value of the least-significant bit in the IP broadcast
1.3.6.1.2.1.2.4.20.1.4.ipAd addre;ss u%d_for sending datagrams_ on the (logical) interface
EntAddr associated with the | P address of this entry. For example,
when the Internet standard all-ones broadcast addressis used,
the value will be 1. This value applies to both the subnet and
network broadcasts addresses used by the entity on this
(logical) interface.
ipAdEntReasmMaxSize  read-only INTEGER The size of the largest | P datagram which this entity can re-
0...65535 assembl e from incoming IP fragmented datagrams received

1.3.6.1.2.1.2.4.20.1.5.ipAd
EntAddr

on thisinterface.
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The IP Routing table

Object Name & OID Access Values Description
ipRouteTable not- SEQUENCE OF Thisentity’s P Routing table.
136.1.2.1.24.21 accessible  IpRouteEntry
ipRouteEntry not- | pRouteEntry A route to a particular destination. An ipRouteEntry
13612124211 accessible consists of the following objects:
ipRouteDest
ipRoutel findex
ipRouteMetricl
ipRouteMetric2
ipRouteMetric3
ipRouteMetric4
ipRouteNextHop
ipRouteType
ipRouteProto
ipRouteAge
ipRouteMask
ipRouteMetric5
ipRoutel nfo
ipRouteDest read-write  |pAddress The destination |P address of thisroute. An entry with a
1.36.1.2.1.2.4.21.1.1ipRoute value of 0.0.0.0is considered a default route. Multiple
Dest routes to a single destination can appear in the table, but
access to such multiple entries is dependent on the table-
access mechanisms defined by the network management
protocol in use.
ipRoutelflndex read-write INTEGER The index value which uniquely identifies the local
1.36.1.2.1.2.4.21.1.2.ipRoute interface through which the next hop of thisroute should be
Dest reached. Theinterface identified by a particular value of
thisindex is the same interface as identified by the same
value of iflndex.
ipRouteMetricl read-write  INTEGER The primary routing metric for this route. The semantics of
1.3.6.1.2.1.2.4.21.1.3.ipRoute thismetric are determined by the routing-protocol specified
Dest in the route'sipRouteProto value. If thismetric is not used,
its value should be set to -1.
ipRouteMetric2 read-write  INTEGER An alternate routing metric for this route. The semantics of
1.36.1.2.1.2.4.21.1.4ipRoute thismetric are determined by the routing-protocol specified
Dest in the route'sipRouteProto value. If this metric is not used,
its value should be set to - 1.
ipRouteMetric3 read-write INTEGER An alternate routing metric for this route. The semantics of
1.36.1.2.1.2.4.21.15.ipRoute thismetric are determined by the routing-protocol specified
Dest in the route'sipRouteProto value. If this metric is not used,
its value should be set to - 1.
ipRouteMetric4 read-write  INTEGER An alternate routing metric for thisroute. The semantics of

1.3.6.1.2.1.2.4.21.1.6.ipRoute
Dest

thismetric are determined by the routing-protocol specified
in the route’'sipRouteProto value. If thismetric is not used,
its value should be set to -1.
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Object Name & OID Access Values Description
ipRouteNextHop read-write  |pAddress The IP address of the next hop of thisroute. (In the case of
1.36.1.2.1.2.4.21.1.7.ipRoute aroute bound to an interface which isrealized viaa
Dest broadcast media, the value of thisfield isthe agent’s IP
address on that interface.)
ipRouteType read-write INTEGER The type of route. Note that the values direct(3) and
1.36.1.2.1.2.4.21.1.8.ipRoute other(1), indirect(4) refer to the notion of direct and indirect routing
Dest invalid(2), in the IP architecture.
direct(3), Setting this object to the value invalid(2) has the effect of
indirect(4) invalidating the corresponding entry in the ipRouteTable
object. That is, it effectively disassociates the destination
identified with said entry from the route identified with said entry. It isan
implementation-specific matter as to whether or not the agent removes an
invalidated entry from the table. Accordingly, management stations must be
prepared to receive tabular information from agents that corresponds to entries
not currently in use. Proper interpretation of such entries requires examination
of the relevant ipRouteType object.
ipRouteProto read-only  INTEGER The routing mechanism viawhich this route was learned.
1.36.1.2.1.2.4.21.1.9.ipRoute other(1), Inclusion of values for gateway routing protocolsis not
Dest local(2), intended to imply that hosts should support those protocols.
netmgmt(3),
icmp(4),
egp(5),
99p(6),
hello(7),
rip(8),
is-is(9),
es-is(10),
ciscolgrp(11),
bbnSpflgp(12),
ospf(13),
bgp(14)
ipRouteAge read-write INTEGER The number of seconds since this route was last updated or
1.3.6.1.2.1.2.4.21.1.10.ipRout otherwise determined to be correct. Note that no semantics
eDest of ‘too old’ can be implied except through knowledge of
the routing protocol by which the route was learned.
ipRouteMask read-write  IpAddress Indicate the mask to be logical-ANDed with the destination
1.36.1.2.1.2.4.21.1.11.ipRout address before being compared to the value in the
eDest ipRouteDest field. For those systems that do not support

arbitrary subnet masks, an agent constructs the value of the

ipRouteMask by determining whether the value of the correspondent
ipRouteDest field belong to a class-A, B, or C network, and then using one of

mask network
255.0.0.0 class-A
255.255.0.0 class-B
255.255.255.0 class-C

If the value of the ipRouteDest is0.0.0.0 (a default route), then the mask value
isalso 0.0.0.0. It should be noted that all 1P routing subsystemsimplicitly use
this mechanism.
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Object Name & OID Access Values Description
ipRouteMetric5 read-write INTEGER An alternate routing metric for this route. The semantics of
1.3.6.1.2.1.2.4.21.1.12.ipRout thismetric are determined by the routing-protocol specified
eDest in the route’'sipRouteProto value. If thismetric is not used,
its value should be set to -1.
ipRoutelnfo read-only  OBJECT A reference to MIB definitions specific to the particular
1.36.1.2.1.2.4.21.1.13.ipRout IDENTIFIER routi ng protocol whichis requnsi plefor thisroute, as
eDest determined by the value specified in the route's
ipRouteProto value. If thisinformation is not present, its
value should be set to the OBJECT IDENTIFIER{ 00},
which isasyntactically valid object identifier, and any
conforming implementation of ASN.1 and BER must be
able to generate and recognize this value.
Additional IP objects
Table 16—Additional IP objects
Object Name & OID Access Values Description
ipRoutingDiscards read-only  Counter The number of routing entries which were chosen to be
13.6.1.2.1.2.4.23.0 d@ scard_ed even though they arevalid. One possible reason for
discarding such an entry could be to free-up buffer space for
other routing entries.
The ICMP group
Object Name & OID Access Values Description
icmpInMsgs read-only  Counter The total number of ICM P messages that the entity received.
136.1.2.1.251.0 Note that this counter includes all those counted
by icmplnErrors.
icmpInErrors read-only  Counter The number of ICMP messages that the entity received but
1361212520 determined as having | CM P-specific errors (bad ICMP
checksums, bad length, etc.).
icmpinDestUnreachs read-only  Counter The number of ICMP Destination Unreachable
1.36.1.2.1.25.3.0 messages received.
icmpIinTimeExcds read-only  Counter The number of ICMP Time Exceeded messages received.
1.3.6.1.2.1.254.0
icmplnParmProbs read-only  Counter The number of ICMP Parameter Problem messages received.
1.3.6.1.2.1.2550
icmpInSrcQuenchs read-only  Counter The number of ICMP Source Quench messages received.

13.6.1.2.1.25.6.0
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Object Name & OID Access Values Description

icmplnRedirects read-only  Counter The number of ICMP Redirect messages received.

1.36.1.2.1.25.7.0

icmpinEchos read-only  Counter The number of ICMP Echo (request) messages received.

1.3.6.1.2.1.25.8.0

icmpInEchoReps read-only  Counter The number of ICMP Echo Reply messages received.

1.3.6.1.2.1.25.9.0

icmpInTimestamps read-only  Counter The number of ICMP Timestamp (request)

1.3.6.1.2.1.2.5.10.0 messages received.

icmpInTimestampReps read-only  Counter The number of ICMP Timestamp Reply messages received.

1.3.6.1.2.1.25.11.0

icmplnAddrMasks read-only  Counter The number of ICMP Address Mask Request

1.3.6.1.2.1.2.5.12.0 messages received.

icmpIinAddrMaskReps read-only  Counter The number of ICMP Address Mask Reply

1.36.1.2.1.2.5.13.0 messages received.

icmpOutMsgs read-only  Counter The total number of ICMP messages that this entity

13.6.1.2.1.2.5.14.0 attempted tq send. Note that this counter includes all those
counted by icmpOutErrors.

icmpOutErrors read-only  Counter The number of ICMP messages which this entity did not send

1.3.6.1.2.1.2.5.15.0 dueto prob_l ems discovered Wi_thi nICMP such asalack of
buffers. This value should not include errors discovered
outside the ICMP layer such asthe inability of |P to route the
resultant datagram. |n some implementati ons there may be no
types of error which contribute to this counter’s value.

icmpOutDestUnreachs read-only  Counter The number of ICMP Destination Unreachable

1.36.1.2.1.2.5.16.0 messages sent.

icmpOutTimeExcds read-only  Counter The number of ICMP Time Exceeded messages sent.

1.3.6.1.2.1.25.17.0

icmpOutParmProbs read-only  Counter The number of ICMP Parameter Problem messages sent.

1.3.6.1.2.1.25.18.0

icmpOutSrcQuenchs read-only  Counter The number of ICMP Source Quench messages sent.

1.3.6.1.2.1.25.19.0

icmpOutRedirects read-only  Counter The number of ICMP Redirect messages sent. This object

1.3.6.1.2.1.2.5.20.0 will always be zero.

icmpOutEchos read-only  Counter The number of ICMP Echo (request) messages sent.

1.36.1.2.1.25.21.0

icmpOutEchoReps read-only  Counter The number of ICMP Echo Reply messages sent.

1.3.6.1.2.1.25.22.0
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Object Name & OID Access Values Description

icmpOutTimestamps read-only  Counter The number of ICMP Timestamp (request) messages sent.

1.3.6.1.2.1.25.23.0

icmpOutTimestampReps read-only  Counter The number of ICMP Timestamp Reply messages sent.

1.3.6.1.2.1.25.24.0

icmpOutAddrMasks read-only  Counter The number of ICMP Address Mask Request messages sent.

1.3.6.1.2.1.25.25.0

icmpOutAddrMaskReps read-only  Counter The number of ICMP Address Mask Reply messages sent.

1.3.6.1.2.1.25.26.0

The TCP group

Object Name & OID Access Values Description

tcpRtoAlgorithm read-only  INTEGER The algorithm used to determine the timeout value used for

1361212610 other(1) retransmitting unacknowledged octets. The IDSU aways
returns avalue of 1 (other).

tcpRtoMin read-only  INTEGER The minimum value permitted by a TCP implementation for

1.36.1.2.1.2.6.2.0 0 the retransmission timeout, measured in milliseconds. The
IDSU always returns avalue of 0.

tcpRtoMax read-only  INTEGER The maximum value permitted by a TCP implementation for

1.3.6.1.2.1.2.6.3.0 0 the retransmission timeout, measured in milliseconds.The
IDSU always returns a value of 0.

tcpMaxConn read-only  INTEGER The limit on the total number of TCP connections the entity

1.3.6.1.2.1.2.64.0 16 can support. The IDSU always returns avalue of 16.

tcpActiveOpens read-only  Counter The number of times TCP connections have made a direct

1.36.1.2.1.2.6.5.0 transition to the SYN-SENT state from the CLOSED state.

tcpPassiveOpens read-only  Counter The number of times TCP connections have made a direct

tcpAttemptFails read-only  Counter The number of times TCP connections have made a direct

136.1.21.2.6.7.0 transition to the CLOSED state from either the SYN-SENT
state or the SYN-RCVD state, plus the number of times TCP
connections have made a direct transition to the LISTEN
state from the SYN-RCVD state.

tcpEstabResets read-only  Counter The number of times TCP connections have made a direct

1.3.6.1.2.1.2.6.8.0 transition to the CLOSED state from either the
ESTABLISHED state or the CLOSE-WAIT state.

tcpCurrEstab read-only  GAUGE The number of TCP connectionsfor which the current stateis

136.1.2.1.2.6.9.0 either ESTABLISHED or CLOSE-WAIT.
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Object Name & OID Access Values Description
tcpInSegs read-only  Counter The total number of segments received, including those
13.6.1.2.1.2.6.10.0 received in error. This count includes segments received on
currently established connections.
tcpOutSegs read-only  Counter Thetotal number of segments sent, including those on current
1.3.6.1.2.1.2.6.11.0 connections but excluding those containing only
retransmitted octets.
tcpRetransSegs read-only  Counter The total number of segments retransmitted—that is, the
13.6.1.2.1.2.6.12.0 number of TCP segments transmitted containing one or more
previously transmitted octets.
The TCP connection table
Object Name & OID Access Values Description
tcpConnTable not- SEQUENCE OF A table containing TCP connection-specific information.
1.36.1.2.1.26.13 accessible  TepConnEntry
tcpConnEntry not- TepConnEntry Information about a particular current TCP connection. An
136.1.21.26.13.1 accessible object of thistypeistransient, in that it ceases to exist
when (or soon after) the connection makes the transition to
the CLOSED state. A tcpConnEntry consists of the
following objects:
tcpConnSate
tcpConnLocal Address
tcpConnLocal Port
tcpConnRemAddress
tcpConnRemPort
tcpConnState read-write  INTEGER The state of this TCP connection. The only value which
1.36.1.2.1.2.6.13.1.1.tcpCon closed(1), may be set by a management station is deleteTCB(12).
nL ocatAddress.tcpConnLocal listen(2), Accordingly, it is appropriate for an agent to return a
Port.tcpConnRemAddress.tcp synSent(3), badValue response if a management station attempts to set
ConnRemPort synReceived(4),  thisobject to any other value. If amanagement station sets
established(5), this object to the value deleteTCB(12), then this has the
finWait1(6), effect of deleting the TCB (as defined in RFC 793) of the
finWait2(7), corresponding connection on the managed node, resulting
closeWait(8), in immediate termination of the connection. Asan
lastAck(9), implementation-specific option, an RST segment may be
closing(10), sent from the managed node to the other TCP endpoint
timeWait(11), (note however that RST segments are not sent reliably).
deleteTCB(12)
tcpConnLocalAddress read-only  IpAddress Thelocal IP addressfor this TCP connection. In the case of
1.36.1.2.1.2.6.13.1.2.tcpCon aconnection in the listen state which iswilling to accept
nLocatAddresss.tcpConnLoc connections for any | P interface associated with the node,
alPort.tcpConnRemAddress.t the value 0.0.0.0 is used.
cpConnRemPort
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Object Name & OID Access Values Description

tcpConnlLocalPort read-only  INTEGER The local port number for this TCP connection. The IDSU

1.3.6.1.2.1.2.6.13.1.3.tcpCon 0..65535 returns the value of 23.

nLocatAddresss.tcpConnLoc

alPort.tcpConnRemAddress.t

cpConnRemPort

tcpConnRemAddress read-only  IpAddress The remote I P address for this TCP connection.

1.3.6.1.2.1.2.6.13.1.4.tcpCon

nLocatAddresss.tcpConnLoc

alPort.tcpConnRemAddress.t

cpConnRemPort

tcpConnRemPort read-only  INTEGER The remote port number for this TCP connection.

1.3.6.1.2.1.2.6.13.1.5.tcpCon 0..65535

nLocatAddresss.tcpConnLoc

alPort.tcpConnRemAddress.t

cpConnRemPort

Additional TCP objects

Object Name & OID Access Values Description

tcpInErrs read-only  Counter The total number of segmentsreceived in error (e.g., bad

1.36.1.2.1.2.6.14.0 TCP checksums).

tcpOutRsts read-only  Counter The number of TCP segments sent containing the RST flag.

1.3.6.1.2.1.2.6.15.0

The UDP group

Object Name & OID Access Values Description

udpinDatagrams read-only  Counter The total number of UDP datagrams delivered to UDP users.

1361212710

udpNoPorts read-only  Counter Thetotal number of received UDP datagrams for which there

13.6.1.2.1.2.7.2.0 was no application at the destination port.

udpInErrors read-only  Counter The number of received UDP datagrams that could not be

13.6.1.2.1.2.7.3.0 delivergd fqr reasons other than the lack of an application at
the destination port.

udpOutDatagrams read-only  Counter The total number of UDP datagrams sent from this entity.

1.36.1.2.1.2.74.0
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The UDP listener table

Object Name & OID Access Values Description
udpTable not- SEQUENCE OF A table containing UDP listener information.
136121275 accessible  udpEntry
udpEntry not- udpEntry Information about a particular current UDP listener. A
1361212751 accessible udpEntry consists of the following objects:
udpLocal Address
udpLocal Port
udpLocalAddress read-only  IpAddress Thelocal |P address for this UDP listener. In the case of a
1.36.1.2.1.2.7.5.1.1.udpLoca UDP listener which iswilling to accept datagrams for any
| Address.udpL ocal Port I P interface associated with the node, the value 0.0.0.0
isused.
udpLocalPort read-only  INTEGER The local port number for this UDP listener.
1.3.6.1.2.1.2.7.5.1.2.udpLoca 0...65535
|Address.udpL ocal Port
The SNMP group
Object Name & OID Access Values Description
snmplinPkts read-only  Counter The total number of Messages delivered to the SNMP entity
136.12.1.2.11.1.0 from the transport service.
snmpOutPkts read-only  Counter The total number of SNMP Messages which were passed
136.1.2.1.2.11.2.0 from the SNMP protocol entity to the transport service.
snmpinBadVersions read-only  Counter The total number of SNMP Messages which were delivered
136.1.2.1.2.11.3.0 tothe SNMP protocol entity and were for an unsupported
SNMP version.
snmpinBadCommunity read-only  Counter The total number of SNMP Messages delivered to the SNMP
Names protocol entity which used a SNMP community name not
known to said entity.
136.1.21.2.11.4.0
snmpinBadCommunityUses read-only  Counter The total number of SNMP Messages delivered to the SNMP
136.1.2.1.2.11.5.0 protocol entity which represented an SNMP operation which
was not allowed by the SNMP community named in
the Message.
snmpInASNParseErrs read-only  Counter Thetotal number of ASN.1 or BER errors encountered by the
1.3.6.1.2.1.2.11.6.0 SNMP protocol entity when decoding received
SNMP Messages.
snmpinTooBigs read-only  Counter The total number of SNMP PDUs which were delivered to

1.3.6.1.21.2.11.8.0

the SNMP protocol entity and for which the value of the
error-status field is tooBig.
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snmpinNoSuchNames read-only  Counter The total number of SNMP PDUs which were delivered to
136.1.2.1.2.11.9.0 the SNMP protocol entity and for which the value of the
error-status field is noSuchName.
snmpinBadValues read-only  Counter The total number of SNMP PDUs which were delivered to
1.3.6.1.2.1.2.11.10.0 the SNMP protocol entity and for which the value of the
error-status field is badvalue.
snmpIinReadOnlys read-only  Counter Thetotal number of valid SNMP PDUs that were delivered to
1.3.6.1.2.1.2.11.11.0 the SNMP protocol entity and for which the value of the
error-status field is readOnly. It should be noted that it isa
protocol error to generate an SNMP PDU which contains the
value readOnly in the error-status field, as such this object is
provided as a means of detecting incorrect implementations
of the SNMP.
snmpinGenErrs read-only  Counter The total number of SNMP PDUs which were delivered to
136.1.2.1.2.11.12.0 the SNMP protocol entity and for which the value of the
error-status field is genErr.
snmpinTotalReqVars read-only  Counter The total number of MIB objects which have been retrieved
1.3.6.1.2.1.2.11.13.0 successfully by the SNMP protocol entity as the result of
receiving valid SNMP Get-Request and Get-Next PDUs.
snmplinTotalSetVars read-only  Counter The total number of MIB objects which have been altered
13.6.1.2.1.2.11.14.0 successfully by the SNMP protocol entity as the result of
receiving valid SNMP Set-Request PDUs.
snmpinGetRequests read-only  Counter The total number of SNMP Get-Request PDUs which have
1.3.6.1.2.1.2.11.15.0 been accepted and processed by the SNMP protocol entity.
snmpinGetNexts read-only  Counter Thetotal number of SNMP Get-Next PDUs which have been
1.3.6.1.2.1.2.11.16.0 accepted and processed by the SNMP protocol entity.
snmplinSetRequests read-only  Counter The total number of SNMP Set-Request PDUs which have
13.6.1.2.1.2.11.17.0 been accepted and processed by the SNMP protocol entity.
snmpIinGetResponses read-only  Counter The total number of SNMP Get-Response PDUs which have
1.3.6.1.2.1.2.11.18.0 been accepted and processed by the SNMP protocol entity.
snmplinTraps read-only  Counter The total number of SNMP Trap PDUs which have been
1.3.6.1.2.1.2.11.19.0 accepted and processed by the SNMP protocol entity.
snmpOutTooBigs read-only  Counter The total number of SNMP PDUs which were generated by
1.3.6.1.2.1.2.11.20.0 the SNMP protocol entity and for which the value of the
error-status field is tooBig.
snmpOutNoSuchNames read-only  Counter The total number of SNMP PDUs which were generated by
1.3.6.1.2.1.2.11.21.0 the SNMP protocol entity and for which the value of the
error-status is noSuchName.
snmpOutBadValues read-only  Counter The total number of SNMP PDUs which were generated by

13.6.1.2.1.2.11.22.0

the SNMP protocol entity and for which the value of the
error-status field is badvalue.
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snmpOutGenErrs read-only  Counter The total number of SNMP PDUs which were generated by
136.1.2.1.2.11.24.0 the SNMP protocol entity and for which the value of the
error-status field is genErr.
snmpOutGetRequests read-only  Counter The total number of SNMP Get-Request PDUs which have
1.3.6.1.2.1.2.11.25.0 been generated by the SNMP protocol entity.
snmpOutGetNexts read-only  Counter Thetotal number of SNMP Get-Next PDUs which have been
1.3.6.1.2.1.2.11.26.0 generated by the SNMP protocol entity.
snmpOutSetRequests read-only  Counter The total number of SNMP Set-Request PDUs which have
1.3.6.1.2.1.2.11.27.0 been generated by the SNMP protocol entity.
snmpOutGetResponses read-only  Counter The total number of SNMP Get-Response PDUs which have
1.3.6.1.2.1.2.11.28.0 been generated by the SNMP protocol entity.
snmpOutTraps read-only  Counter The total number of SNMP Trap PDUs which have been
1.3.6.1.2.1.2.11.29.0 generated by the SNMP protocol entity.
snmpEnableAuthenTraps read-write INTEGER Indicates whether the SNMP agent process is permitted to
1.3.6.1.2.1.2.11.30.0 enabled(1), generate authentication-failure traps. The value of this object
disabled(2) overrides any configuration information; as such, it provides

ameans whereby all authentication-failure traps may be
disabled. Notethat it is strongly recommended that this object
be stored in nonvolatile memory so that it remains constant
between re-initializations of the network

management system.
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DS3/E3 MIB (RFC 1407) support

DS3 config table

Object Name & OID Access Values Description
dsx3ConfigTable not- SEQUENCE OF The DS3/E3 Configuration table.
1.3.6.1.2.1.10.30.5 accessible  Dsx3ConfigEntry
dsx3ConfigEntry not- Dsx3ConfigEntry An entry in the DS3/E3 Configuration table which
1.3.6.1.2.1.10.30.5.1 accessible consists of the following objects:
dsx3Linelndex
dsx3lflndex
dsx3TimeElapsed
dsx3Validintervals
dsx3LineType
dsx3LineCoding
dsx3SendCode
dsx3Circuitldentifier
dsx3LoopbackConfig
dsx3LineStatus
dsx3TransmitClockSource
dsx3Linelndex read-only  INTEGER Thisobject istheidentifier of a DS3/E3 Interface on
1.3.6.1.2.1.10.30.5.1.1.dsx 1...65535 amanaged device. If thereisan ifEntry that is
3Linel ndex directly associated with this and only this DS3/E3
interface, it should have the same value as iflndex.
Otherwise, number the dsx3Linel ndices with a
unique identifier following the rules of choosing a
number that is greater than ifNumber and numbering
theinside interfaces (e.g., equipment side) with even
numbers and outside interfaces (e.g, network side)
with odd numbers.
dsx3Iflndex read-only  INTEGER The value for this object is equal to the value of
1.3.6.1.2.1.10.30.5.1.2.dsx 1...65535 ifindex from the Interfaces table of MIB 11
3Linel ndex (RFC 1213). For the IDSU, the valueis 1.
dsx3TimeElapsed read-only  INTEGER The number of seconds that have elapsed since the
1.3.6.1.2.1.10.30.5.1.3.dsx 0...899 beginning of the near end current error-
3Linel ndex measurement period. The value increases
monotonically with system time to 900 and
then resets.
dsx3Vaidintervals read-only  INTEGER The number of previous near end intervalsfor which
1.3.6.1.2.1.10.30.5.1.4.dsx 0...96 valid datawas collected. The value will be 96 unless
3Linel ndex the interface was brought online within the last

24 hours, in which case the value will be the number
of complete 15-minute near end intervals since the
interface has been online.
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Object Name & OID Access Values Description
dsx3LineType read-write INTEGER This variable indicates the variety of DS3 C-bit or
1.3.6.1.2.1.10.30.5.1.5.dsx dsx3other (1), E3 application implementing thisinterface. Thetype
3Linel ndex dsx3M23(2), of interface affects the interpretation of the usage
dsx3SYNTRAN(3), and error statistics. Therate of DS3 is44.736 Mbps
dsx3ChitParity(4), and E3is 34.368 Mbps. The dsx3Clear Channel
dsx3Clear Channel (5), value means that the C-bits are not used except for
e3other (6), sending/receiving AlS.
e3Framed(7), Setting these values results as follows:
e3Plcp(8) Set: Result:
dsx30ther Generates an error (GenError)
dsx3M23 Sets T3 M13.
dsx3SYNTRAN Generates an error (GenError)
dsx3ChitParity Sets T3 C-bit.
dsx3Clear Channel Generates an error (GenError)
e3Framed Generates an error (GenError)
e3PlcpSets E3
Get will report dsx3M32, dsx3ChitParity, or e3PIcp
for T3 M13 mode, T3 C-bit Parity Mode, or E3
Mode, respectively.
dsx3LineCoding read-write INTEGER This variable describes the variety of Zero Code
1.3.6.1.2.1.10.30.5.1.6.dsx dsx30ther(1), Suppression used on thisinterface, whichin turn
3L inelndex dsx3B3252), affects anumber of its characteristics.
e3HDB3(3) Setting these values results as follows:
Set: Result:
dsx30ther Generates an error (GenError)
dsx3B3ZS Sets T3; generates an error
for E3.
e3HDB3 Sets E3; generates an error
for T3.
Get will report dsx3B3ZSfor T3 modes, e3HDB3 for
E3 mode.
dsx3SendCode read-write  INTEGER This variable indicates what type of code isbeing
1.3.6.1.2.1.10.30.5.1.7.dsx dsx3SendNoCode(1), sent across the DS3/E3 interface by the device.
3Linelndex dsx3SendLineCode(2), (These are optional for E3 interfaces.)
dsx3SendPayloadCode(3), The values mean:
dsx3SendResetCode(4), dsx3SendNoCode resets any |oopbacks
dsx3SendDS1LoopCode(S), dsx3SendLineCode sets remote line
dsx3SendTestPattern(6) loopback
dsx3SendPayl oadCode sets remote payload
loopback
dsx3SendResetCode resets any loopbacks
dsx3SendDS1LoopCode generates an error
dsx3SendTestPattern generates an error
Get normally reports dsx3SendNoCaode.
dsx3Circuitl dentifier read-write  DisplayString This variable contains the transmission vendor’s
1.3.6.1.2.1.10.30.5.1.8.dsx SIZE 0...255 circuit identifier, for the purpose of facilitating
3Linel ndex troubleshooting. Up to 20 characters. Value can be

set, but is not saved in nonvolatile database.
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Object Name & OID Access Values Description

dsx3L oopbackConfig read-write  INTEGER This variable represents the loopback configuration

1.3.6.1.2.1.10.30.5.1.9.dsx dsx3NoLoop(1), of the DS3/E3 interface. The values mean:

3Linel ndex dsx3PayloadLoop(2), dsx3NoLoop resets any loopbacks
dsx3Linel.oop(3), dsx3PayloadLoop sets local payload loopback
dsx30therL.oop(4) dsx3LineLoop setslocal line loopback

dsx30therLoop generates an error

dsx3LineStatus read-only  INTEGER This variable indicates the Line Status of the

1.3.6.1.2.1.10.30.5.1.10.ds 1..1023 interface. It contains loopback state information and

x3Linelndex failure stateinformation. The dsx3LineStatusis abit

map represented as a sum, therefore, it can represent

multiple failures and aloopback (see dsx3LoopbackConfig object for the type of
loopback) simultaneously. The dsx3NoAlarm should be set if and only if no other
flag is set. The various bit positions are;

1 dsx3NoAlarm No alarm present

2 dsx3RcvRAl Failure Receiving Yellow/Remote Alarm Indication

4 dsx3XmitRAI Alarm Transmitting Yellow/Remote Alarm Indication

8 dsx3RcvAIS Receiving Al Sfailure state

32 dsx3LOF Receiving LOF failure state

64dsx3LOS Receiving LOS failure state

128 dsx3LoopbackState L ooping the received signal

dsx3RevTestCode and dsx30ther Failure are not returned.

dsx3TransmitClock Source read-write INTEGER The source of Transmit Clock.
1.3.6.1.2.1.10.30.5.1.11.dsx loopTiming(1),

3Linel ndex local Timing(2)

DS3 current table

Object Name & OID Access Values Description

dsx3CurrentTable not- SEQUENCE OF The DS3/E3 Current table.

1.3.6.1.2.1.10.30.6 accessible  Dsx3CurrentEntry

dsx3CurrentEntry not- Dsx3CurrentEntry  An entry in the DS3/E3 Current table which consists of the
1.3.6.1.2.1.10.30.6.1 accessible following objects:

dsx3Currentindex
dsx3CurrentPESs
dsx3CurrentPSESs
dsx3CurrentSEFs
dsx3CurrentUASs
dsx3CurrentLCVs
dsx3CurrentPCVs
dsx3CurrentLESs
dsx3CurrentCCVs
dsx3CurrentCESs
dsx3CurrentCSESs
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Object Name & OID Access Values Description
dsx3Currentindex read-only  INTEGER The index value which uniquely identifies the DS3/E3
1.3.6.1.2.1.10.30.6.1.1.dsx3C 1...65535 interface to which this entry is applicable. The interface
urrentl ndex identified by aparticular value of thisindex is the same
interface as identified by the same value an dsx3Linel ndex
object instance.
dsx3CurrentPESs read-only  GAUGE The counter associated with the number of P-bit Errored
1.3.6.1.2.1.10.30.6.1.2.dsx3C Seconds, encountered by a DS3 interface in the current
urrentl ndex 15-minute interval. The counter isincremented during AIS
and OOF.
The object is not valid in E3 mode.
dsx3CurrentPSESs read-only  GAUGE The counter associated with the number of P-bit Severely
1.3.6.1.2.1.10.30.6.1.3.dsx3C Errored Seconds, encountered by a DS3 interface in the
urrentl ndex current 15-minute interval.The counter is incremented
during AlS and OOF.
The object is not valid in E3 mode.
dsx3CurrentSEFSs read-only  GAUGE The counter associated with the number of Severely
1.3.6.1.2.1.10.30.6.1.4.dsx3C Errored Framing Seconds, encountered by a DS3/E3
urrentlndex interface in the current 15-minute interval. The counter is
incremented during OOF conditions.
dsx3CurrentUASs read-only  GAUGE The counter associated with the number of Unavailable
1.3.6.1.2.1.10.30.6.1.5.dsx3C Seconds, encountered by a DS3 interface in the current
urrentl ndex 15-minute interval. The counter is incremented during
OOF, AIS, and Yellow alarms.
dsx3CurrentLCV's read-only  GAUGE The counter associated with the number of Line Coding
1.3.6.1.2.1.10.30.6.1.6.dsx3C Violations encountered by a DS3/E3 interface in the
urrentl ndex current 15-minute interval.
dsx3CurrentPCV's read-only  GAUGE The counter associated with the number of P-bit Coding
1.3.6.1.2.1.10.30.6.1.7.dsx3C Violations, encountered by a DS3 interface in the current
urrentl ndex 15-minute interval.
Not valid in E3 mode.
dsx3CurrentLESs read-only  GAUGE The number of Line Errored Seconds encountered by a
1.3.6.1.2.1.10.30.6.1.8.dsx3C DS3/E3 interface in the current 15-minute interval.
urrentl ndex
dsx3CurrentCCV's read-only GAUGE The number of C-bit Coding Violations encountered by a
1.3.6.1.2.1.10.30.6.1.9.dsx3C DS3 interface in the current 15-minute interval.
urrentlndex
dsx3CurrentCESs read-only  GAUGE The number of C-bit Errored Seconds encountered by a
1.3.6.1.2.1.10.30.6.1.10.dsx3 DS3 interface in the current 15-minute interval.
Currentindex Not valid in T3 M13 or E3 mode.
dsx3CurrentCSESs read-only  GAUGE The number of C-bit Severely Errored Seconds
1.3.6.1.2.1.10.30.6.1.11.dsx3 encountered by a DS3 interface in the current

Currentlndex

15-minute interval.
Not valid in T3 M13 or E3 mode.
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DS3/E3 interval table

Object Name & OID Access Values Description
dsx3lInterval Table not- SEQUENCE OF The DS3/ES Interval table.
1.3.6.1.2.1.10.30.7 accessible  Dsx3Interval Table
Entry
dsx3lInterval TableEntry not- Dsx3Interval Table An entry inthe DS3/E3 Interval table which consists of the
1.3.6.1.2.1.10.30.7.1 accessible  Entry following objects:
dsx3Intervallndex
dsx3Interval Number
dsx3Interval PESs
dsx3Interval PSESs
dsx3Interval SEFSs
dsx3IntervalUASs
dsx3IntervalLCVs
dsx3IntervalPCVs
dsx3IntervalLESs
dsx3Interval CCVs
dsx3Interval CESs
dsx3Interval CSESs
dsx3Interval I ndex read-only  INTEGER The index value which uniquely identifies the DS3/E3
1.3.6.1.2.1.10.30.7.1.1.dsx3In 1...65535 interface to which this entry is applicable. The interface
tervallndex identified by a particular value of thisindex is the same
interface as identified by the same value an dsx3Linelndex
object instance.
dsx3lInterval Number read-only  INTEGER A number between 1 and 96, where 1 isthe most recently
1.3.6.1.2.1.10.30.7.1.2.dsx3In 1...96 completed 15-minute interval and 96 isthe least recently
tervallndex completed 15-minute interval (assuming that all
96 intervals are valid).
dsx3lInterval PESs read-only  GAUGE The counter associated with the number of P-bit Errored
1.3.6.1.2.1.10.30.7.1.3.dsx3In Seconds, encountered by a DS3 interface in one of the
tervallndex previous 96 15-minute intervals.
Not valid in E3 mode.
dsx3Interval PSESs read-only  GAUGE The counter associated with the number of P-bit Severely
1.3.6.1.2.1.10.30.7.1.4.dsx3In Errored Seconds, encountered by a DS3 interface in one of
tervallndex the previous 96 15-minute intervals.
Not valid in E3 mode.
dsx3lInterval SEFSs read-only  GAUGE The counter associated with the number of Severely
1.3.6.1.2.1.10.30.7.1.5.dsx3In Errored Framing Seconds, encountered by a DS3/E3
tervalIndex interface in one of the previous 96 15-minute intervals.
dsx3Interval UASs read-only  GAUGE The counter associated with the number of Unavailable
1.3.6.1.2.1.10.30.7.1.6.dsx3In Seconds, encountered by a DS3 interface in one of the
tervalIndex previous 96 15-minute intervals.
dsx3IntervalLCVs read-only  GAUGE The counter associated with the number of Line Coding

1.3.6.1.2.1.10.30.7.1.7.dsx3In
tervalIndex

Violations encountered by a DS3/ES3 interface in one of the
previous 96 15-minute intervals.
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dsx3IntervalPCV's read-only  GAUGE The counter associated with the number of P-bit Coding
1.3.6.1.2.1.10.30.7.1.8.dsx3In Violations, encountered by a DS3 interface in one of the
tervallndex previous 96 15-minute intervals.
Not valid in E3 mode.
dsx3lIntervalLESs read-only  GAUGE The number of Line Errored Seconds (BPVsor illegal zero
1.3.6.1.2.1.10.30.7.1.9.dsx3In sequences) encountered by aDS3/E3 interface in one of the
tervallndex previous 96 15-minute intervals.
dsx3Interva CCVs read-only  GAUGE The number of C-bit Coding Violations encountered by a
1.3.6.1.2.1.10.30.7.1.10.dsx3l DS3interface in one of the previous 96
nterval Index 15-minute intervals.
Not valid in E3 mode.
dsx3Interval CESs read-only  GAUGE The number of C-bit Errored Seconds encountered by a
1.3.6.1.2.1.10.30.7.1.11.dsx3l DS3interface in one of the previous 96
ntervall ndex 15-minute intervals.
Not valid in T3 M13 or E3 mode.
dsx3Interval CSESs read-only  GAUGE The number of C-bit Severely Errored Seconds
1.3.6.1.2.1.10.30.7.1.12.dsx3l encountered by a DS3 interface in one of the previous 96
nterval | ndex 15-minute intervals.
Not valid in T3 M13 or E3 mode.
DS3/E3 total table
Object Name & OID Access Values Description
dsx3Total Table not- SEQUENCE OF The DS3/ES3 Total table. 24-hour interval.
1.3.6.1.2.1.10.30.8 accessible  Dsx3Total Entry
dsx3Tota Entry not- Dsx3TotalEntry ~ Anentry in the DS3/E3 Total table which consists of the
1.3.6.1.2.1.10.30.8.1 accessible following objects:
dsx3Total Index
dsx3Total PESs
dsx3Total PSESs
dsx3Total SEFSs
dsx3Total UASs
dsx3TotalLCVs
dsx3Total PCVs
dsx3Total LESs
dsx3Total CCVs
dsx3Total CESs
dsx3Total CSESs
dsx3Totallndex read-only  INTEGER The index value which uniquely identifies the DS3/E3
1.3.6.1.2.1.10.30.8.1.1.dsx3T 1...65535 interface to which this entry is applicable. The interface
otallndex identified by a particular value of thisindex is the same

interface as identified by the same value an dsx3Linelndex
object instance.
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dsx3Total PESs read-only  GAUGE The counter associated with the number of P-bit Errored
1.3.6.1.2.1.10.30.8.1.2.dsx3T Seconds, encountered by a DS3 interfacein the previous
otallndex 24-hour interval.

Not valid in E3 mode.
dsx3Total PSESs read-only  GAUGE The counter associated with the number of P-bit Severely
1.3.6.1.2.1.10.30.8.1.3.dsx3T Errored Seconds, encountered by a DS3 interface in the
otalIndex previous 24-hour interval.

This object is not valid in E3 mode.
dsx3Total SEFSs read-only  GAUGE The counter associated with the number of Severely
1.3.6.1.2.1.10.30.8.1.4.dsx3T Errored Framing Seconds, encountered by a DS3/E3
otalIndex interface in the previous 24-hour interval.
dsx3Total UASs read-only  GAUGE The counter associated with the number of Unavailable
1.3.6.1.2.1.10.30.8.1.5.dsx3T Seconds, encountered by a DS3 interfacein the previous
otallndex 24-hour interval.
dsx3TotalLCVs read-only  GAUGE The counter associated with the number of Line Coding
1.3.6.1.2.1.10.30.8.1.6.dsx3T Violations encountered by a DS3/E3 interface in the
otallndex previous 24-hour interval.
dsx3Tota PCV's read-only  GAUGE The counter associated with the number of P-bit Coding
1.3.6.1.2.1.10.30.8.1.7.dsx3T Violations, encountered by a DS3 interface in the previous
otal | ndex 24-hour interval.

Not valid in E3 mode.
dsx3TotalLESs read-only  GAUGE The number of Line Errored Seconds (BPVsor illegal zero
1.3.6.1.2.1.10.30.8.1.8.dsx3T sequences) encountered by a DS3/E3 interface in the
otalIndex previous 24-hour interval.
dsx3Total CCV's read-only  GAUGE The number of C-bit Coding Violations encountered by a
1.3.6.1.2.1.10.30.8.1.9.dsx3T DS3 interface in the previous 24-hour interval.
otalIndex Not validin T3 M13 or E3 mode.
dsx3Total CESs read-only  GAUGE The number of C-bit Errored Seconds encountered by a
1.3.6.1.2.1.10.30.8.1.10.dsx3 DS3 interface in the previous 24-hour interval.
Total Index Not valid in T3 M13 or E3 mode.
dsx3Total CSESs read-only  GAUGE The number of C-bit Severely Errored Seconds
1.3.6.1.2.1.10.30.8.1.11.dsx3 encountered by a DS3 interface in the previous
TotalIndex 24-hour interval.

Not valid in T3 M13 or E3 mode.

DS3 far-end config table

Thistable is not supported by the IDSU.
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DS3 far-end current table

Thistableisonly valid in T3 C-Bit Parity mode.

Object Name & OID Access Values Description
dsx3FarEndCurrentTable not- SEQUENCE OF The DS3 Far End Current table.
1.3.6.1.2.1.10.30.10 accessible  Dsx3FarEndCurre
ntTable
dsx3FarEndCurrentEntry not- Dsx3FarEndCurre Anentry in the DS3 Far End Current table which consists
1.3.6.1.2.1.10.30.10.1 accessible ntTable of the following objects:
dsx3Far EndCurrentlndex
dsx3FarEndTimeElapsed
dsx3FarEndvalidintervals
dsx3FarEndCurrentCESs
dsx3FarEndCurrentCSESs
dsx3FarEndCurrentCCVs
dsx3FarEndCurrentUASs
dsx3FarEndCurrentlndex read-only  INTEGER The index value which uniquely identifies the DS3
1.3.6.1.2.1.10.30.10.1.1.dsx3 1...65535 interface to which this entry is applicable. The interface
FarEndCurrent! ndex identified by a particular value of thisindex is the same
interface as identified by the same value an dsx3Linelndex
object instance.
dsx3FarEndTimeElapsed read-only  INTEGER The number of seconds that have elapsed since the
1.3.6.1.2.1.10.30.10.1.2.dsx3 0...899 beginning of the far end current error-measurement period.
FarEndCurrentl ndex
dsx3FarEndValidintervals read-only  INTEGER The number of previousfar end intervals for which valid
1.3.6.1.2.1.10.30.10.1.3.dsx3 0...96 data was collected. The value will be 96 unless the
FarEndCurrent! ndex interface was brought online within the last 24 hours, in
which case the value will be the number of complete 15-
minute far end intervals since the interface has been online.
dsx3FarEndCurrentCESs read-only  GAUGE The counter associated with the number of Far End
1.3.6.1.2.1.10.30.10.1.4.dsx3 C-bit Errored Seconds encountered by a DS3 interface in
FarEndCurrentl ndex the current 15-minute interval.
dsx3FarEndCurrentCSESs read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.10.1.5.dsx3 Severely Errored Seconds encountered by a DS3 interface
FarEndCurrent! ndex in the current 15-minute interval.
dsx3FarEndCurrentCCV's read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.10.1.6.dsx3 Coding Violations reported via the far end block error
FarEndCurrentl ndex count encountered by a DS3 interface in the current 15-
minute interval.
dsx3FarEndCurrentUASs read-only  GAUGE The counter associated with the number of Far End
1.3.6.1.2.1.10.30.10.1.7.dsx3 unavailable seconds encountered by a DS3 interfacein the

FarEndCurrentlndex

current 15-minute interval.
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DS3 far-end interval table

Thistableisonly valid in T3 C-Bit Parity mode.

Object Name & OID Access Values Description
dsx3FarEndInterval Table not- SEQUENCE OF The DS3 Far End Interval table.
1.3.6.1.2.1.10.30.11 accessible  Dsx3FarEndlinterv
alEntry
dsx3FarEndIinterval Entry not- Dsx3FarEndinterv  Anentry in the DS3 Far End Interval table which consists
1.3.6.1.2.1.10.30.11.1 accessible aEntry of the following objects:
dsx3FarEndIintervallndex
dsx3Far Endi nterval Number
dsx3FarEndinterval CESs
dsx3FarEndinterval CSESs
dsx3FarEndinterval CCVs
dsx3FarEndinterval UASs
dsx3FarEndl nterval I ndex read-only  INTEGER The index value which uniquely identifies the DS3
1.3.6.1.2.1.10.30.11.1.1.dsx3 1...65535 interface to which this entry is applicable. The interface
FarEndlnterval | ndex identified by aparticular value of thisindex is the same
interface as identified by the same value an dsx3Linelndex
object instance.
dsx3FarEndintervalNumber  read-only  INTEGER A number between 1 and 96, where 1 isthe most recently
1.3.6.1.2.1.10.30.11.1.2.dsx3 1..96 completed 15-minute interval and 96 is the least recently
EarEndlnterval | ndex completed 15-minuteinterval (assuming that all 96
intervals are valid).
dsx3FarEndinterval CESs read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.11.1.3.dsx3 Errored Seconds encountered by a DS3 interface in one of
FarEndl nterval | ndex the previous 96 15-minute intervals.
dsx3FarEndinterval CSESs  read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.11.1.4.dsx3 Severely Errored Seconds encountered by a DS3 interface
FarEndInterval | ndex in one of the previous 96 15-minute intervals.
dsx3FarEndinterval CCV's read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.11.1.5.dsx3 Coding Violations reported via the far end block error
EarEndlnterval | ndex count encountered by a DS3 interface in one of the
previous 96 15-minute intervals.
dsx3FarEndinterva UASs read-only GAUGE The counter associated with the number of Far End

1.3.6.1.2.1.10.30.11.1.6.dsx3
FarEndl nterval I ndex

unavailable seconds encountered by a DS3 interfacein one
of the previous 96 15-minute intervals.
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DS3 far-end total table

Thistableisonly valid in T3 C-Bit Parity mode.

Object Name & OID  Access Values Description
dsx3FarEndTotalTable  not- SEQUENCE OF TheDS3 Far End Total table. 24-hour interval.
1.3.6.1.2.1.10.30.12 accessible  Dsx3FarEndTotal
Entry

dsx3FarEndTotalEntry  not- Dsx3FarEndTotal  Anentry inthe DS3 Far End Total table which consists of the
1.3.6.1.2.1.10.30.12.1 accessible  Entry following objects:

dsx3FarEndTotall ndex

dsx3FarEndTotal CESs

dsx3FarEndTotal CSESs

dsx3FarEndTotal CCVs

dsx3FarEndTotal UASs
dsx3FarEndTotallndex  read-only  INTEGER The index value which uniquely identifies the DS3 interface to
1.3.6.1.2.1.10.30.12.1.1. 1...65535 which this entry is applicable. Theinterface identified by a
dsx3FarEndTotal | ndex particular value of thisindex is the same interface as identified

by the same value an dsx3Linelndex object instance.
dsx3FarEndTotalCESs  read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.12.1.2. Errored Seconds encountered by aDS3 interfacein the previous
dsx3FarEndTotal Index 24-hour interval.
dsx3FarEndTotalC SESs read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.12.1.3. Severely Errored Seconds encountered by a DS3 interfacein
dsx3FarEndTotal | ndex the previous 24-hour interval.
dsx3FarEndTotalCCVs read-only  GAUGE The counter associated with the number of Far End C-bit
1.3.6.1.2.1.10.30.12.1.4. Coding Violations reported viathe far end block error count
dsx3FarEndTotal | ndex encountered by a DS3 interface in the previous 24-hour
interval.

dsx3FarEndTotalUASs  read-only  GAUGE The counter associated with the number of Far End unavailable
1.3.6.1.2.1.10.30.12.1.5. seconds encountered by a DS3 interface in the previous

dsx3FarEndTotal I ndex

24-hour interval.

DS3 fractional table

Thistable is not supported by the IDSU.
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Glossary

AlIS

alarm

auto-logout

asynchronous

bursty seconds

carrier

c-bit parity

CCITT

code violation

cold-start trap

control port

Alarm Indication Signal. A signal condition and alarm indicating that the signal has been
lost somewhere upstream. When a device experiences aloss of signal, it transmitsan AIS
signal to the next device downstream. The IDSU detectsincoming AlS, but does not
generate AlIS.

An unsolicited message from a device that typically indicates a problem with aline.

A feature that automatically logs out a user if there has been no control port activity for
15 minutes.

Digital transmission that is not related to a specific frequency, or to timing of the trans-
mission facility; describing transmission characterized by individual characters, or bytes,
encapsulated with start and stop bits, from which areceiver derives the necessary timing
for sampling bits.

A second during which at least two code violations occurred, but fewer than 44 viola-
tions occurred and no out-of-frame state existed.

A company, such as any of the “baby Bell” companies, that provide network communica-
tions services, either within alocal area or between local areas.

A framing format derived from M13. Unlike M 13, the C-bits are redefined to allow end-
to-end path performance monitoring of the T3 signal and in-band data links.

Consultative Committee for International Telephone and Telegraph. An international
standards group.

In the T3 M13 format, code violations are P-bit, F-bit and M-bit errors and bipolar
violations (BPVs).

In the T3 C-hit parity, code violations are the count of CP-hit, F-bit and M-bit errors and
bipolar violations (BPVs).

In the E3 format, code violations are HDB3 violations and bipolar violations (BPVs).

An SNMP trap that is sent when the unit has been power-cycled. See also trap.

A port, either DTE or DCE, to which you can connect aterminal, modem, or SLIP
device.
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CPE

daisy chain

data port

DCE

DSU

DSX

DTE

EER

EMI

EQF

ES

ESD

Customer Premise Equipment. Equipment that is on the customer side of the point of
demarcation, as opposed to equipment that is on acarrier side. See also point
of demarcation.

A string of devices that have been interconnected so that they can al be managed from
oneterminal.

The port by which aDTE is connected to the IDSU. HSSI, V.35 and EIA-530 interface
standards are supported.

Data Communications Equipment. A definition in the RS232C standard that describes the
functions of the signals and the physical characteristics of an interface for acommunica-
tion device such as a modem.

Data Service Unit. A DSU is a device that makes the link between aT3/E3 lineand aline
that is carrying packetized data streams such as those produced by arouter.

Digital Signal Cross-connect.

Data Terminal Equipment. A definition in the RS232C standard that describes the func-
tions of signals and the physical characteristics of an interface for aterminal device.

Excessive Error Rate. An aarm which indicates that a threshold for the number of errored
seconds or unavailable seconds has be exceeded.

Electromagnetic interference. Undesirable radiation leakage from a device that is cou-
pled onto a transmission medium, resulting from the use of high-frequency wave energy
and signal modulation. The effects can be reduce by shielding. The minimum acceptable
leaves are detailed by the FCC, based on the type of device and operating frequency.

Internal Equipment Failure. Something has happened to cause the internal hardware of
the DataSMART T3/E3 IDSU to fail. The unit needs to be serviced.

Errored Second. A measurement of the quality of the signal on a T3/E3 line defined as
any second that is not an unavailable second and that contains one or more code viola-
tions.

Electro static discharge.



far-end

FEAC

FEBE

HSSI

IP address

IP netmask

LAN

LBO

link-down trap

link-up trap

loopback

In arelationship between two devicesin acircuit, the far-end device is the one that
isremote.

You are here

Near-end device Far-end device

Far-end Alarm and Control channel. A T3 C-bit subframe used to send alarm or status
information from the far-end terminal to the near-end terminal. The channdl is also used
to initiate T3 loopbacks at the far-end terminal from the near-end terminal.

Far-end block error functions. An FEBE C-bit parity is a parity violation detected at the
far-end and transmitted back to the near-end unit.

High-speed serial interface.

Internet Protocol. A suite of protocols for packetizing data for shipment across LANs and
WANSs. Protocols exist above the | P protocol for transmitting and receiving |P packets.
The DataSMART T3/E3 IDSU uses the I P protocol to provide SNMP and Telnet access.

A unique 32-bit integer used to identify adevice in an IP network. You will most com-
monly see IP addresses written in “dot” notation; for instance, 192.228.32.14. See also
| P netmask.

A pattern of 32 bits that is combined with an |P address to determine which bits of an IP
address denote the network number and which denote the host number. Netmasks are use-
ful for sub-dividing IP networks. |P netmasks are written in “dot” notation; for instance,
255.255.255.0. See also |P address.

Local areanetwork. A user-owned and -operated data transmission facility connecting
numerous communication devices such as host computers, terminals, printers, and media
storage units. Examples are: Ethernet, Star-LAN and Token-Ring.

Line build out. Insertion of lossin ashort transmission line to make it act like a
longer line.

An SNMP trap that signifiesthat the T3/E3 line has transitioned from a normal state to an
error state, or that a data port has been disconnected.

An SNMP trap that signifiesthat the T3/E3 line, or a data port has transitioned from an
error condition to anormal state.

A troubleshooting technique that returns a transmitted signal to its source so that the sig-
nal can be analyzed for errors. Typically, aloopback is set at various pointsin aline until
the section of the line that is causing the problem is discovered.
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LOS

M13

MIB

modem

near-end

network interface (NI)

NMS

OID

OOF

ping

134

Loss Of Signal. A signal condition and alarm in which the received signal at the network
interfaceislost.

< Rl —
NI NI ! DP NI NI ! DP
— >
NI LOS DP LOS

An asynchronous framing format that uses all 21 T3 C-hitsfor bit stuffing. The standard
M13 format cannot provide end-to-end path parity information.

Management Information Base. The information that SNMP can access, structured as a
hierarchy. In common usage of the word, MIB isin reference to a sub-branch of the
entire MIB.

Modulator/demodul ator. A device for converting a digital signal to analog (and vice
versa) so that it can be transmitted over phone lines.

In arelationship between two devicesin acircuit, the near-end device is the one that
islocal.

You are here

—>
Near-end device

Far-end device

Network interface. The interface between the DataSMART T3/E3 IDSU and the line sup-
plied by the carrier.

Network Management System. A tool for configuring network devices and monitoring
network performance, typically an SNMP-based tool.

Object Identifier. The address of aMIB variable.

Out of frame. An signal condition and alarm in which some or all framing bits are lost.

TI NI NI - Tl
AP

DS1 framing bits  N| OOF
have been lost

A protocol that is part of the TCP/IP suite, used to test the connectivity of the network.
Ping sends asignal to a host or gateway, then listens for an echo response.



point of demarcation

PRM

real-time clock

RJ45

router

RxD

SES

Severely Errored Framing

Severely Errored Second

signhal condition

SLIP

SMDS

SNMP

super-user

synchronous

The dividing line between a carrier and the customer premise that is governed by strict
standards that define the characteristics of the equipment on each side of the demarca-
tion. Equipment on one side of the point of demarcation is the responsibility of the cus-
tomer. Equipment on the other side of the point of demarcation is the responsibility of the
carrier.

Performance Report Message. Messages that are received once per second from afar-end
device that report information about the condition of the far-end device.

A clock that maintains the time of day in distinction to a clock that is used to time the
electrical pulseson acircuit.

A type of cable connector used for RS232 lines and 10BaseT Ethernet lines.

A device that connects various links in a network matrix, directing packets along the
most economical or efficient routes to the packet’s destination; a packet switch.

Received Data. See also TxD.

Severely Errored Second.

An SEF event is declared when three or more errorsin 16 or fewer consecutive F-bits
occur with aT3 M-frame.

A second during which 44 or more code violations have occurred.

Characteristics of the electronic pulses on aline, categorized into groups of various error
types. When errored signal conditions persist they cause an alarm.

Serial Line Interface Protocol. A protocol that allows the Internet Protocol (IP) to run on
low-speed serid lines.

Switched Multi-Megabit Digital Service. A public, high-speed, connectionless, packet-
switched data transfer service that provides LAN-like performance and features over an
entire metropolitan area.

Simple Network Management Protocol. The accepted industry-standard network manage-
ment protocol that uses a system of agents and managers. Each agent is responsible for
interacting with a certain MI1B. The manager can ask the agent for data, or it can ask the
agent to set the value of some data.

A login ID that allows unlimited access to the full range of a device's functionality, espe-
cialy including the ability to reconfigure the device and set passwords.

Data communications in which characters or bits are sent at afixed rate, with the trans-
mitting and receiving devices synchronized; eliminates the need for start and stop bits
basi c to asynchronous transmission and significantly increases data throughput rates.
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T3

TCP

TCP/IP

Telnet

terminal server

trap

TxD

UAS

VDT

warm-start trap

yellow alarm

Communications access operating at a bit rate of 44.736 Mbps.

Transport Control Protocol. TCP is one of the two transport protocols in the TCP/IP pro-
tocol suite. TCP isacomplex, connection-based protocol that guarantees reliable deliv-
ery of packets. Telnet uses TCP.

A suite of protocolsthat includes IP, UDP, TCP, SNMP, TELNET, ICMP, and PING.
TCP/IP isthe networking protocol of choice of the Internet and many private networks as
well. Kentrox SNMP and Telnet products operate in TCP/IP networks.

Telnet isa TCP/IP protocol that defines a client/server mechanism for emulating directly-
connected terminal connections. The DataSMART T3/E3 IDSU implements a Telnet
Server, allowing other devicesto establish connections with it. The IDSU does not imple-
ment a Telnet Client (which would allow the IDSU to connect to other devices).

In the ssimplest terms, aterminal server is an |P network port and a collection of seria
ports. Most terminal servers alow the serial portsto be configured for SLIP. If the IDSU
isusing SLIP, aterminal server could be used to make the connection from seria

to Ethernet.

A trap isan unsolicited aert generated by SNMP. There are five standard trap types: link
up, link down, warm start, cold start, and enterprise-specific. link up, link down, and cold
start are supported by the IDSU.

Transmit Data. See also RxD.

Unavailable Seconds. A measurement of the signal quality of a T3/E3 line. Unavailable
seconds start accruing when ten consecutive severely errored seconds occur.

Video Display Terminal.

Warm-start traps are not supported by the IDSU.

An aarm that occurs on a device when the signal from the device is not received at
the far-end.

NI Loss Of Signal

«— |
TI NI NI

»

TI

Send Yellow NI Yellow Alarm



| ndex

A
A bit, E3 framing, definition, 43
AC command, 33
AC power requirements, 98
ACO status indicator, definition, 64
ACV command, 33
ADD command, for adding trap hosts,
84
ADD command, for address screening
list, 86
adding a password, 19
address screening, see source address
screening
address, system
viewing current value, 25
AIC, definition, 42
AIS, 65
AlS, incoming
alarm message, 63
enabling/disabling alarm reporting,
36
LED indicator, 62
status indicator, 65
troubleshooting, 67
alarm activation criteria
enabling/disabling EER on ES, 37
enabling/disabling EER on UAS, 37
enabling/disabling onincoming AlS,
36
enabling/disabling on incoming
RAI, 36
enabling/disabling on incoming
yellow, 36
Alarm Configuration menu, display,
33,92
alarm dial-out
application example, 11
enabling/disabling, 35
entering modem string, 36
overview, 12
required modem settings, 35
restrictions on use, 35
setting control port output, 27
string examples, 36
viewing current modem string, 33
viewing statusvia LEDs, 61
Alarm History report

clearing data, 29, 51
interpreting data, 58
ALARM LED, 61
alarm messages
enabling/disabling output, 34
monitoring, 63
selecting control port for output, 27
specifying ASCII or numeric, 35
specifying output for alarm dial-out,
27
specifying output for daisy-chained
units, 27
viewing current status, 33
alarm relay
connecting to, seeinstallation guide
enabling/disabling, 34
status of ACO cut-off switch, 64
viewing current status, 33
alarms
configuring, 32
enabling/disabling EER on ES, 37
enabling/disabling EER on UAS, 37
enabling/disabling onincoming AlS,
36
enabling/disabling on incoming
RAI, 36
enabling/disabling on incoming
yellow, 36
listing of possible alarms, 63
setting ES threshold, 37
setting UAS threshold, 37
viewing current activation criteria,
34
viewing current ES threshold, 34
viewing current UAS threshold, 34
viewing statusvia LEDs, 61
ALM status indicator, definition, 64
amplification, T3/E3 network signal,
see transmit output level
applications, typical examples, 10
APS command, 19
ASCII alarm format, setting, 35
attenuation, T3 network signal, see
transmit line build-out
auto-logout, 16

B

baud rate, control port
changing, seeinstallation guide
default setting, 31
BES (bursty errored second),
definition, 54

C
C bits, C-Bit parity, definition, 42
C bits, M13, definition, 43
CA dataport LED, 61
CA signal
viewing status, 65
CA statusindicator, definition, 65
cabling, network interface
setting output level based on cable
length, 44
T3 transmit line build-out based on
cable length, 44
C-Bit parity framing
description of, 42
far-end performance data, 55
setting, 41
CC command, 31
CCV command, 31
character echo at control port
enabling and disabling, 31
chassis
back view, 9
front view, 9
clearing data from reports, 29, 51
CLK command, 28, 47
clock, data port
setting receive timing, 47
setting transmit timing, 47
clock, system, see source clock
code violation, definition, 54
code violations
LED indicator, 62
status indicator, 65
command
DCE, 27
DTE, 27
command-line interface
securing with passwords, 18
syntax, 14
type-ahead, 14
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using menus, 13

commands

AC, 33
ACV, 33
ADD, 84, 86
APS, 19
CC, 31
CCv, 31
CLK, 28
DAl, 37
DAM, 34
DAR, 34
DDD, 35
DE, 31
DEL, 86
DELT, 84
DFP, 26
DIR, 35
DPS, 19
DSCRAM, 48
DSLIP, 79
DSNMP, 84
DST, 69
DSUCLK, 48
DYL, 36
EAI, 37
EAM, 34
EE, 31

EFP, 26
EIA-530, 48
EMS, 36
EPS, 21
ESCRAM, 48
ESLIP, 79
ESM, 35
ESNMP, 84
EST, 37
EUM, 35
EYL, 36
FELR, 55
FESR, 55
HSSI, 48
IPR, 80
LBO, 44
LM, 74

NC, 40
NCBT, 41
NCV, 40
NHI, 44
NLO, 44
NM13, 41
NSR, 57
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PC, 19

PCV, 20

PE, 21

PEV, 22

PL, 50

R, 50

RCS, 83

RSD, 30

SC, 24

SCREEN, 85

SCREENYV, 85

SCV, 24

SD, 26

SDLR, 56

SDT, 74

SLADDR, 79

SLL, 74

SLMASK, 79

SLO, 74

SN, 26

SNMP, 81

SNMPV, 81

SPL, 74

SS, 64

SSA, 86

ST, 26

TCP, 78

TCPV, 78

TPW, 80

UNLR, 53

UNSR, 52

UST, 37

V.35, 48

WCS, 83

WYV, 29

ZALL, 29
commands, EAR, 34
community strings, SNMP

setting, 83

viewing current values, 81
configuration password privileges, 18
configuring

alarm parameters, 32

control port parameters, 31

data port (HSSI, V.35, EIA-530), 45

passwords, 18

SLIP interface, 78

SNMP, 81

system parameters, 23

T3/E3 network interface, 40

TCP/IP, 78
control port

changing baud, parity, stop or data
bits, seeinstallation guide
changing character echo, 31
connector types, 99
factory defaults, 31
pin assignments, 100
selecting DCE or DTE for dlarm
output, 27
selecting DCE or DTE for SLIP
interface, 27
specifications, 99
viewing current settings, 25
Control Port Configuration menu,
display, 31, 92
conventions, syntax, used in manual, 8
counters, zeroing, 29
CP, definition, 42
CTS/DCD
viewing status, 65
CTS/DCD statusindicator, definition,
65
CV network LED, 62
CV statusindicator, definition, 65

D

DAl command, 37
daisy-chained unit
logging in, 15
DAM command, 34, 58, 77, 79
DAR command, 34
data bits, control port
changing, seeinstallation guide
default setting, 31
DATA network LED, 62
data port
configuring, 45
monitoring transmit/receive activity
viaLEDs, 61
setting physical link type, 48
status display, 64
traffic shaping, 47
viewing current settings, 25, 46
data port, see also HSSI, V.35, or EIA-
530
DATA status indicator, definition, 65
data terminal loopback
description, 73
resetting locally, 74
setting locally, 74
date and time
setting, 25
viewing current setting, 24



DC power requirements, 98
DCD/CTS
viewing status, 65
DCD/CTS status indicator, definition,
65
DCE command, 27, 77, 79
DCE control port
selecting for alarm output, 27
selecting for SLIP interface, 27
DDD command, 35
DE command, 31
default router
specifying address, 80
viewing current setting, 79
defaults, resetting to
viacommand line, 30
viathumbwheel switch, 30
DEL command, 86
deleting a password, 19
DELT command, 84
device name
specifying new value, 26
viewing current value, 25
where it appears, 26
DFP command, 26, 30
dia-out, see aarm dia-out
DIR command, 35
DL, definition, 42
DP SYNC alarm
definition, 63
troubleshooting, 68
DPS command, 19
DS3 config table, DS3/E3 MIB, 120
DS3 current table, DS3/E3 MIB, 122
DS3 far-end config table, DS3/E3

MIB, 126

DS3 far-end current table, DS3/E3
MIB, 127

DS3 far-end interval table, DS3/E3
MIB, 128

DS3 far-end total table, DS3/E3 MIB,
129

DS3 fractional table, DS3/E3 MIB,
129

DS3/E3 interval table, DS3/E3 MIB,
124

DS3/E3 MIB listing, 120

DS3/ES total table, DS3/E3 MIB, 125
DSCRAM command, 48

DSLIP command, 79

DSNMP command, 84

DST command, 69

DSUCLK command, 48
dsx3Circuitldentifier, 121
dsx3ConfigEntry, 120
dsx3ConfigTable, 120
dsx3CurrentCCVs, 123
dsx3CurrentCESs, 123
dsx3CurrentCSESs, 123
dsx3CurrentEntry, 122
dsx3Currentindex, 123
dsx3CurrentLCVs, 123
dsx3CurrentLESs, 123
dsx3CurrentPCV's, 123
dsx3CurrentPESs, 123
dsx3CurrentPSESs, 123
dsx3CurrentSEFSs, 123
dsx3CurrentTable, 122
dsx3CurrentUASs, 123
dsx3FarEndCurrentCCVs, 127
dsx3FarEndCurrentCESs, 127
dsx3FarEndCurrentCSESs, 127
dsx3FarEndCurrentEntry, 127
dsx3FarEndCurrentindex, 127
dsx3FarEndCurrentTable, 127
dsx3FarEndCurrentUASs, 127
dsx3FarEndinterva CCV's, 128
dsx3FarEndinterval CESs, 128
dsx3FarEndinterval CSESs, 128
dsx3FarEndinterval Entry, 128
dsx3FarEndintervalIndex, 128
dsx3FarEndintervaNumber, 128
dsx3FarEndinterval Table, 128
dsx3FarEndinterval UASs, 128
dsx3FarEndTimeElapsed, 127
dsx3FarEndTotal CCVs, 129
dsx3FarEndTotal CESs, 129
dsx3FarEndTotal CSESs, 129
dsx3FarEndTotal Entry, 129
dsx3FarEndTotal Index, 129
dsx3FarEndTotal Table, 129
dsx3FarEndTotal UASs, 129
dsx3FarEndValidintervals, 127
dsx3Iflndex, 120

dsx3interva CCVs, 125
dsx3Interval CESs, 125
dsx3Interva CSESs, 125
dsx3lIntervallndex, 124
dsx3intervalLCVs, 124
dsx3intervalLESs, 125
dsx3IntervaNumber, 124
dsx3IntervalPCVs, 125
dsx3lInterval PESs, 124
dsx3lInterval PSESs, 124

dsx3Interval SEFSs, 124
dsx3Interval Table, 124
dsx3lInterval TableEntry, 124
dsx3IntervalUASs, 124
dsx3LineCoding, 121
dsx3Linelndex, 120
dsx3LineStatus, 122
dsx3LineType, 121
dsx3LoopbackConfig, 122
dsx3SendCode, 121
dsx3TimeElapsed, 120
dsx3Total CCVs, 126
dsx3Total CESs, 126
dsx3Total CSESs, 126
dsx3Total Entry, 125
dsx3Totallndex, 125
dsx3TotalLCVs, 126
dsx3TotalLESs, 126
dsx3TotalPCV's, 126
dsx3Total PESs, 126
dsx3Total PSESs, 126
dsx3Total SEFSs, 126
dsx3Total Table, 125
dsx3Total UASs, 126
dsx3TransmitClockSource, 122
dsx3Validintervals, 120
DTE command, 27, 35, 77, 79
DTE control port

selecting for alarm output, 27

selecting for SLIP interface, 27
DTR signal

viewing status, 65
DTR status indicator, definition, 65
DYL command, 36

E

E3 framing
description of, 43
setting, 41
E3 framing block, definition, 43
E3 network interface
connector types, 99
electrical specifications, 99
framing, description of, 43
monitoring performance, 49-58
monitoring status via LEDs, 62
monitoring transmit/receive viatest
jacks, 70
setting framing format, 41
setting transmit output level, 44
status display, 64
viewing current settings, 40
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EAI command, 37
EAM command, 34, 35
EAR command, 34
EE command, 31
EER alarms
enabling/disabling on ES, 37
enabling/disabling on UAS, 37
EER statusindicator, definition, 65
EFP command, 26
ElA-449, using as data port interface,
48
EIA-530 command, 48
EIA-530 data port
enabling disabling payload
scambling, 48
enabling physical link, 48
monitoring transmit/receive activity
viaLEDs, 61
pin assignments, 101
setting receive timing, 47
setting transmit timing, 47
traffic shaping, 47
viewing current settings, 46
EIA-530 status display, 64
EMS command, 35, 36
entering a password, 21
environmental specifications, 98
EPS command, 21
EQF alarm
definition, 63
troubleshooting, 66
equipment failure
alarm message, 63
troubleshooting, 66
errored events, definition, 37
error-free second, definition, 57
ES (errored second)
definition, 54
usein aarm activation, 37
ESCRAM command, 48, 67
ESLIP command, 79
ESM command, 35, 58
ESNMP command, 84
EST command, 37
EUM command, 35, 58
excessive error rate
alarm message, 63
troubleshooting, 68
external alarm, triggering, 34
EYL command, 36
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F
F bits, C-Bit parity, definition, 42
F bits, M13, definition, 43
Far-end Performance report
clearing data, 29, 51
interpreting data, 55
status indicator meanings, 54
Far-end Short Performance Report,
display, 55
FAS, definition, 43
FCS errors, HDL C frames, definition,
56
FEAC, definition, 42
FEBE, definition, 42
FEL status indicator, definition, 64
FELR command, 55
FESR command, 55
fiber-optic multiplexing equipment,
reducing pattern sensitivity,
48
framing format specification
E3, 99
framing format specifications
T3,98
framing format, T3/E3 network
setting, 41
viewing current setting, 40
front-panel switch, see thumbwheel
switch
front-panel test jacks, 70

H

HDLC frames
FCS errors, definition, 56
header errors, definition, 56
length errors, definition, 56
performance data, 56

header errors, HDLC frames,

definition, 56

HSSI command, 48

HSS! data port
enabling physical link, 48
enabling/disabling payload

scrambling, 48
monitoring transmit/receive activity
viaLEDs, 61

pin assignments, 100
setting receive timing, 47
setting transmit timing, 47
specifications, 100
status display, 64
traffic shaping, 47

viewing current settings, 46

ICMP group, MIB 11, 112
icmplnAddrMaskReps, 113
icmplnAddrMasks, 113
icmplnDestUnreachs, 112
icmplnEchoReps, 113
icmplnEchos, 113
icmplnErrors, 112
icmplnMsgs, 112
icmplnParmProbs, 112
icmplnRedirects, 113
icmplnSrcQuenchs, 112
icmplnTimeExcds, 112
icmplnTimestampReps, 113
icmplnTimestamps, 113
icmpOutAddrMaskReps, 114
icmpOutAddrMasks, 114
icmpOutDestUnreachs, 113
icmpOutEchoReps, 113
icmpOutEchos, 113
icmpOutErrors, 113
icmpOutMsgs, 113
icmpOutParmProbs, 113
icmpOutRedirects, 113
icmpOutSrcQuenchs, 113
icmpOutTimeExcds, 113
icmpOutTimestampReps, 114
icmpOutTimestamps, 114
ifAdminStatus, 106
ifDescr, 105

ifEntry, 105

ifIndex, 105

ifInDiscards, 106
ifInErrors, 106
ifInNUcastPkts, 106
ifInOctets, 106
ifiInUcastPkts, 106
ifInUnknownProtos, 106
ifLastChange, 106

ifMtu, 106

ifNumber, 105

if OperStatus, 106
ifOutDiscards, 107
ifOutErrors, 107

if OutNUcastPkts, 107
ifOutOctets, 107
ifOutQLen, 107
ifOutUcastPkts, 107
ifPhysAddress, 106

if Specific, 107



if Speed, 106
ifTable, 105
ifType, 105
input jitter tolerance

E3, 99

T3,98
input signal specifications

E3, 99

T3,98
interfaces group, MIB I1, 105
interpreting normal/abnormal

conditions using LEDs, 60

IP address

overview, 79

setting new value, 79

viewing current address, 78
| P address screening, see source

address screening

IP group, MIB I1, 107
| P packets, screening, 85
ipAddrEntry, 109
ipAddrTable, 109
ipAdEntAddr, 109
ipAdEntBcastAddr, 109
ipAdEntlfindex, 109
ipAdEntNetMask, 109
ipAdEntReasmMaxSize, 109
ipDefaultTTL, 107
ipForwarding, 107
ipForwDatagrams, 108
ipFragCreates, 109
ipFragFails, 109
ipFragOKs, 109
ipInAddrErrors, 108
iplnDelivers, 108
ipInDiscards, 108
iplnHdrErrors, 107
iplnReceives, 107
iplnUnknownProtos, 108
ipOutDiscards, 108
ipOutNoRoutes, 108
ipOutRequests, 108
IPR command, 80
ipReasmFails, 109
ipReasmOKs, 108
ipReasmReqds, 108
ipReasmTimeout, 108
ipRouteAge, 111
ipRouteDest, 110
ipRouteEntry, 110
ipRoutel findex, 110
ipRoutelnfo, 112

ipRouteMask, 111
ipRouteMetricl, 110
ipRouteMetric2, 110
ipRouteMetric3, 110
ipRouteMetric4, 110
ipRouteMetric5, 112
ipRouteNextHop, 111
ipRouteProto, 111
ipRouteTable, 110
ipRouteType, 111
ipRoutingDiscards, 112

J

jitter generation specification
E3, 99
T3,98

K
key product features, listing of, 12

L

LBO command, 44
LEDs
AlS, 62
ALARM, 61
CA, 61
Cv, 62
DATA, 62
FEI, 61
LOOP/FEL, 61
LOS, 62
NEI, 61
OOF, 62
POWER/FAIL, 61
RCV, 61
RxD, 61
SEND, 61
TA, 62
TxD, 61
XMT, 61
YEL, 62
LEDs, interpreting normal/abnormal
conditions, 60
length errors, HDLC frames,
definition, 56
line build-out, see transmit line build-
out
line coding requirement
E3, 99
T3,98
line feeds, specifying for printed

reports, 50
line impedance specification
E3, 99
T3,98
line loopback
description, 71
resetting in remote device, 75
resetting locally, 74
setting in remote device, 75
setting locally, 74
line rate requirement
E3, 99
T3,98
line-segment testing, 71
LLB statusindicator, definition, 64
LM command, 74
LOC statusindicator, definition, 64
local loopback
description, 72
resetting locally, 74
setting locally, 74
Local Maintenance menu, display, 74,
91
logging in
daisy-chained unit, 15
stand-alone unit, 15
Telnet access, 15
with password, 21
logging out, 16
LOOP/FEL LED, 61
loopbacks
descriptions of types, 71-73
setting/resetting remote |oopbacks,
75
viewing status via LEDs, 61
viewing status via status display, 64
looped timing, 28
LOS network LED, 62
LOS status indicator, definition, 65
loss of signal
alarm message, 63
LED indicator, 62
status indicator, 65
troubleshooting, 66

M
M bits, C-Bit parity, definition, 42
M bits, M13, definition, 43
M13 framing
description of, 43
setting, 41
Main menu, display, 13, 90
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mai ntenance password privileges, 18
master clock, see source clock, system
menus
Alarm Configuration, 33
complete reference, 90-95
Control Port Configuration, 31
Local Maintenance, 74
Main, 13
Network Interface (NI)
Configuration, 40
Password Configuration, 19
Password Entry, 21
Remote Maintenance, 75
Reports, 50
SNMP Configuration, 81
Source Address Screening, 85
System Configuration, 24
TCP/IP Configuration, 78
MIB Il listing, 104
MM command, 13
model number, finding, 29
modem, alarm dial-out
required settings, 35
modem, alarm dial-out string
entering, 36
examples, 36
viewing current setting, 33
monitor jacks, front-panel, 70
monitoring performance of T3/E3
network, 49-58
multi-rate bandwidth
overview, 12
multi-rate timing
application example, 10
setting at data port, 47
MultiSMART manager, alarm format,
35

N

N bit, E3 framing, definition, 43

name, system, see device name

NC command, 40

NCBT command, 41

NCV command, 40

Network (NI) Configuration menu,

display, 93

network interface
clearing data from reports, 51
monitoring performance, 49
monitoring status via LEDs, 62
monitoring transmit/receive viatest

jacks, 70
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seealso T3 or E3
status display, 64
Network Interface (NI) Configuration
menu, display, 40
NHI command, 44
NI AlSaarm
definition, 63
troubleshooting, 67
NI EER aarm
definition, 63
troubleshooting, 68
NI LOS aarm
definition, 63
troubleshooting, 66
NI OOF alarm
definition, 63
troubleshooting, 67
NI YEL alarm
definition, 63
troubleshooting, 67
NLO command, 44
NM 13 command, 41
nonvolatile memory, 12
Nr, definition, 42
NSR command, 57
numeric alarm format, setting, 35

O

OOF network LED, 62
OOF status indicator, definition, 65
operational status, 64
out-of-frame
alarm message, 63
LED indicator, 62
status indicator, 65
troubleshooting, 67
output level specification
E3, 99
T3,98
output signal
E3, 99
T3,98

P

P bits, C-Bit parity, definition, 42

P bits, M 13, definition, 43

page length, specifying for reports, 50

parity, control port
changing see installation guide
default setting, 31

Password Configuration menu,

display, 19, 93
Password Entry menu, display, 21, 91
password privileges
assigning, 19
configuration type, 18
maintenance type, 18
read-only type, 18
super-user, 18
viewing privileges of a specific
password, 21
viewing privileges of all passwords,
20
passwords
adding, 19
deleting, 19
determining if any have been set, 22
entering upon login, 21
setting privilege levels, 19
setting Telnet password, 80
viewing current list, 20
viewing current Telnet password, 78
pattern sensitivity, reducing with
payload scrambling, 48
payload loopback
description, 71
resetting in remote device, 75
resetting locally, 74
setting in remote device, 75
setting locally, 74
payload scrambling, data port
enabling/disabling, 48
use in troubleshooting, 67
viewing current setting, 25
viewing current status, 46
PC command, 19
PCV command, 20
PE command, 21
performance monitoring, T3/E3
network, 49-58
performance reports
clearing data, 51
Far-end Short Performance Report,
display, 55
formatting for printer, 50
formatting for screen, 50
HDLC performance data, 56
status indicator meanings, 54
Subrate Data Performance Report,
display, 56
User NI Long Performance report,
display, 53
User NI Short Performance Report,



52
User NI Statistical Performance
report, display, 57
Performance Reports menu, display,
13, 50, 91
PEV command, 22
physical link, data port, specifying, 48
pinouts
control port, 100
EIA-530 data port, 101
HSSI data port, 100
V.35 data port, 102
PL command, 50
PLB status indicator, definition, 64
port, control, see control portport, data,
see data port
power reguirements, 98
POWER/FAIL LED, 61
PRMs, usein far-end performance
reports, 55

R

R command, 13, 50
RAI, incoming
alarm message, 63
enabling/disabling alarm reporting,
36
LED indicator, 62
status indicator, 65
troubleshooting, 67
RCS command, 83
read community string
setting, 83
viewing current string, 81
read-only password privileges, 18
receive clock, data port
setting, 47
reference, menus, 89
Remote Maintenance menu, display,
75, 92
reports
Alarm History report, 58
clearing data, 29, 51
formatting for printer, 50
formatting for screen, 50
performance reports, 49-58
see also performance reports
System Status, 64
Reports menu, 50
Reports menu, display, 13, 50, 91
reset to defaults
viacommand line, 30

viathumbwheel switch, 30
restricting access to commands, 18
RFC 1213 listing, 104
RFC 1407 listing, 120

R$449, using as data port interface, 48

RSD command, 19, 30, 51, 58
RxD dataport LED, 61

S

SC command, 24, 45
scalable bandwidth, see multi-rate
timing
scrambling, data port, see payload
scrambling
SCREEN command, 85
screening incoming | P packets, 85
SCREENV command, 85
SCV command, 24, 46
SD command, 26, 51, 58
SDLR command, 56
SDT command, 74
securing the command-line interface,
18
security, establishing with passwords,
18
self-test
LED patterns, 69
self-test diagnostics, initiating, 69
self-test failures
interpreting, 61, 69
SEND LED, 61
serial number, finding, 29
SES (severly errored second),
definition, 54
shaping traffic, data port, 47
SLADDR command, 79
SLIPinterface
configuring, 78
enabling/disabling, 79
specifying control port, 27
viewing current settings, 78
SLL command, 74
SLMASK command, 79
SLO command, 74
SN command, 26, 104
SNMP
adding/deleting hosts from address
screening list, 86
adding/deleting hosts from trap
destination list, 84
enabling/disabling agent, 84
setting read community string, 83

setting trap community string, 83
setting write community string, 83
source address screening, 85
viewing current settings, 81
SNMP command, 81
SNMP Configuration menu, display,
81, 95
SNMP group, MIB 11, 117
snmpEnableAuthenTraps, 119
snmplnASNParseErrs, 117
snmplnBadCommunityNames, 117
snmplnBadCommunityUses, 117
snmplnBadValues, 118
snmplnBadVersions, 117
snmplnGenErrs, 118
snmplnGetNexts, 118
snmplnGetRequests, 118
snmplnGetResponses, 118
snmplnNoSuchNames, 118
snmplnPkts, 117
snmplnReadOnlys, 118
snmplnSetRequests, 118
snmpinTooBigs, 117
snmplnTotal ReqVars, 118
snmplnTotal SetVars, 118
snmplnTraps, 118
snmpOutBadValues, 118
snmpOutGenErrs, 119
snmpOutGetRequests, 119
snmpOutGetResponses, 119
snmpOutNoSuchNames, 118
snmpOutPkts, 117
snmpOutTooBigs, 118
snmpOutTraps, 119
SNMPV command, 81
source address screening
adding/deleting hosts, 86
enabling/disabling, 86
Source Address Screening menu,
display, 85, 95
source clock, system
example, span not timed by carrier,
28
example, span timed by carrier, 28
looping network receive signal, 28
using internal oscillator, 28
viewing current setting, 25
specifications
control port, 99
E3 network interface, 99
environmental, 98
HSSI data port, 100
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T3 network interface, 98
V.35/EIA-530 data port, 101
SPL command, 74
SS command, 63, 64
SSA command, 86
ST command, 26, 51, 58
stand-alone unit
logging in, 15
status see system status, 64
stop hits, control port
changing, seeinstallation guide
default setting, 31
subnet mask
setting new value, 79
viewing current mask value, 78
Subrate Data Performance Report,
display, 56
super-user, establishing, 18
syntax conventions used in manual, 8
syntax, command-line interface, 14
sysContact, 104
sysDescr, 104
sysL.ocation, 104
sysName, 104
sysObjectID, 104
sysServices, 104
System Configuration menu, display,
24, 45,94
system group, MIB I1, 104
System menu, display, 90
system parameters
configuring, 23
viewing current configuration, 24
System Status report, display, 64
system status, examining, 64
sysUpTime, 104

T
T3 framing block, definition, 42
T3 network interface
C-Bit parity framing, 42
connector types, 98
electrical specifications, 98
M13 framing, 43
monitoring performance, 49-58
monitoring status via LEDs, 62
monitoring transmit/receive viatest
jacks, 70
setting framing format, 41
setting transmit line build-out, 44
setting transmit output level, 44
status display, 64
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viewing current settings, 40
T3 subframe, definition, 42
TA dataport LED, 62
TA signal
viewing status, 62, 65
TA status indicator, definition, 65
TCP command, 78
TCP connection table, MIB I1, 115
TCPgroup, MIB II, 114
TCP objects, MIB 11, 116
TCP/IP
viewing current settings, 78
TCP/IP Configuration menu, display,
78, 94
tcpActiveOpens, 114
tcpAttemptFails, 114
tcpConnEntry, 115
tcpConnLocal Address, 115
tcpConnLocal Port, 116
tcpConnRemAddress, 116
tcpConnRemPort, 116
tcpConnState, 115
tcpConnTable, 115
tcpCurrEstab, 114
tcpEstabResets, 114
tcplnErrs, 116
tcplnSegs, 115
tcpMaxConn, 114
tcpOutRsts, 116
tcpOutSegs, 115
tcpPassiveOpens, 114
tcpRetransSegs, 115
tcpRtoAlgorithm, 114
tcpRtoMax, 114
tcpRtoMin, 114
TCPV command, 78
Telnet
logging in, 15
setting password, 80
viewing current password, 78
temperature requirements, 98
test jacks, front-panel, 70
testing, line segment, 71
thresholds, alarms
setting ES, 37
setting UAS, 37
viewing current settings for ES,
UAS, 34
thumbwheel switch
complete reference of use, 96
enabling/disabling from command
line, 26

resetting loopbacks, 75
setting remote loopbacks, 75
using to disable SLIP, 79
using to reset loopbacks, 74
using to set loopbacks locally, 74
time intervalsin reports, 52
timing, data port
setting receive clock, 47
setting transmit clock, 47
viewing current settings, 25, 46
timing, system
example, span not timed by carrier,
28
example, span timed by carrier, 28
looping network receive, 28
using internal oscillator, 28
viewing current source, 25
TPW command, 80
traffic shaping at data port, 47
transmit clock, data port
setting, 47
transmit line build-out, T3 network
setting, 44
viewing current setting, 40
transmit output level, T3/E3 network
setting, 44
viewing current setting, 40
trap community string
setting, 83
viewing current string, 81
trap destination list
adding hosts, 84
deleting hosts, 84
viewing current values, 82
traps
adding/deleting hosts to screening
list, 84
setting control port output, 27
types supported, 87
triggering an externa aarm, 34
T-SMART Supervisor, alarm format,
35
TxD dataport LED, 61

U

UAS (unavailable second)
definition, 54
usein alarm activation, 37
UDP group, MIB I1, 116
UDP listener table, MIB |1, 117
udpEntry, 117
udplnDatagrams, 116



udplnErrors, 116
udpLocalAddress, 117
udpL ocalPort, 117
udpNoPorts, 116
udpOutDatagrams, 116
udpTable, 117
UNLR command, 50, 53
UNSR command, 50, 52
User NI Long Performance Report,
display, 53
User NI Performance report
clearing data, 29, 51
interpreting data, 52
status indicator meanings, 54
User NI Short Performance Report,
display, 52
User NI Statistical report
clearing data, 29, 51
display, 57
interpreting data, 57
user-interface, see command-line
interface
UST command, 37

\Y

V.35 command, 48
V.35 data port
enabling physical link, 48
enabling/disabling payload
scrambling, 48
monitoring transmit/receive activity
viaLEDs, 61
pin assignments, 102
setting receive timing, 47
setting transmit timing, 47
specifications, 101
status display, 64
traffic shaping, 47
viewing current settings, 46
version number, finding, 29
View Address Screening, display, 85

View Alarm Configuration, display, 33

View Control Port Configuration,
display, 31

View NI Configuration, display, 40

View Password Configuration,
display, 20

View SNMP Configuration, display,
81

View System Configuration, 46

View System Configuration, display,
24

viewing current settings for
alarm parameters, 33
control port, 31
dataport (HSSI, V.35, EIA-530), 25,

46

passwords, 22
SLIP interface, 78
SNMP, 81
system parameters, 24
T3/E3 network interface, 40
TCP/IP parameters, 78

W

WCS command, 83
write community string
setting, 83
viewing current string, 81
WYYV command, 29

X
X bits, C-Bit Parity, definition, 42
X bits, M13, definition, 43

Y
YEL network LED, 62
YEL statusindicator, definition, 65
yellow aarm, incoming
alarm message, 63
enabling/disabling alarm reporting,
36
LED indicator, 62
status indicator, 65
troubleshooting, 67

Z
ZALL command, 29, 51, 58
zeroing counters, 29
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